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Preface

The 2017 National Defense Authorization Act (NDAA) mandated a study “to assess
and identify the technology-neutral requirements to backup and complement the posi-
tioning, navigation, and timing [PNT] capabilities of the Global Positioning System
[GPS] for national security and critical infrastructure.”

Having accurate PNT is essential for critical infrastructures across the country,
and currently GPS is the primary source of PNT information for many applications.
However, GPS signals are susceptible to both unintentional and intentional disruption,
thus leaving critical infrastructure vulnerable. Because of the essential need for precise
positioning or timing in many critical-infrastructure sectors, the Homeland Security
Operational Analysis Center (HSOAC) was tasked to provide the U.S. Department
of Homeland Security (DHS) with a study of the costs and benefits of proposed new
PNT systems for the various types of critical infrastructure.

This research was sponsored by the DHS National Protection and Programs
Directorate, Office of Infrastructure Protection, and conducted within the Acquisition
and Development Program of the HSOAC federally funded research and development
center (FFRDC).

About the Homeland Security Operational Analysis Center

The Homeland Security Act of 2002 (Section 305 of Public Law 107-296, as codified
at 6 U.S.C. § 185), authorizes the Secretary of Homeland Security, acting through the
Under Secretary for Science and Technology, to establish one or more FFRDC:s to pro-
vide independent analysis of homeland security issues. The RAND Corporation oper-
ates the HSOAC as an FFRDC for the DHS under contract HSHQDC-16-D-00007.

The HSOAC FFRDC provides the government with independent and objective
analyses and advice in core areas important to the department in support of policy
development, decisionmaking, alternative approaches, and new ideas on issues of sig-
nificance. The HSOAC FFRDC also works with and supports other federal, state,
local, tribal, and public- and private-sector organizations that make up the homeland
security enterprise. The HSOAC FFRDC’s research is undertaken by mutual consent



vi Analyzing a More Resilient National Positioning, Navigation, and Timing Capability

with DHS and is organized as a set of discrete tasks. This report presents the results
of research and analysis conducted under HSHQDC-17-J-00441, Analysis of Position
Navigation Timing (PNT) Alternatives.

The results presented in this report do not necessarily reflect official DHS opin-
ion or policy.

For more information on HSOAC, see www.rand.org/hsoac. For more informa-
tion on this publication, see www.rand.org/t/RR2970.
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Summary

The modern technological economy relies on the ability to locate specific points on
the earth (positioning), accurately develop and execute routing to move people and
goods from place to place (navigation), and synchronize events and actions across wide
locations (timing). These needs have existed since early in human history, and devis-
ing better ways to meet them has itself been a focus of technological development.
Although modern technologies for positioning, navigation, and timing (PNT)
have made these functions easier and faster, and although the democratization
of PNT tools has been the basis for innovations that have shaped modern society,
previous methods of meeting these needs still exist. This reality has resulted in the
emergence of a modern PNT ecosystem in which PNT is supported not only by such
highly advanced technologies as satellite navigation systems and atomic clocks but also
by foundational techniques and tools used for decades—or even centuries—to navi-
gate on the high seas or locate points on the earth.

In considering the modern PNT ecosystem in the United States, focus often
shifts rapidly to the Global Positioning System (GPS) constellation of satellites. GPS is
a comprehensive source of PN'T, providing signals that not only can be used to locate
the precise position and altitude of an individual receiver on the planet but also can
be used as a distributed source of timing data transmitted the world over. GPS is pro-
vided free of charge by the U.S. government and is integrated into many technologies
and uses in the economy, from legacy critical infrastructure systems to the emerging
sharing economy. GPS is synonymous with PNT in many people’s minds, but it is
far from the only element of the national PNT ecosystem. Global navigation satel-
lite systems (GINSS) provided by other nations supplement the PNT signals coming
from GPS. Precision clocks have decreased significantly in cost, making it practical for
firms that rely on exact timing—such as financial trading firms, air traffic control,
and communications firms—to affordably integrate clocks into their infrastructures.
Other technologies for positioning and navigation signals are commercially available
for implementation in wide areas, smaller geographic areas, and even in individual
commercial facilities. Although some of these options are based on positioning or
timing signals of their own (either transmitted over the air or by other means, such as
fiber-optic or other communications networks), some take advantage of signals that are
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already available, including signals from cellular towers or even Wi-Fi access points. It
is important to note that these complements have been enabled by GPS: Because of the
capability to precisely locate terrestrial emitters (such as Wi-Fi nodes or cellular sites)
using GPS, it has become straightforward to use their signals for positioning either
alongside or as a substitute for GPS.

Finally, the ready availability of positioning information means that maps that
are “on the shelf” today—regardless of whether that shelf is physical or electronic—are
much more accurate and precise than ever before. It also means that those maps would
be available for use even if real-time access to GPS (or other positioning sources) were
disrupted. GPS, in conjunction with such tools as geographic information systems, has
created many accurate geospatial data sets that preserve, at least for a time, the societal
value of national PNT for use in commercial and civil applications. GPS was integral
to the creation and benefits of this data legacy and is important in maintaining and
extending it, but the daily activities of end users would retain many of the benefits
should the GPS system not be usable for a period.

However, because GPS has had a keystone role in national PNT for years, a ques-
tion has arisen about whether its importance justifies national investment in backup
capabilities, given the potential threats to its functioning. Most recently, Congress,
in the 2017 National Defense Authorization Act (NDAA), directed the relevant agen-
cies to “jointly conduct a study to assess and identify the technology-neutral require-
ments to backup and complement the positioning, navigation, and timing capabilities
of the Global Positioning System for national security and critical infrastructure.”

This report presents the results of a study carried out in partial response to that
direction. Conducted for the Department of Homeland Security (DHS), this report
has a scope that is restricted to domestic, nonmilitary uses of GPS. To reflect the still
quite large complexity of this technical and policy problem, we examined the poten-
tial for loss or degradation in GPS functioning by referring to explicit, realistic threat
scenarios. Necessarily, this entailed the potential for events and adversaries to affect
both GPS and other elements of the PNT ecosystem. Where other components of the
ecosystem are already in place, we examined how they provide robustness and resil-
ience to national PNT even in the absence of an explicit GPS backup. The presence of
such elements of the broader PNT ecosystem reduces the potential costs of disruptions
to GPS and, consequently, reduces the potential benefits of additional investments in
GPS specific backups or investment in additional PNT robustness or resilience.

Threats to GPS

There are documented threats to the functioning of the GPS satellite system. In
considering threats that could disrupt the functioning of the GPS satellite system, we
examined publicly available information on both large-scale threats (e.g., a nuclear
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exchange between states affecting space systems, extreme space weather) and smaller-
scale threats (e.g., the jamming or spoofing of GPS signals in local areas or cities).
Confirmed cases of events across this spectrum exist, including solar storms, technical
problems that have affected the GPS constellation, intentional spoofing of a vehicle’s
GPS systems to change the vehicle’s movement, and jamming incidents of varying
scope and duration.

According to previous analyses (including the DHS National Risk Estimate
focused on GPS), the incidence rates of these threats range from very rare to much
more common, although there are insufficient data available to make defensible prob-
ability estimates. Estimates of consequence similarly differ, with most threats likely
disrupting or corrupting GPS signals for periods ranging from hours to days. A small
number of larger-scale threats (e.g., nuclear war directly targeting space systems, large-
scale cyber intrusion and sabotage) could affect GPS functioning for longer periods.
Such scenarios could result in the loss of GPS for months or even years if many new
satellites needed to be produced, in spite of the fact that national security demands
would likely drive efforts to reconstitute capability as quickly as possible by build-
ing and launching replacement satellites. Aside from such low-probability scenarios in
which the loss of PNT might not be the most immediate national concern, virtually all
other disruption or loss scenarios involve effects lasting for days.

Across the different types of threats, the potential for other parts of the
PNT ecosystem to be affected varies, meaning that both existing capabilities and
potential backups or additions could be vulnerable. For threat scenarios involving
strategic adversaries, attacks on GPS might be accompanied by attacks on other com-
ponents of the PNT ecosystem—and the more concentrated or physically localized
those components are, the greater their vulnerability to small, focused attacks. Other
components of the ecosystem that are more distributed (e.g., maintenance of backup
clocks or use of distributed signals, such as cellular or Wi-Fi, for positioning) appear
quite robust to many types of threats to GPS, although they have a different set of
potential threats to their functionality, such as insider threats at less-secure organiza-
tions or simply damage from severe weather.

Assessing the Costs Associated with GPS-Focused Threats

Although GPS is an important component of the national PNT ecosystem, it is
far from the only source of capability for PNT. In the National PNT Architecture
Study released by the National Security Space Office in 2008, the “as is” PNT archi-
tecture (as it existed at that time) was already envisioned as an ecosystem of differ-
ent satellite systems; terrestrial time transfer systems; star-tracking systems; distributed
clocks; deployed beacon systems; and lower-technology terrestrial tools, such as iner-
tial navigation systems (INS) and compasses (National Security Space Office, 2008).
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Today, more than a decade later, the technologies available and deployed to industries
that rely on PNT to differing extents are even broader, including, for example, Galileo
(the European GNSS), other satellite systems, and atomic clocks integrated into a chip
(Microsemi, 2018).

Many of these alternative and complementary PNT capabilities are already
implemented broadly, and some additional technologies are being implemented
for public safety or other purposes. Markets have provided a strong incentive to
acquire and maintain backup systems for financial traders, who need access to precise
timing information to synchronize trades. In transportation systems, such as aviation
where there are established risk-management practices suitable for life safety critical
applications, both robustness and resilience to technical failures are prioritized. As a
result, the diversity that exists in the current PNT ecosystem strengthens the country’s
and economy’s resilience to disruptions in GPS, and the availability of these comple-
ments must be reflected in estimates of the cost of GPS outage or corruption. In some
areas and for some functions, such as timing and coarse positioning in urban areas,
the existing ecosystem appears to nearly fully address the risks associated with GPS
disruption or corruption.

In addition, “fallback” technologies—for example, navigation by traditional
visual or manual course plotting, positioning using reference points—increase the
robustness of PNT nationally. In interviews with individuals in the transportation
industry, we heard the argument that such techniques are routinely maintained, exer-
cised, and needed to deal with technical failures, whether from natural or intentional
disruptions to GPS, from computer system failures, or from communications break-
downs. Although many individuals use GPS every day for turn-by-turn driving direc-
tions, analyses show that the repetitiveness of most such trips—from home to work,
school, or usual shopping locations—means that most people’s lives would continue
with limited interruption if PNT were disrupted. Even for trips that are nonroutine,
tools storing previously collected geospatial information (either on board or in the
cloud) can help with navigation and positioning in many circumstances. Using such
fallbacks is one way that dynamic human adaptation can reduce the costs of inci-
dents affecting GPS, especially in the short and medium terms. If GPS disruption
made it difficult to perform a task in an automated way, manual strategies might
be available, even if the price of using these manual strategies is a reduction in the
efficiency or effectiveness of the task. Prospects are further brightened when we look
to a variety of emerging new technologies. These technologies include improved radio-
navigation features in next-generation smartphones, computer vision technologies that
next-generation vehicles will use to recognize landmarks and refine their positions, and
integrated timing and navigation systems making their way through military develop-
ment channels.

In the past, analyses of the potential cost of loss or disruption to GPS applied
nationwide, sector-by-sector, microeconomic approaches, seeking to calculate
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the overall benefit to the economy from GPS availability. These analyses must be
interpreted carefully, because the “benefit” from GPS can be defined or estimated in
different ways, and the damages from a GPS outage may not correspond simply to lost
benefits. Additionally, different analyses have focused on different sectors. Neverthe-
less, we believe that these analyses could be selectively used to inform this work in
certain sectors. We used this earlier work, as well as more recent estimates from a team
from RTT International (O’Connor et al., 2019), looking at estimates of GPS benefits
in individual industries while also reflecting the different disruptions that could occur
in different threat scenarios and the sensitivity of different industries to GPS loss or
corruption.

To go beyond these existing analyses, we also conducted regionally based,
sector-by-sector, microeconomic analyses that examined the ability of attackers
to jam or spoof GPS signals, given the real-world constraints of geography and
the built environment (as in cities). By discussing where jammers of different levels
of power and reach would have to be placed in some cities—and therefore the number
of jammers that would be needed to have more than a very localized effect—we also
sought to reflect the potential for existing complements (e.g., backup clocks in the
financial sector) to hedge against these potential threat scenarios.

Neither our regional nor nationwide analysis has attempted to estimate any new
economic growth that might be spurred by the provision of a new service, presumably
offering some improvement beyond GPS. We analyzed only the potential losses from
existing economic activities, in keeping with the relatively short time horizon of our
analyses.

In particular, we found that the threat from spoofing GPS signals should
not influence a decision about any new PNT systems. Given the rich PNT eco-
system that has developed in the past decades, there are already many available ways
to readily detect spoofing in any sensitive applications through integrity monitoring.
Although such integrity monitoring may not, in fact, always be implemented, that is a
problem in system design or regulation and is not due to the absence of an alternative
signal for PNT.

Our conclusions from these various sets of analyses were largely consistent:
When estimates of the cost of GPS disruption or loss include realistic adaptation
options and existing complementary technologies, the estimates are surprisingly
low.! Even for scenarios that would affect the entire nation, simplistic estimates in the
billions (ignoring existing backups and adaptation) drop by orders of magnitude—
into the tens to hundreds of millions of dollars per day—when one makes reason-
able assumptions that include existing complementary PNT and backup approaches.
Smaller-scale jamming or spoofing scenarios affecting even large fractions of important

I Some notable differences with two sectors in the RT1T International analysis by O’Connor et al. (2019) are

discussed in Chapter Four.
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cities, which could be within the capacity of either state or nonstate adversaries, pro-
duce costs in the millions per day.? Further, reasonable assumptions about law enforce-
ment’s ability to identify and apprehend the perpetrators of such incidents, potentially
supplemented with additional technology, suggest that maintaining disruptions of any
significance over more than a few days would be difficult.

Thinking About Additions to the PNT Ecosystem in Light of the
Potential Benefits

Because of the importance of PNT in the modern economy, a wide range of
technologies has been proposed that could either supplement or—as it has been
framed in national debate—back up GPS. Some of these systems are intended to
cover wide areas. Enhanced Long-Range Navigation (eLoran) is one such system that
has been proposed to explicitly back up GPS in response to the threats previously
described. As a terrestrial system, it avoids some of the space-based vulnerabilities asso-
ciated with GPS and other constellations, but it gains other vulnerabilities. There are
also a variety of other technologies that could supplement the ecosystem in different
ways, for example, by providing local alternative capabilities for PNT or performing
other functions, such as monitoring GPS signals to detect disruption (and therefore
defeat attempts at spoofing by warning users) or using sensors to detect the transmis-
sion of jamming signals in order to rapidly halt such incidents and enable apprehension
of the perpetrators. Many of these alternative PN'T technologies or supplemental sys-
tems already exist but have not been widely implemented. Others are in earlier stages
of development.

No single system is a perfect backup for GPS. Some systems, such as the Euro-
pean Union’s Galileo, are satellite systems very similar to GPS and could be a good
substitute under certain circumstances (e.g., if GPS alone were spoofed or disrupted
by a cyberattack). However, under other circumstances, such as a solar storm, these
similar satellite systems would also be unavailable, as they share that vulnerability
with GPS.

Terrestrial systems are dissimilar to GPS and have different weaknesses, but no
single proposed terrestrial system matches GPS on area coverage; on position accuracy;
and likely on ubiquitous adoption of low-cost user equipment in the presence of con-
tinual, free GPS signals. Any single proposed backup, therefore, will mitigate a GPS
outage for only some users.

Because different critical infrastructure sectors and industries have different
applications for PNT data, the level of accuracy and precision that is useful to them

2 This includes potential increased loss of life due to delays in emergency services; one statistical life values at
$9.8 million in accordance with government guidelines. See Chapter Four for more detail.
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differs. As a result, some of the potential alternatives or complements might not meet
all industries’ needs and, therefore, might be more or less attractive as additions to the
national PN'T ecosystem.

Detailed cost estimates for potential alternative PNT systems are proprietary to
various firms and are therefore included in Appendix G (available separately), but we
can independently estimate the approximate costs for these systems and compare them
with the benefits.

The conclusion from our economic analysis is clear: Given realistic estimates
of the costs of GPS disruption, the bar for extensive government investment in a
backup to GPS (that does not serve some other purpose) is very high and there-
fore difficult to justify.

Most plausible disruptions of GPS will be limited either in space or time. Notably,
of eight risk scenarios considered in the 2011 National Risk Estimate for GPS, only one
scenario (geomagnetic storm) implied economy-wide disruption, and this would per-
sist for only a few days.? If the costs of a national GPS disruption are at most in the tens
to hundreds of millions per day—and if any single backup system would mitigate only
a portion of those costs—then the risk does not justify more than modest government
investment in any single backup system. An extended national outage would occur only
under such low-probability scenarios as a limited space war where GPS satellites were
directly targeted and destroyed, a case we find to be implausible.

For more localized threats, such as jammers intentionally used to disrupt GPS
in a city, we found that more than a hundred such local attacks per decade would be
needed to match the costs of the cheaper alternative PNT systems covering even a lim-
ited set of larger cities. Given the complete absence of such attacks to date, the threat
of such attacks does not come even close to justifying investments in the backups or
alternatives we examined.

Moreover, the federal government is already involved in one public-private
partnership that will provide a backup to GPS for many users in important urban
areas, albeit for other reasons. This development, which is part of the FirstNet part-
nership, is discussed in more detail in Chapters Five and Six. Although this backup is
yet to be deployed, virtually all economic activity in the urban areas eventually covered
by this system will already have an alternative signal to mitigate any GPS disruption,
further lowering the benefit of another system.

Other possible federal efforts to protect the GPS signal could be based on a dif-
ferent cost model. For example, capabilities that pair GPS integrity monitoring and
jamming detection would facilitate the detection and apprehension of individuals who
could be fined as a result, partially defraying the cost of the system. For many perpe-
trators, such fines could be a strong deterrent for the most common (though smallest-
scale) type of incident of concern. Although the scale of such an effort—and its associ-

3 This is discussed in more depth in Chapter Three and, for the GPS satellites themselves, in Appendix F.
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ated costs and benefits—would likely be quite small, it provides an example of such a
change in the cost model.

Modest investments by the government in threat detection could also rein-
force private incentives to maintain a robust PNT ecosystem. The private incen-
tives would be calibrated directly by the private applications and uses of PNT data.
The evolution of the ecosystem demonstrates that, where private entities rely on PNT
and also have considerable value at risk, they will prudently invest in backups and
complements to reduce risk on their own. Government investment in integrity moni-
toring and notification of PNT functioning would reinforce that incentive and pro-
vide such actors with the data they need to most effectively protect their own interests,
given both natural and adversary risks to PN'T. And they would not require any larger
federal role.

Lessons on Maintaining a Robust and Resilient PNT Infrastructure

Although the utility of PNT and its integration into many economic and individual
activities means that its disruption would be broadly felt, economic analysis that incor-
porates reasonable assumptions about the behavior of individuals and organizations
suggests that the costs of disruption, while real, would not be as high as sometimes
assumed. As a result, government investment in a “GPS backup” appears unwar-
ranted at this time. New PNT systems could be developed for the complementary
benefits they bring while GPS is operating, but zot¢ primarily as an additional
backup for GPS outages.

Our approach to that analysis—including reasonable threat scenarios, consider-
ations of attacker behavior, and a comprehensive examination of other technologies
and adaptations—Ileads to several other overall conclusions for maintaining robust and
resilient PNT for the United States.

First, having “time-proven, robust fallbacks” available is highly desirable.
Maintaining those capabilities while seeking the efficiency gains of modern PNT
should be a priority. For example, the fact that pilotss—whether air or maritime—are
not wholly dependent on GPS to operate their vehicles is a good thing. Public policy
should not incentivize the shedding of such capabilities and expertise based on the
unrealistic assumption that modern PNT has made it obsolete or unnecessary.

Second, dispersal and diversity of capabilities in the national PNT eco-
system is a strength, not a weakness. If an analysis invokes an adversary’s ability
to target GPS to justify investment in defenses or backups to hedge against such an
attack, consistency requires inclusion of the potential for that same adversary to target
the backup as well. Terrestrial backup systems are less exposed to space-based threats
of concern for GPS, but a centralized system would be even more vulnerable to attack
than GPS and would also be exposed to terrestrial natural risks, as from weather, that
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space-based systems avoid. Dispersed backup clocks or positioning and navigation that
rely on such technologies as cell tower or Wi-Fi signals would localize the effects of
such attack simply by virtue of being dispersed.

Third, considering both current and potential future systems, prudent
system design necessitates not creating dependencies that increase the risk associ-
ated with GPS loss. For example, transportation systems—whether current ships or
future autonomous vehicles—are only readily vulnerable to hijacking through GPS
spoofing if they are designed to rely on that single source of data for navigation. For
such designs, data validation and integrity are essential. Comparison of data from dif-
ferent sensors or sources is desirable, and such sources are already available: from the
different frequency signals now used by GPS itself; from the signals of the other GNSS
constellations and potentially Satellite Time and Location (STL), which uses the Irid-
ium constellation; from the FirstNet system, soon to be available in urban areas; and,
in some cases, from known landmarks. Engineering design that takes these potential
threats into account is the needed step, independent of any additional signals or back-
ups to the national PNT ecosystem.
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CHAPTER ONE
Introduction

The modern technological economy relies on positioning, navigation, and timing
(PNT)—specifically, the ability to locate specific points on the earth (positioning, P),
the ability to accurately route people and goods from place to place (navigation, N), and
the ability to synchronize events and actions in disparate locations (timing, T). Gov-
ernment roles and responsibilities—notably, national defense and the ability to effec-
tively carry out military operations—similarly rely on these capabilities for logistics,
synchronizing complex operations, and delivering forces or striking targets precisely.
The importance of PNT to both homeland security and military operations has
naturally raised questions about the vulnerability of the United States to threats to the
systems that provide PN T—most noticeably, the Global Positioning System (GPS).

Objective

This report responds to congressional direction contained in the National Defense
Authorization Act (NDAA) of 2017 that directed the relevant agencies to “jointly con-
duct a study to assess and identify the technology-neutral requirements to back up and
complement the positioning, navigation, and timing [PNT] capabilities of the Global
Positioning System [GPS] for national security and critical infrastructure.” Based on
that guidance, the U.S. Department of Homeland Security (DHS) asked RAND’s
Homeland Security Operational Analysis Center (HSOAC) to conduct a study that
responds to DHS’s part of the NDAA mandate—identifying backup and complemen-
tary PNT capabilities to address the nonmilitary, homeland security needs, as opposed
to identifying backup and complementary PNT capabilities to address the needs of the
Department of Defense (DoD). In considering domestic transportation uses of PN'T,
our work was also supported by the Department of Transportation (DoT’). Finally, and
also in response to the congressional direction, we examined appropriate technology
options and the viability of either a public-private partnership or service-level agree-
ments to provide PNT capabilities.
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Background

To provide some context for this objective, we provide some background on PNT sys-
tems and on past considerations about providing backups to them.

The Technical Ecosystem: Providing and Utilizing PNT in the United States
PNT did not start with GPS, but PNT has a very long history. Today, in part because
of that history, PNT in the United States has both diverse sources and diverse uses.

Diverse PNT Sources

GPS is the most familiar system providing PN'T. GPS is a satellite-based radionaviga-
tion system that relies on highly accurate, synchronized atomic clocks on each satellite
that broadcast the position of the satellite and the time. By combining signals from
multiple GPS satellites, a receiver can both precisely determine its position and altitude
and simultaneously determine a highly accurate time anywhere in the world.

GPS was developed and fielded by the military beginning in 1978 and reached
its full capability in 1995 (Ochieng et al., 2001). Because the PTN capabilities in
GPS have value beyond the military, GPS was designated a dual-use system for civil-
ian applications in 1996; four years later, features of the system that had degraded the
quality of positioning data provided to nonmilitary users was turned off. GPS receiv-
ers became commercially available in 1981 (Wallischeck, 2016), starting at costs in
the hundreds of thousands of dollars, but the economic benefit became much greater
after advances in technology reduced the cost of receivers by orders of magnitude.
GPS capability has now been integrated into a myriad of commercial applications and
into virtually every smartphone now produced, thus putting GPS “in the pocket” of a
large percentage of the individuals in the country. This transition can be traced back
to National GPS Policy documents released in 1996, which state the intent for GPS
Standard Positioning Services “[to be delivered] free of direct user fees for peaceful,
civil, commercial, and scientific uses worldwide” (DoD, 2008). This intent drove adop-
tion and applications with almost the strongest incentive possible: providing a valuable
technical capability free of charge for all to use.

Although GPS is the crown jewel of U.S. domestic PNT capabilities, it does not
make up the totality of PNT capabilities. As a result of cycles of technology develop-
ment and parallel technology development in other nations, there are a diverse set of
PNT sources relevant to different sectors of the economy. We summarize the main
types of PNT sources in Figure 1.1.!

As shown at the top of the figure, three other satellite constellations similar to
GPS are operational or expected to soon become so: Globalnaya Navigatsionnaya Sput-

1 For a more detailed look at the complex ecosystem of PNT sources, see the discussion in the 2008 National

PNT Architecture Study: Final Report in its description of the then-architecture and its potential evolution out to
2025 (National Security Space Office, 2008).
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Figure 1.1
Sketch of the National PNT Ecosystem
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nikovaya Sistema or Global Navigation Satellite System (GLONASS), maintained by
Russia; Galileo, maintained by the European Union (EU); and BeiDou, maintained
by China. The United Kingdom is considering building yet another similar system
given that it is leaving the EU and thus ceasing involvement with Galileo (Parker, Hol-
linger, and Barker, 2018). Given this, modern positioning receivers, including common
cell phones, are increasingly designed to receive and use signals from multiple satellite
constellations.

Additionally, multiple ground-based signals are used for timing and positioning,
including signals from public and private Wi-Fi transmitters and cell phone towers, as
well as dedicated terrestrially based position systems for wide areas? or for individual
sites such as ports or warehouses.? Technologies even exist that use celestial position-

2 For example, Wide Area Multilateration (WAM) (FAA, 2016b).

3 Systems use a range of technologies designed to work cooperatively with the appropriate user equipment. Blue-
tooth and Wi-Fi (such as cell phones) are used in smaller closed areas for typical consumer-facing applications;
light-based systems are used in radio frequency (RF)-sensitive areas; and RF-based systems like Locata are used
over larger areas, such as ports and mines, where GPS reception might be unreliable or impossible. In addition,
there are a host of systems used in hybrid configurations that measure state changes—such as accelerometers,
compass headings, pressure altitude, and precision maps—to enable a rapid position fix for some applications.
Vision-based systems are also entering the mix, such as on an autonomous system to observe landmarks and
signage for navigation, in addition to their function for collision avoidance (Chipka and Campbell, 2018; Tariq
etal., 2017).
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ing—recreating in electronic form the same sorts of tasks relied on by ancient mariners
crossing the sea.

For precision timing, the same technological forces that caused the price of GPS
receivers to drop dramatically have also reduced the cost of alternative timing tech-
nologies. Although atomic clocks were at one time so expensive that only governments,
major corporations, or research centers had them, the price of highly precise timepieces
has fallen into the thousands of dollars. Atomic clocks are not nearly as inexpensive as
GPS receivers, but this reduction in cost means that many economic actors, such as
electric power companies or financial firms, can maintain their own precision timing
infrastructure if timing data are critical to their operations and profitability.

In short, as shown in Figure 1.1, current technologies provide a range of overlap-
ping PNT capabilities to government agencies, companies, nongovernmental organi-
zations, and individuals.

Diverse PNT Uses

Beyond the diversity in sources of PNT, the uses of PNT vary considerably across the
economy. Because of the ubiquity of PNT, we first think about the dynamic uses of
these technologies for users in real-time motion; for example, mapping and navigat-
ing apps on smartphones help people navigate from place to place and provide sup-
port to the precision motion of machinery on farms, in ports, or at construction sites.
However, there are other valuable uses of PNT that do not involve real-time motion,
including providing positioning for surveyors, timing for tracking financial transac-
tions, and timing for the synchronized functioning of such infrastructures as power
and communications.

The benefits of GPS in the broader economic system accumulate over time and
have created a huge set of location data. With widely proliferated mapping capability,
more detailed survey information (e.g., of farms or other commercial properties) is
more broadly available as are maps of urban areas and nautical or other charts. Even in
the absence of real-time access to the GPS signal, such legacy data help enable naviga-
tion by other means and can help accomplish other tasks that rely on accurate maps
and representations of land and built infrastructure.

The relative importance of the different uses of PNT varies across the economy.
For example, for elements of the financial infrastructure, precision timing is highly
critical for some functions but not for others. Thus, we must separately consider how
different industries would respond to an outage of GPS.

Considering Backups to GPS

Because GPS has played a central role in integrating PNT into economic activity and
daily life for decades, what might occur if something caused the system to become
degraded or inoperable? In 2004, National Security Presidential Directive 39 rec-
ommended that relevant federal departments develop backup capabilities that could
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support national needs to address the potential scenario of “disruption of the Global
Positioning System or other space-based positioning, navigation, and timing services.”
(National Coordination Office for Space-Based Positioning, Navigation, and Timing,
2004) In January 2007, when considering future policy with respect to other existing
technical systems, DHS requested public comment on

the need to continue to operate or invest in the North American [Long-Range
Navigation] LORAN-C Radionavigation System beyond fiscal year 2007. Future
investment decisions might include: decommissioning the LORAN-C system,
maintaining the LORAN-C system as currently configured, or developing a fully
deployed Enhanced LORAN (eLORAN) system. (Long Range Aids to Naviga-
tion [LORAN] Program; Office of Navigation and Spectrum Management, 2007)

The last option, developing an eLoran system, would provide terrestrial capabilities
that could be viewed as a direct backup to GPS (Johnson et al., 2007).

Since 2007, numerous reports, including one by the National Security Space
Office (2008), have made the point that PNT needs are being met through a variety
of sources. The gaps in those systems led to the conclusion that perhaps an aggregated
solution was better than several separate systems (GAO, 2013c, pp. 19-20). Addition-
ally, federal policy with respect to GPS continued to reflect concern about the poten-
tial for GPS interference or failure, but varied considerably in focus. For example,
the National Space Policy of the United States of America (The White House, 2010)
required investment in capabilities to counter harmful interference to GPS. How-
ever, the policy directs the identification and implementation of backup systems or
approaches only “as necessary and appropriate.” Multiple queries from industry on both
backups and requirements have oscillated between focusing on individual systems and
focusing on a more balanced approach (Complementary Positioning, Navigation, and
Timing Capability; Notice; Request for Public Comments, 2015; Positioning, Naviga-
tion, and Timing [PNT] Service for National Critical Infrastructure Resiliency, 2016).
Reflecting a more technology-agnostic approach, the 2017 Federal Radionavigation
Plan flagged potential economic and security benefits that might accrue by having a
GPS backup, without mandating either a single- or multiple-system backup (DoD,
DHS, and DoT, 2017).

Given the proliferation of PNT-related technologies outlined above, the descrip-
tion of the status quo in the 2008 PNT Architecture document remains apt. It states
that the national PNT

relies upon a large number of PNT enabling capabilities and infrastructures in
an environment which includes spectrum, weather, fiscal and geo-political chal-
lenges . . . characterized by widespread use of GPS, and a large number of sys-
tems that augment GPS, where each augmentation is optimized for different user
groups. (National Security Space Office, 2008)
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But over that intervening decade, the technological context has continued to
evolve. This evolving context suggests that the question of a backup to GPS must also
evolve. Asking a narrowly defined question, such as whether a backup can ameliorate
some specific hazard or threat to GPS, implicitly assumes some new system is needed
to meet that threat. Instead, we believe it is better to approach the issue by considering
both existing and future investment(s) across the PNT ecosystem in order to under-
stand how the entire PNT system would respond to any degradation or loss of GPS.
Within this evolving ecosystem—the diversity of which has only increased since the
2008 architecture effort—many factors drive the importance of PNT services and sys-
tems. In this complex system, the right public policy option can be difficult to guess,
given that GPS is a valuable common utility and considering the need to ensure sus-
tained support but hedge against unavailability.

Approach

Given this background and the objective of evaluating the need for a backup and/or
complement to GPS, we developed an approach that considered each part of the issue
in a logical fashion where each part of the analysis is needed as input to the next part
of the analysis to evaluate the need for a backup and/or complement to GPS. Broadly,
we decomposed the issue into four sequential parts: (1) identify risks with GPS and
other PNT systems; (2) conduct an economic analysis of costs resulting from the varied
threats to PNT; (3) identify alternative sources and technologies to increase national
PNT resilience and robustness; and (4) conduct both quantitative and qualitative cost-
benefit assessments, as appropriate, of alternative sources and technologies to increase
national PNT resilience and robustness. Each of the four analysis parts focused on
answering a series of questions, which are shown in Table 1.1.

Scoping

Overall, this report is designed to inform the DHS’s response to the legislative require-
ment in the 2017 NDAA. As noted above, our analysis of alternative PNT systems
does not consider the important national security uses of PN'T because those are the
responsibility of the DoD. This implies that we did not analyze the purely military uses
of GPS or PNT nor any uses by the intelligence agencies. We did, however, include
the use of PNT services for the defense industrial base within our general analyses of
industrial dependencies on PNT. Additionally, our analysis was restricted to the uses
of PNT within U.S. territory. This meant that we did not consider the utility of any
alternative PNT systems for friendly or allied countries.
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Table 1.1

Key Analysis Parts and Associated Questions

Key Analysis Parts Associated Questions

1. Identify risks with GPS and e What are the potential risks to GPS, from nation-states, sub-
other PNT systems national groups, and natural events?

e How large an area is affected from each, how severe is the
disruption, and for how long would the disruptions last?

e What can we say about the probability of such events?
e What are the answers to these questions for alternative PNT

systems?
2. Conduct an economic analy- e How much damage is likely, by sector of the economy,
sis of costs resulting from the aggregated for each risk consideration in the first part of the
varied threats to PNT analysis?
e What are estimates of the effects of existing backups and
workarounds?
3. ldentify alternative sources e What are the mature technologies/systems that could supply
and technologies to increase alternative PNT signals?
naglor;al PNT resilience and e How is each characterized by area covered, service provided
robustness (timing-only or full PNT), accuracy, applicability to different
users (cell phone compatibility, requirement for fiber connec-
tion, etc.), vulnerability to various threats (importantly those
sharing vulnerabilities with GPS, such as other global naviga-
tion satellite systems [GNSS]), and cost?
4. Conduct cost-benefit assess- e How do the costs of available backups compare with the ben-
ments of alternative sources efits those backups would provide?

and technologies to increase
national PNT resilience and
robustness

e In particular, which, if any, have costs less than or comparable
to their benefits?

e What are the opportunities for public-private partnerships in
supplying the promising backups?

On the principle that user requirements should be determined prior to the search
for solutions, the user requirements for PNT in various critical sectors were examined
independently of our analysis by the Johns Hopkins Applied Physics Laboratory and
by the Aerospace Corporation (Cavitt et al., 2018; Tralli et al., 2018a, 2018b), and
we accepted those user needs as inputs to our study. Nonetheless, we did necessarily
develop a deeper understanding of existing backups for the different sectors.

The technical options for alternative PN'T systems were informed by the responses
of industry to a request for information (RFI) issued by DHS. We helped draft that
RFI and largely relied on the responses to it as well as to an earlier, similar RFI to the
DoT. The responses included proprietary performance and cost data, which are only
used here in Appendix G: Estimate of the Costs and Benefits of Alternative Proprietary
PNT Systems.

Because of the particular interest in Congress, our analysis considered public-
private partnerships to operate any backups or complements that seemed promising as
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well as service-level agreements if those would be appropriate. In general, we described
the preferred management constructs for any promising systems.
Finally, we were instructed to use no classified information in our analysis.

Outline of This Report

The report is organized around the four sequenced analysis parts in Table 1.1 and
answers the associated questions for each part. But before getting into the meat of the
evaluation, we discuss in Chapter Two how our analysis fits in the context of previous
efforts to examine GPS and the need for backup capabilities and highlights some con-
siderations about how to conduct an evaluation of the need for backup capabilities. It
focuses on the importance of three considerations that are part of our evaluation that
we believe are critical to an evaluation: (1) the importance of linking scenarios of con-
cern to plausible threats; (2) the importance of a balanced assessment of threat effects
on PNT benefits; and (3) the importance of reflecting the range of needs for timing
and positioning.

In the next four chapters, we discuss the results of the four sequential parts of
the analyses. Chapter Three describes both natural hazards that can disrupt GPS
and potential adversarial threats to the system, providing the context for considering
responses to those threats and hazards later.

In Chapter Four, we describe and contrast two approaches to characterizing the
losses that would be suffered in the event of a disruption in GPS. One follows many
prior studies (discussed briefly in Chapter Two) in using top-down nationwide, sector-
by-sector microeconomic estimates across the economy.* This is contrasted with a
regionally based, sector-by-sector microeconomic estimate, built from the bottom up
for important sectors by analyzing selected attacks in an attempt to understand the
practical constraints imposed on attackers seeking to disrupt GPS and the varied ways
individuals and also the economic system can respond to disruptions in more detail.

Chapter Five describes technical alternatives that could supplement GPS or pro-
vide increased robustness and resilience to PNT. The discussion explores the perfor-
mance characteristics of these options based on open-source data and compares dif-
ferent systems to reported accuracy and precision ranges for different industries and
applications. We include more detailed proprietary cost and performance data drawn
from responses to the two RFIs from the Dol in 2016 and from the DHS in 2018 in
a limited-distribution annex to this report.

Chapter Six explores the cost-benefit balance of different alternatives, examining
the scale of costs based on the different practical requirements of technologies and the
losses they could contribute to avoiding. Considering the cost-benefit ratio for different

4 See, for example, Sadlier et al. (2017); Leveson (2015a, 2015b).
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complementary or other PNT technologies is complex because most systems do not
support all users.

Chapter Seven summarizes the evaluation results and explains how to consider
those results in different ways. This allows readers to understand what assumptions
need to be made about costs, benefits, or threats that would change the cost-benefit
results of efforts to strengthen the robustness and resilience of PNT over the longer
term. The chapter concludes with observations based on our analysis. In particular,
we identify opportunities for federal action, including public-private partnerships, by
DHS or other agencies that appear to offer cost-effective solutions.

The report also contains a series of appendices: Appendix A provides a detailed
explanation of the framework for estimating damages; Appendix B has more detail on
the regionally based estimates; Appendix C contains more detailed descriptions of the
technical options for backups; Appendix D provides additional context for compar-
ing public-private partnerships with more ordinary acquisition programs; Appendix E
summarizes the formal U.S. commitments and obligations involving GPS; Appendix F
describes in more detail the potential effects of a large solar storm on the GPS satellites;
and Appendix G (available as a separate document) provides a more quantitative cost/
benefit estimate by relying on the proprietary cost information from the RFIs.






CHAPTER TWO

Considerations in Evaluating Backups and Complements to
PNT/GPS Systems

As we discussed in Chapter One, the issue of the benefits and vulnerabilities of PNT
and GPS systems is an enduring concern for both the public and private sectors because
of what it enables society to do and because of how ubiquitous the systems are. Given
that, it is not surprising that many other researchers have examined PNT and GPS
over time.

In this chapter, we briefly discuss some of the past efforts to examine GPS and
then discuss some of the considerations that are critical in considering any evaluation
of the need for backups and/or complements to PN'T/GPS systems—considerations
that are key to how we have structured our evaluation.

Prior Efforts That Examined the Value and Vulnerabilities of PNT
Systems

The value of PNT, and its potential vulnerabilities, have been the subject of a diverse
array of authors throughout the public and private sectors. Various federal agencies
throughout the years have either directly produced, or commissioned, a wide array of
literature on PNT and specifically on GPS. These studies have included technical anal-
yses of various alternatives or backups to GPS to cost-benefit assessments of different
systems.! Often times, these studies are mandated to consider either alternatives to, or
the vulnerabilities of GPS, as their raison d’étre.? These studies help in understanding
the consequences of a failure of GPS and assessing the position, navigation, and timing
needs of different stakeholders.

1 For examples of government assessments of GPS, see John A. Volpe National Transportation Systems Center

(2001, 2009); Wallischeck (2016); Leveson (2009); Halsing, Theissen, and Bernkopf (2004); Cobb (2002); Ros-
kind (2009); Eyer and Corey (2010); U.S. Army Corp of Engineers, Institute for Water Resources (2009).

2 See, for instance, GAO (2013b); DHS, Science and Technology Directorate (2016); Wallischeck (2016); Mar-
tinez et al. (2017); Doherty (2011).

11
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Studies conducted by the private sector are much more diverse in their form.
Some studies are interested in the potential vulnerabilities inherent in PNT systems
writ large.? Other papers are concerned with exploring the benefits attributable to
GPS/PNT and the cost(s) of its unavailability.* For instance, Leveson (2015b) evaluates
more than one hundred different studies in both the civilian and private sectors that
consider the economic benefits of GPS.

Considerations in Evaluating Potential Backups or Complements

The question of potential backups or complements to GPS may seem like a simple one:
estimate the likelihood of failure or degradation in function, calculate the cost if such
incidents occur, and then compare the incident costs to the potential costs and benefits
of complements or backups.

However, as we discussed in Chapter One, because GPS is not the sole source of
PNT for many users—it is actually part of an ecosystem—the implications of GPS loss
or degradation can vary significantly. Thus, the question is more appropriately framed
as the value that an industry or other users get from the extant PNT ecosystem and
the implications of removing or corrupting GPS’s contribution to that ecosystem, given
current and potential future changes in it. That broader perspective is critical to appro-
priately weighing the addition of backups or complements to the system and whether
doing so is the most appropriate response to the relevant threats.

As a result, in structuring our analysis, we have made judicious choices, both
with respect to threats and how to analyze the costs associated with those threats and,
therefore, the potential benefits of investments in response; those choices distinguish
our analysis from previous analyses in three important ways.

The Importance of Linking Scenarios of Concern to Plausible Threats

First, one challenge in assessing threats that could affect the functioning of GPS or the
PNT ecosystem overall is that sources of damage or disruption fall across a wide range
and that some of the more important sources are difficult to analyze with any real level
of accuracy or precision. There are both “high end” threats that could have significant
impacts on the functionality of GPS and “low end” threats like nonstate actors or other
individuals interfering with signals locally. Estimating probabilities and consequences
across this spectrum is not possible. Although large-scale space weather events could
potentially affect GPS signals, such events are fortunately quite rare and unpredictable.

3 Michael (1999); Coffed (2016); Engler et al. (2012, 2016); Jiang, Zhang, and Teng (2018); McCallie (2011);
Kacem etal. (2017); Yang et al. (2014); Balduzzi, Pasta, and Wilhoit (2014); Riahi Manesh and Kaabouch (2017);
Purton, Abbass, and Alam (2010); Costin and Francillon (2012).

4 Studies in this vein include Abt Associates (2017); Leveson (2015a); North American Electric Reliability Cor-
poration (2017); Pham (2011).
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Extreme national security scenarios such as the detonation of many nuclear weapons in
space could threaten the GPS constellation, but we are unable to assign a probability to
such an event in a given year—in any case, such extreme military scenarios are outside
this report’s scope. While smaller-scale interference with GPS is more common, objec-
tive data on the actual frequency and effect of such events are limited. This limitation
pushes analyses to more subjective approaches, which raise concerns about validity and
reproducibility.’ Reflecting this reality, when we assess human-made threats to GPS, we
do so without making explicit estimates of their probability to avoid the risk of creating an
impression of artificial precision where none exists. We are complete in that our analysis is
inclusive in the categories of potential threats, but we seek to balance the discussion appro-
priately to not allow individual—possibly very low probability—scenarios to dominate the
analysis.

Some past analyses have simply posited specific threat outcomes—for example,
the GPS constellation is made inoperable for a specific number of days from an unspec-
ified cause—and have used these threat outcomes as the basis for assessing or estimat-
ing the total economic benefits of GPS or PN'T. Doing so essentially involves consider-
ing a scenario where all the benefits from GPS disappeared in their entirety.® Although
using such abstract scenarios may be useful in purely technical studies, we do not
believe that such approaches are best suited for policy analysis. Positing an outcome
independent of the events or actors that produce them can create systematic biases in
examining both the probability and consequences of these events, even in cases like
this where risk analysis must be done subjectively because of limits in data.

* Assuming a set and serious outcome, such as a month-long global denial of GPS,
without considering the capacity of natural events or strategic actors to produce
that outcome, risks may be exaggerated in the ability of such actors to produce
such a high consequence incident.

e Where the concern is adversaries—whether states or nonstate actors—causing
GPS disruption or corruption intentionally, not addressing such actors” potential
goals and preferences risks overstating the probability of attacks on these sys-
tems. While disrupting GPS for military purposes or seeking to cause chaos in

5 For example, in DHS’s 2012 National Risk Estimate: Risks to U.S. Critical Infrastructure from Global Position-
ing System Disruptions, qualitative scoring approaches were used to weigh different threat scenarios and their
potential consequences. In its review, the GAO raised concerns that the study did not meet key requirements for
risk analyses, including being “(1) complete, (2) reproducible, (3) defensible, and (4) documented so that results

can contribute to cross-sector risk comparisons for supporting investment, planning, and resource prioritization
decisions” (GAO, 2013a, p. 12).

¢ For example, the 2001 Volpe Center report discusses a vaguely defined “long term outage” with no explana-
tion of what that entails (John A. Volpe National Transportation Systems Center, 2001; Wallischeck, 2016). The
London Economics report 7he Economic Impact on the UK of a Disruption to GNSS proposes a five-day outage for
the sole reason that other contingency plans for infrastructure in the United Kingdom propose five-day events.

See Sadlier et al. (2017).
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society by jamming the system locally is certainly an option to adversaries, it is
only one of many options available to them. Even qualitative assessment of prob-
ability requires reflecting the factors that would push adversaries toward choosing
such an attack and those that would push them away and toward more tradi-
tional military, terrorist, or criminal options. As a result, in considering threats to
GPS, we should not divorce the potential effects on PNT from the actors that cause
them, instead always coupling consideration of what might happen with the why and
how involved if an adversary is producing that outcome.

Second, in considering threats to GPS functionality, those threats should not
be assessed in isolation; in other words, assessors should not set aside the potential
of threats to affect other components of the PNT ecosystem and potential backups
or complements to GPS. This is most critical in considering adversary behavior: If
a state or nonstate actor executes an attack to disrupt GPS with the goal of denying
PNT to the United States or some portion thereof, assessing such an actor’s propensity
to target other parts of the PNT ecosystem—including systems designed to back up
GPS—must be considered.” It is simply not prudent to assume a purposeful adversary
that could target GPS but not assume the adversary is sophisticated enough to consider
and, #f possible, target other systems whose presence would otherwise make their attack
on GPS irrelevant. Further, not including such threats to other PNT capabilities could
create a dangerous situation where the nation would think itself protected but where
the nation would in reality still be vulnerable. Such a situation could discourage indi-
viduals or firms from taking more decentralized action to increase PNT resilience. As
a result, in considering threats to GPS, we also consider the vulnerability of other parts of
the PNT ecosystem to those same threats.

For the largest-scale threats, considering “what else the incident might break
beyond GPS” also suggests a logical way to bound thinking about policy choices that
would otherwise be framed as narrowly focused on PNT requirements and functioning.
For example, considering large-scale attacks in space—a scenario that could create a
large-scale and long-term GPS outage—such an attack would likely have consequences
that go far beyond whether space-based PNT systems are still functional. Indeed, the
GPS constellation of 31 operational satellites, in medium earth orbit at about 20,200
kilometers (km) altitude, is a particularly difficult target; the satellites are much harder
to reach than those in low earth orbit, and many satellites must be removed before the

7 A corollary to this principle is that the exposure of other components of the PNT ecosystem (including sys-
tems intended to back up GPS directly) to ozher risks must also be considered. Although intense space weather
events is a threat that has been of significant concern with respect to GPS and in terms of the potential value of
ground-based systems as backups that would be less vulnerable to such events, any ground-based system would
be vulnerable to terrestrial weather, meaning that it would be exposed to risk that space-based systems would
not. Any analysis of a value of a GPS backup or other addition to the PNT ecosystem must not ignore such risks,
which at the minimum would represent a contributor to the operations and maintenance costs of such an alterna-
tive system.
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PNT functionality would be significantly degraded (GPS.gov, 2019). GPS is unlikely
to be so attacked unless many other satellite systems have already been neutralized, as
well as broader, nonspace attacks. Put simply, in circumstances involving significant
space attacks or even a nuclear exchange (and the other actions that would likely be
taken by any state adversary in such a scenario), the loss of PN'T functioning would be
unlikely to be highest on the list of national concerns; therefore, investments to hedge
against PNT loss would be unlikely to be prioritized over ones to address other conse-
quences of such a conflict.

Reasonably foreseeable responses within the logic of the scenario are potentially
important as well. For example, in a military engagement where an adversary acted
to deny GPS so definitively, the DoD would have incentives to reconstitute capabil-
ity as rapidly as possible, and civilian and other sectors would be able to benefit from
that drive to restore PNT. Similar arguments apply to cyber threats to GPS systems.
For example, in a scenario where a state adversary targets the system through cyber
means, the adversary would also likely target alternative sources of PNT for logical
consistency; once again, there would be similar military capability drivers to restore or
reconstitute capability rapidly. As a result, in considering the largest-scale threats to PNT,
maintaining this larger context for the analysis is important to avoid narrowly focusing on
PNT-specific effects in scenarios where other considerations may and should realistically
dominate.

The Importance of a Balanced Assessment of Threat Effects on PNT Benefits
The starting point in considering the benefits of acting to strengthen the PNT ecosys-
tem is how serious the consequences of threats to PNT are in reality. Since the effect
of a threat scenario is to deny users the efficiency and effectiveness benefits they gain
from GPS, the scale of the threat is defined by how large those benefits are, which
differs considerably from industry to industry. Making those comparisons requires a
common economic framework, including the ability to monetize benefits to life safety
that can be difficult to objectively value. Much of the prior literature on the benefits
of GPS, both here and in Europe, has relied on nationwide, sector-by-sector micro-
economic analyses (e.g., Sadlier et al., 2017; Leveson, 2015a, 2015b). Such analysis is
well matched to exploring large-scale effects of disruptions to GPS; thus, to maintain consis-
tency with prior literature, we do such an analysis as a central part of our assessment.
However, this level of analysis is less well matched to looking at more time-
limited events like jamming and exploring how such incidents might be resolved by
users by using existing complements or other adaptive responses. This is an impor-
tant limitation of nationwide analyses because short-term jamming and other more
localized events are a key part of the threat space for GPS. Being able to place such
smaller-scale events in time is also important because the effects of GPS disruptions
may vary day to day within an industry. For example, the effect of disruption in pre-
cision agriculture will depend on the time of year and specific day, with the greatest
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impact of disruptions occurring at key points like planting and harvest. Fortunately,
the specific days of import vary with crop and, within a given crop, by latitude, so only
a small fraction of the value from precision agriculture would be lost during a short
outage. Even if a short-term disruption is national in scale, delaying tasks until func-
tioning returns can blunt the effects of the disruption. Whether complements or local
backups to GPS are already part of the PNT ecosystem is also important for smaller
localized events. As discussed above, examinations of threat must assess if those other
components of the ecosystem are likely to be disabled or degraded in a scenario of con-
cern. However, the converse is also true: If they are nor affected and can thus mitigate
impacts from the loss of GPS, assessment must reflect their value and the contribution
they make to resilience to GPS disruption in any benefit calculation. The availability
and relevance of different PNT solutions to different industries and users varies; thus,
appropriately reflecting that reality requires focused analysis. We wuse nationwide analy-
sis as well as regional analyses of specific geographic areas and affected industries, making
it possible to look at incidents in more depth and ro better analyze existing backups and
workarounds.®

Just as logical consistency in threat analysis requires that we make reasonable
assumptions about the capabilities of potential adversaries, we must also take a realistic
view of the incentives and capabilities of those who deal with GPS-dependent systems.
The first way this shapes our analysis is in thinking about the potential for a GPS
outage or disruption to have large and unbounded cascading effects. For a technology
that touches so many infrastructures and where an outage would be noted and experi-
enced by so many people, one might assume that any incident would have effects that
would ricochet across the economy and greatly magnify its effect. While this is true at
a basic level—the effects and costs of a GPS outage are driven by how PNT is used by
others—past experience suggests that disruption or spoofing of the signal would not
inexorably result in catastrophic failures or widespread damage in other systems.” This
result is not that surprising: Looking at infrastructure as a prudent engineer would,
there are good reasons to protect against a variety of challenges, thus allowing for some
resiliency in the system.

For example, it has been posited that jamming or spoofing of GPS could cause
physical damage to power grid systems directly under particular circumstances, but we
do not include those effects in considering “threats to GPS” and thus do not include
the potential for such catastrophic or cascading outcomes on the “potential benefits
ledger” for future investment in PNT systems. This is because we see addressing these
issues as primarily a system engineering concern at the level of the use of PNT signals,
where it is reasonable to assume that powerful incentives exist for infrastructure owner-

8 Workarounds defined as methods to bypass or overcome a potential GPS outage.

9 See the section “Some Historical Evidence Against Predictions of Extreme Disruption” in Chapter Four for
more detail.
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operators to implement available solutions for systems where there is the potential for
serious or widespread damage.'° Given the existing PN'T ecosystem, there are alterative
and complementary sources of PNT that are already available to address the risk. If the
owner-operators of such vulnerable systems have not taken advantage of the existing
options to respond to threats of spoofing or signal loss, it is unclear how adding one or
a small number of backups or complements to this system would significantly change
their incentives.!!

Extending this argument, in considering the economic and other effects of threats
to GPS, we do not see spoofing GPS signals as more significant than their jamming for
nontransportation cases in this consideration of alternative PNT systems. The ratio-
nale for that conclusion is that, given the ability to readily detect spoofing in sensitive
infrastructure applications by using integrity monitoring, capabilities already exist to
limit its potential impact. For transportation systems, adversaries have been shown to
spoof GPS signals in both military and civilian applications, for example making it
possible to alter the course of individual vehicles that are relying on GPS positioning
to guide their movement. However, integrity monitoring and related cross-checking
technologies to guard against corrupted information are available to mitigate much of
the difficulty in the most sensitive applications where safety of life is at stake. While
such integrity monitoring may not, in fact, always be implemented, that is a problem
in system design or regulation, and not due to the absence of an alternative.

As discussed above for infrastructure, solely relying on GPS signals for position-
ing in cases where an error would cause large damages or loss of life would be both
unlikely and unwise, given existing opportunities for integrity checking. It would
either represent poor system engineering or the acceptance of a level of risk that would
not be typical of the actions of most system designers. Also, as above, simply providing
another alternative positioning or timing signal would not address such an engineer-
ing/design.”? Indeed, in our research on using GPS in particular industry sectors, many
who use GPS do not solely rely on it, therefore enabling significant adaptation even
in scenarios where GPS signals would have to be treated as suspect in their accuracy
(e.g., GPS integrity monitoring to alert system designers when disruption or corruption

10 Tn this we therefore diverge somewhat from the elicitation findings of the National Risk Assessment, which
does include assumptions that this sort of damage will occur (e.g., loss of timing in the electrical grid leading
directly to overloading and disruption).

1 Note that other types of interventions (e.g., regulatory requirements) might change their incentives.

12 Indeed, even if provision of a new alternative PNT signal was chosen as part of an effort to address spoofing
as a threat, its implementation to solve this problem would be a massive system engineering challenge in and of
itself, requiring changes in technology and practices by PNT users to actually utilize the signal for this purpose.
It does not seem credible to assume that simply providing another alternative signal would materially change
the incentives for users to make such changes where they do not exist now to adopt existing options (e.g., utilize
multiple GNSS signals simultaneously, combine use of inertial measurement units [IMUs] with PNT signals, or
alternative timing systems).
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occurs). Put simply, for both infrastructure systems and vehicles, if GPS dependence
has been built into systems to produce such extreme vulnerability, public investment in
additional or backup PN'T capacity seems less appropriate than focusing on addressing
the design incentives that allowed the vulnerability to arise in the first place.

The Importance of Reflecting the Range of Needs for Timing and Positioning

If policymakers want to consider national policy toward GPS and PN'T more generally,
they must understand the different ways that these technologies are used across the
economy. Different requirements for precision and accuracy drive what types of back-
ups and complements are acceptable. Across these different sectors and applications,
there are different requirements for real-time PN'T to support dynamic activities given
the potential value of stored legacy data collected and recorded at high precision and
accuracy. While the timing component of PNT is an inherently real-time application,
positioning (and some navigation) tasks can be supported by legacy data. For example,
while real-time positioning is necessary for dynamic turn-by-turn navigation, mapping
applications where GPS or other PNT systems have been used to develop precise static
maps do not require real-time positioning.

As a result, some applications in a sector may be more sensitive to disruptions in
GPS or other PNT systems than others. For example, within agriculture, precise pilot-
ing of farm equipment might be affected by PNT disruption, but mapping of farmland
would not be so affected. Of course, in the former case, piloting of farm equipment
could still be done manually, albeit with less precision and thus some inefficiency.
Previous work by others has explored the PNT needs of users in critical infrastructure
sectors. Cavitt et al. (2018) surveyed users for their precision timing requirements while
Tralli et al. (2018a, 2018b) identified user needs for positioning and navigation. We
will return to the specific values developed in others’ work on variation in accuracy and
precision across sectors in subsequent chapters of the analysis.

Additionally, we investigated in some depth the existing backups and work-
arounds for any disruption in GPS. As our economic analysis in Chapter Four demon-
strates, understanding such backups and workarounds makes a difference.



CHAPTER THREE

Identify Threats and Vulnerabilities of GPS and Other
PNT Systems

In framing the potential benefits of investing in adding additional backups or increas-
ing the resilience of the PNT system, a clear point of entry is understanding the nature
of the hazards those PNT systems face. By reducing losses from hazards to current
PNT functionality and stability, individual backup and resilience options can be ben-
eficial for different types of threats. However, as framed in Chapter Two, the exposure
of those backup and resilience options (both existing and potential future additions)
must also be considered. As a result, policymakers must understand the nature of the
risks to the functionality of GPS and to any other complementary elements providing
PNT; doing so is the starting point for considering the economic and policy rationales
for investing to strengthen the resilience of the PNT ecosystem.

In this chapter, we address the first of the four analysis parts from Table 1.1: iden-
tify threats and vulnerabilities of GPS and other PNT systems. That part of our
analysis focuses on answering the following questions: What are the potential threats
to GPS, from nation-states, subnational groups, and natural events? How large an area
is affected from each threat, how severe is the disruption, and for how long would
the disruptions last? And what can we say about the probability of such events? Our
bottom line answer to this set of questions is that policymakers need to think sys-
tematically about all the plausible threats, not just the larger threats that domi-
nate policy discussion. When we do so, we find that the plausible threats to GPS
are limited in duration and/or area: major solar storms only last for a few days,
and it is not plausible that enemy jammers could affect large areas of the conti-
nental United States (CONUS) for a long time.

The remainder of this chapter highlights how policymakers should think about
the risks from this full range of threats systematically using a conceptual matrix that is
oriented around intention and scale of the attack; it then shows the results of such a sys-
tematic examination. It also examines one specific threat that is outside the matrix—
cyberattacks on GPS.

19
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A Systematic Way to Consider the Risks of a Full Range of Threats

In the existing policy and technical discussion surrounding PNT and the policy debate
surrounding GPS in particular, large-scale natural events (notably, the effect of space
weather on satellite systems) have been a central focus. However, a range of different
events and actors can affect the functioning of satellite and terrestrial PN'T capabili-
ties. For example, there have been well-documented incidents of individuals using GPS
spoofing or jamming technologies for their own purposes and of events where strong
electromagnetic transmissions accidentally disrupted PNT signals.! This means that in
thinking about the full range of threats, analysis must reflect all of the following items:

1. Large-scale threats that result in the loss of PNT capabilities by the destruction
of systems

2. Smaller-level threats that lead to the denial of those PNT capabilities through
jamming or other types of disruption

3. Smaller-level threats that lead to spoofing signals to fool PNT systems into
accepting incorrect data.

To consider these threats systematically, we break them down into categories,
distinguished by scale and intentionality (i.e., whether the threat comes from strategic
actors who are seeking to consequentially disrupt PNT or whether the disruption is
from natural or unintentional sources). For discussion, this allows risks to be binned
into four categories, as shown in the matrix in Figure 3.1, which includes illustrative
examples of such threats in each cell. We use these four categories to discuss the types
of effects that each threat could have for PNT, including GPS and potential comple-
ments or backups to GPS; the discussion will serve as input to inform analysis of
the economic effects these threats could produce—something we discuss in Chapter
Four.

In each of the four categories, there are also important differences in the likely
timing and duration of threats and, therefore, in the ability of users who rely on GPS
to respond to them; such responses include both technological ones and behavioral
and other responses as well. Natural and negligent threats will arise randomly, though
not necessarily wholly unpredictably; therefore, their effects will depend on how their
occurrence coincides with high value PNT use in the areas where they occur. In con-
trast, strategic actors will seek to target their actions to produce enough of an effect to
achieve their goals, though whether they can do so optimally will be driven by their
ability to gather the information needed to do so.

In considering the different types of threats to PNT, these categories also assist in
framing plausible and realistic threat scenarios. As discussed previously in the framing
of our analysis, exploring individual outcomes in isolation can be done for analytical

' For example, incidents in Half Moon Bay, California, in 2001 and in San Diego, California, in 2007.
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Figure 3.1
PNT Threat Matrix

Intentionally seeking
to significantly affect
PNT functioning?

No Yes

Catastrophe: Act of war:

Large Large natural events
affecting space or
terrestrial PNT systems

State military targeting
of PNT systems or broad
use of jamming or
spoofing tools

Potential scale of
effect on PNT?

Negligence: PNT terrorism:
Individuals using .
. . Nonstat t
Small jammers to achieve onstate groups staging

jamming or spoofing
operations on signal-
based PNT sources

individual goals, spilling
over to affect local PNT
signal availability

purposes (e.g., positing the total loss of the GPS constellation as a result of an event of
unspecified characteristics); however, while such an approach has the analytical advan-
tages of simplicity, it could produce sufficiently misleading results that do not justify
such advantages.

Policy decisions surrounding investments in PN'T must be informed both by the
abstract value of the capability they seek to protect and by the circumstances that
could lead to its loss; this is because those same circumstances could affect the rela-
tive benefits of the options that are available as well. Further, for scenarios involv-
ing human adversaries—whether state actors, terrorists or criminals—details matter.
Situational specifics can enable or constrain the ability of such actors to act, and the
intent, capabilities, and goals of specific actors shape the threat they pose both to PNT
and to potential alternative systems designed to strengthen the resilience of the PNT
ecosystem.

Explicating the Threat Matrix

As noted, the matrix in Figure 3.1 contains four categories: catastrophe, act of war,
negligence, and PNT terrorism. Here, we discuss each category.
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Category 1: Catastrophe

In the large-event category, major natural events are the most obvious concern for the
functioning of the PNT system and for GPS in particular. Space weather certainly
holds the potential for solar events to disturb the ionosphere for days, significantly
degrading the performance of GPS and all GNSS systems. We discuss extreme space
weather events and then other large-scale natural events.

Extreme Space Weather Events

The source of space weather events involves activity occurring on the surface of the
sun. A solar flare—defined as an explosion at the sun’s surface (the photosphere)—
generates a burst of electromagnetic radiation, including intense radio waves, X-rays,
and gamma rays; such radiation travels outwards at the speed of light, reaching earth
in approximately eight minutes. The radiation bursts can heat the earth’s upper atmo-
sphere, increase ionization, and can generally lead to an enhancement of electrical
currents and electron density in the ionosphere. The solar flare event can also gener-
ate solar energetic particles (SEPs), particles traveling at a range of relativistic speeds,
which can reach the earth system in tens of minutes to a few hours after the flare.
These also contribute to the heating and ionization of the ionosphere. This changes
how satellite radio transmissions refract through the atmosphere, disrupting high-
frequency communications signals. For GPS, this “scintillation” in the upper atmo-
sphere is a common cause of “loss of lock,” where ground-based GPS user equipment
loses reception, making GPS ineffective for periods of tens of minutes up to a few days,
depending on the duration and recurrence frequency of the solar events.

Another space weather effect comes from large ejections of a mass of plasma by
the sun. In a coronal mass ejection (CME), which is sometimes coincident with a solar
flare, the bulk of solar plasma material expelled from the sun takes significantly longer
to travel through space and is not always aligned with the earth’s azimuthal position in
its orbit around the sun. However, when it is aligned, it can reach earth in anywhere
from 14 hours to four days, depending on the variable speed of material from the event.
The effect at the earth depends on the CME speed and the orientation of the inter-
planetary magnetic field in the CME, which can help or hinder the injection of mate-
rial into the magnetosphere through magnetic reconnection. Typical results of major
CME-driven geomagnetic storms are particle precipitation at the magnetic cusps (vis-
ible as aurora); injection of high energy particles into the ring current and radiation
belts; and thus for satellites, increased radiation, a larger total ionization dosage, and
higher probability of single event effects depending on orbital altitude (Royal Academy
of Engineering, 2013; see Appendix F for a discussion of the likely very limited effect
of such an event on the GPS satellites themselves). The largest such events also heave
the entire ionosphere, thereby generating large induced currents in long conductors,
such as power lines (Odenwald, 2009); for GPS and other GNSS, this means further

perturbing their signals.
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The Carrington event of September 1-2, 1859, is often referenced to anchor the
extreme high end for effects from solar events. The event was documented when Eng-
lish astronomer Richard Carrington directly observed a major solar flare through a
solar telescope. Seventeen hours later, a geomagnetic storm was observed through the
deviation of magnetic needles at the magnetic observatory in Bombay, India. These
magnetic disturbance deviations have been translated to a storm disturbance index
(Dst) of —1760 nanotesla (nT).2 Intense auroral activity was observed in both hemi-
spheres, with reports of the aurora being visible as low as 23 degrees magnetic latitude;
in addition, several telegraph lines were overloaded because of induced geomagnetic
currents (Tsurutani et al., 2003). These parameters place the Carrington event as the
most extreme geomagnetic storm to occur in the past 159 years. Analysis by others has
concluded that the Carrington event was a solar flare coupled with a CME of solar
plasma that traveled at an extremely high speed through interplanetary space. Once
the CME reached near-earth space, it circulated through the magnetosphere, resulting
in the observed geomagnetic storm, which lasted less than two days.

Of course, there were no artificial satellites in space or radio signals during the
Carrington event. However, there have been many major CMEs and other space
weather events since then, both before and during the space age, and these events
have helped empirically demonstrate some components of the impact on space-based
systems.

Estimating the likelihood of such extreme events occurring again is obviously dif-
ficult, as the historical record is short. The Royal Academy investigated this, and con-
cluded that “various studies indicate that a recurrence period of 1-in-100 to 200 years is
reasonable” and “we anticipate that a solar superstorm might render GNSS partially or
completely inoperable for between one and three days” (Royal Academy of Engineer-
ing, 2013). Riley (2014) has performed statistical calculations based on over 50 years
of records of CME-driven geomagnetic storms and has estimated that Carrington-like
superstorms are likely 100-year events, with an approximate 12-percent probability of
occurrence in a given decade. That said, less extreme solar flares and CMEs that may
be significantly geoeffective are more frequent. Hence, the probability of these kinds
of events occurring is significant, and owners/operators of space-based systems should
be prepared to deal with them. For the purposes of the later economic analysis, we
use a conservative estimate, of a 100-year repetition rate and a three-day GPS (and all
GNSS) outage due to an extreme solar storm.

Fortunately, there are established methods of coping with the effects of a solar
storm on spacecraft, from shielding or otherwise hardening electronics to “safing” sys-
tems during the actual event by suspending operations when the spacecraft is passing
through a region or time of expected inundation by higher energy particles that also

2 A negative Dst value means that Earth’s magnetic field is weakened. For reference, anything below —100 nT
is considered a significant geomagnetic storm.
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interrupts whatever service they provide. However, for satellites like GPS that reside in
an ambient radiation belt, the effects of even a Carrington-scale event on the satellites
appear to be minimal (see Appendix F for more details).

Overall then, we find that the largest effect of a solar storm on the GPS system
would be the distortion of its signals when transiting the ionosphere because of the
scintillation induced by the storm. As noted, for our analysis in a Carrington-scale
event, we adopt a conservative, three-day estimate for the duration of this disruption,
assuming for simplicity that no GNSS service is available at all during this period.?
However, an event large enough to have significant effects on GPS signals could also
have effects on terrestrial power and communications systems (through the heaving of
the ionosphere as in the Carrington event’s effects on telegraph systems). As a result,
other components of the PNT ecosystem that rely on those infrastructure systems
could also be damaged or disabled by such an event.

Other Large-Scale Natural Events

Although space weather events have been the primary focus of concern about risk
to PNT, large-scale natural events could also affect the ground-based components of
GPS. Such large-area events would also pose risks to ground-based alternatives to GPS
seeking to increase the robustness of resilience of the PNT system overall. Hurricanes,
tornadoes, or earthquakes could damage sites or transmission towers that GPS and
terrestrial alternative systems rely on.# Local positioning solutions, such as those at a
port, could be affected by even smaller natural or accidental events, such as localized
flooding or power loss.

Large-scale terrestrial natural events are much more frequent than space weather
events. As a proxy for the largest and most consequential such events, the National
Oceanic and Atmospheric Administration (NOAA) tracks natural disasters costing
or producing total damages of more than a billion dollars. Such events have occurred
multiple times per year, affecting subsets of the country, with many having effects that

could disrupt power and infrastructure-dependent, terrestrially based PNT systems
(NOAA, 2017).

Category 2: Acts of War

Acts of war is a second category of threat shown in Figure 3.1. Dealing with acts of
war is primarily the responsibility of the DoD; national security threats writ larger are
formally outside the scope of this report. To the extent DHS must be concerned about
such scenarios, its responsibilities usually focus on consequence management. Since

3 Itis also the case that a solar event with sufficiently large effects to materially affect GPS could also have ter-
restrial impacts on power and other technological systems.

4 For example, Celano, Peterson, and Schue (2004) describe damage to Loran-C towers as a result of hurricane
impact. Other types of natural events (e.g., stress from icing or snow, other extreme wind events) also have caused
damage or failure of broadcast tower infrastructures.
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war is a plausible path to a large-scale effect on GPS/PNT functionality, we discuss a
range of possible scenarios and their consequences to frame this portion of the GPS
threat space.

Acts of war that can have a large-scale effect on the functioning of PNT systems
are a subset among a much larger possible variety of military scenarios. While PNT
is a legitimate military target, attacking it in a way that denies its utility globally, or
to North America, would be essentially infeasible for any but the most advanced state
adversaries; we believe that Russia or China alone are in principle capable of either the
comprehensive cyberattacks required (discussed separately below) or physical attacks
on numerous, radiation-hardened satellites in medium earth orbit (MEO).5 In addition,
such targeting in space could cause collateral damage to those countries’ own systems;
even if that does not happen, such an attack would risk in-kind attacks by the United
States on their space assets or strikes against relevant sites in their homelands. Further,
from a military planning perspective, targeting GPS as a constellation to deny the U.S.
PNT capabilities would, at best, be an indirect way of affecting the U.S. military in a
local military theater. Choosing to carry out such strikes in space would require using
either a large number of nonnuclear antisatellite systems capable of reaching MEO or
a significant number of nuclear weapons. The latter would bring in a new list of con-
cerns about escalation. Additionally, any nuclear attack in space powerful enough to
damage radiation-hardened satellites might also result in other collateral effects (e.g.,
electromagnetic pulses strong enough to affect systems on the earth’s surface), mean-
ing even a space-focused attack might damage electricity-dependent terrestrial backups
or GPS complements. Somewhat similarly, attacks (presumably conventional) against
the ground infrastructure of GPS would offer only a slow degradation of GPS capabili-
ties, and because these would be attacks within the United States, they would also raise
concerns of escalation.

In comparison, attacks against PNT use in regions of direct military interest
would appear to yield a predictably greater return per unit of investment since the
effects would be direct and immediate. These theater attacks, including terrestrial
spoofing and jamming of GPS systems, would be integrated into more conventional
military plans and would likely serve as a support element of a broader range of activi-
ties. As a result, we conclude that even though attacks on GPS in the domestic United
States cannot be ruled out, doing so would unlikely be a high priority target in large-
scale great powers conflict itself. If a conflict is posited in which targeting the GPS
system to deny PNT domestically is a primary adversary goal, logical consistency
requires acknowledging that an adversary capable of pursuing that goal would also
include targetable PNT alternatives in their attack plans.

Beyond scenarios involving the physical destruction of PNT assets and disrup-
tion or spoofing during an active conflict, jamming and spoofing systems could also

> See Zenko (2014) for a review of space attacks.
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be applied by nation-state adversaries within the geographic boundaries of the United
States. In these sorts of smaller and less visible attacks, the nation-state would be trying
to conduct largely deniable operations to minimize the risk of military response while
still causing some harm to the United States. In this case, such attacks will share many
of the characteristics of the nonstate actors described below as PNT terrorism, though
the mix of resources and motives likely differ in detail. Compared with the invest-
ments required for warfighting, the investments and resources needed for these sorts of
attacks are smaller and the risks following detection are smaller; but as we will show,
the gains are also small.¢

It is important not to assume that theater military experience maps to domestic
U.S. society; the situations are very different for the attacker, and the range of opera-
tions designed to be interfered with are quite different than those seen in the civil
and commercial world in the United States. While U.S. military forces are hardened
against many attacks compared with civilian users, the scale and types of attack assets
devoted to them are enormously greater than what could feasibly be applied to the U.S.
homeland. Also, in an active military conflict, even brief denials and spoofing of PNT
might make a difference if well timed with other operations.

Brief denials or spoofing in a civil economy are quite different. In a broad econ-
omy, time and the wide varieties of processes in play make it difficult for the attacker
to get predictably good results. Further, the proliferation of alternative positioning
signals—both GNSS-based systems and other alternatives—means that jamming or
spoofing attacks could be more difficult to carry out in a civilian context than in a
military conflict. Some modern GPS receivers—as those in common cell phones—
now also use the Russian GLONASS constellation and will soon use the European
Galileo GNSS; this is because the chip-scale integration for receiving the signals and
the needed software are widely and cheaply available. While using a PNT signal pro-
vided by a potential adversary system might be viewed as risky in a military engage-
ment, the risk calculus would be different for civilian applications. Additionally, the
location information from GNSS is combined within modern cell phones with other
sources of location information, such as cellular signals. As a result, for jamming or
spoofing approaches to be effective, other alternative systems that commercial devices
are already utilizing would have to be disrupted as well, thus increasing the difficulty
of achieving predictably large damages or disruptive effects.

¢ In the DHS’s National Risk Assessment, which included expert elicitation of predicted duration and extent
of disruption caused by a variety of GPS jamming and interference scenarios, most jamming scenarios were
estimated to produce intermediate levels of disruption on the order of a week or less (in large part driven by the
assumed time to detect and locate the sources). The exception was the use of multiple low power stationary and
mobile jammers, where they estimated that the effects could be maintained for greater than a month due to the
ability of attackers to remain at large and continue operations. Use of spoofing was thought to potentially pro-
duce more consequential effects (potentially by directly causing damage to infrastructure systems) for extended

periods.
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Category 3: Negligence

Negligence is another category in the matrix, one that occurs when individuals use
GPS jamming and spoofing technologies for their own uses but also inadvertently
disrupt users nearby. Although the use of the devices themselves is intentional, their
broader effects on others beyond the user are not; thus, we have labeled them neg/i-
gent threats to PN'T functioning. GPS jamming and spoofing technologies are avail-
able on the open market, and there are individual incentives for using them to evade
GPS tracking (e.g., by commercial truck drivers; see Brunker, 2016) or spoof positions
(e.g., to cheat in augmented reality gaming).” Using such devices creates the poten-
tial for incidental jamming or disruption of PNT for users in nearby locations. Such
jamming sources are low power and therefore generally constrained in the area they
effect. This category also includes wholly unintentional jamming of GPS—and, thus,
definitively negligent threats—from emitters that are incidentally transmitting in or
near the relevant spectrum bands.® Such incidental jamming can be higher power and
affect wider areas.

Because these attacks are not designed to be broadly disruptive, they have very
different characteristics than threats created by strategic actors. Active efforts to evade
detection will be unlikely to be used (or used effectively even if attempted), making
it easier to detect and apprehend rogue transmitters. In the presence of some level of
capability to locate such transmitters (e.g., locally placed or deployable detection capa-
bilities), higher-power negligent threats—which could affect broader areas—would be
expected to be detected and identified relatively rapidly. The ability to detect and shut
down such transmitters would limit the duration of their effects, regardless of whether
those effects are very local (for negligent use of privacy jamming or short-range spoof-
ing) or broad (for higher-power incidental jamming).

Individual deployment of these tools would likely produce specific geographic
dispersion and movement behavior. Use of GPS privacy jammers by individuals in the
transportation sector (e.g., truck or delivery drivers) would produce a localized PNT
disruption moving along road networks (e.g., a truck going through a major highway
corridor, a delivery vehicle following a preplanned routing through an urban area).
As such, the disruption would behave similarly to a localized weather event where
the disruption and its costs would change based on the infrastructures or economic
activities that were in its path. Travel of negligent disruptors in corridors passing by

7 Most GPS spoofing attacks for gaming appear to have involved software-based methods that affect only the
single intended device. Transmission-based spoofing of signals has been demonstrated, however, and if games
implement changes that make software-based spoofing difficult, there may be greater incentive for users to adopt
transmission-based methods. See discussion in U.K. Government Office for Science (2018).

8 An example of such a larger scale negligent threat was the 2007 incident resulting from a U.S. Navy commu-
nications jamming exercise in San Diego Harbor. In that case, the absence of detection and response capability
meant that the jamming was not rapidly detected (DHS, 2011).
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multiple critical infrastructures could have diverse (if transient) effects;? travel through
rural areas might only have small and transient effects on agriculture and other nearby
drivers using GPS. Deployment of detection devices both in the United States and
Europe have shown multiple—though still relatively small-—numbers of daily inci-
dents of GPS disruption assumed to be associated with negligent behavior by indi-
vidual jammer users (U.K. Government Office for Science, 2018; DHS, 2011, 2012).

This threat to PN'T becomes more consequential as numbers increase; a transient
disruption from one driver per week might have a negligible consequence, while GPS
disruptions from 100 drivers passing a major airport every day would be much more
serious. As numbers increase, however, incentives for broader deployment of detection
technologies for transmitters in GPS bands (Chronos Technology, 2018) also increase,
along with the potential revenue from fines associated with enforcement efforts. In
the United States, this requires changes in laws so that local law enforcement agen-
cies can pursue such interference; at the moment, only the Federal Communications
Commission (FCC) can pursue fines (FCC, 2018). Because negligent actors are using
these technologies for varied types of personal gain, they would likely be significantly
influenced by fines being imposed and publicized; this would make such enforce-
ment an effective way to shape their decisionmaking and reduce risk. While such
efforts are likely to be limited in scope, they would address any particularly trouble-
some cases of negligent jamming. Unlike threats originating from strategic actors, neg-
ligent denial of PNT through the use of privacy or other jammers is focused on GPS;
thus, complements that operate through other technologies or frequencies will likely
not be affected.!

Category 4: PNT Terrorism

The final category in Figure 3.1 is something we have called PNT Terrorism. As was
the case with acts of war, such PNT terrorism would be taken with the intent to dis-
rupt GPS or PNT functioning, but it would be staged at a smaller scale by either
nation-states (seeking more modest effects) or nonstate actors that lack the capability
for broader action. Although the term PNT Terrorism suggests that such attacks would
have political aims, criminal groups could also stage such operations to extort money
or achieve other goals that are generally more modest than what is seen in the larger-
scale military conflicts. Available data on activities of terrorist groups to date shows no
evidence that past nonstate groups have targeted PNT-type systems. However, given

9 An example of these effects is the jamming detected at the Newark International Airport described in DHS
011).

10 The more such alternative or complementary technologies are integrated into the systems that individuals are
seeking to jam to maintain their privacy, the greater the likelihood that the technologies will be modified in an
attempt to do so. This would be more technically challenging, and would mean that the jammers would be emit-
ting over a wider set of frequencies, potentially facilitating detection and intervention.
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the commercial availability of GPS jamming and spoofing technologies, such an attack
could, in principle, be staged by a nonstate group.

The goal of such an effort might be destruction (e.g., seeking to cause infra-
structure incidents by disrupting PNT at key locations like airports or ports), but it
might also be disruptive (e.g., trying to sow chaos in an area through PNT jamming).
Although in principle such a group could deploy a large number of devices to interfere
with PNT, practical constraints (which we demonstrate in greater detail in subsequent
chapters) mean that the effects of such an attack would most likely be smaller than
at the national scale.!” With the ability to cover parts of metropolitan areas (or using
upper-end estimates of resources available to such a group parts of a state), the extent of
effects a group could produce would depend on how long a campaign of GPS disrup-
tion or spoofing could be sustained. However, as above for the military case, availabil-
ity of alternative GNSS signals would mean that greatest effectiveness would require
not just jamming GPS signals but somehow also interfering with alternative signals
and complement systems as well.

GPS Jamming
Table 3.1 summarizes the types and characteristics of three classes of GPS jammers.

The range numbers in Table 3.1 are ranges at which the jammer should break
the Civilian Acquisition or Access Code (C/A code) lock, that is, stop a receiver from
tracking the civilian GPS signal that it was previously tracking. These range numbers
are conservative in that they assume peak GPS satellite signal strength; the jammer
might have an effect at somewhat greater ranges by breaking lock on satellite signals at
less-than-peak strength.!?

In thinking about the damages imposed by intentional jamming of GPS, this
analysis makes it possible to take into account the practical constraints that affect how
well such operations can achieve their intended goals. Considering the problem of
operational design from the perspective of an attacker is important, as if the practical
constraints on the operation are significant enough, the attractiveness of the operation
could be significantly affected, given that disrupting GPS is a means to an end and
not an end in itself. The central practical constraint on jamming operations is one of
positioning. Where jammers are placed can have a significant effect on their effec-
tive ranges in a given scenario. To have the desired effect, the jammer must be placed
so that it is within effective range of the target and ideally has good line of sight to

11 A series of coordinated, nearly simultaneous attacks does not change this, as discussed in more detail when we
estimate the potential damages from such attacks in Chapter Four.

12 Not shown in Table 3.1 are the ranges at which the jammer might prevent a GPS receiver from acquiring any
satellite signals when first turned on. In theory, that range could be very large, nine times the break-lock range, if
not limited (as it probably would be) by line of sight. Threat source material and empirical tests of jammers, like
the sources for Table 3.1, tend not to state such large theoretical ranges and instead just state ranges perhaps 50
percent greater than the break-lock range.
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Table 3.1
Effective Range Depending on Jammer Power Level and GPS Shielding

Range to Break C/A Code Lock Range to Break C/A Code Lock

with Line of Sight to an of a GPS Receiver with
Exposed GPS Receiver 20 dB Protection?
System (kilometers) (kilometers)
Vehicle-based jammerb 750 75
Large human portable jammer¢ 95 9
Small omni jammerd 4 0.4

SOURCES: Jane's by IHS Markit, “SCL-300 GPS Jammer,” March 13, 2016; Jane’s by IHS Markit, “Optima-
2.2 GPS and GLONASS System Navigation Jammer,” August 15, 2017a; Jane's by IHS Markit, “Optima-B
GPS Terminal Spoofing Jammer,” August 16, 2017b; Jane’s by IHS Markit, “GPSJ-25 GPS Jammer,”
September 15, 2017c; Jane’s by IHS Markit, “GPSJ-40 GPS Jammer,” September 15, 2017d; Jane's by IHS
Markit, “GPSJ-50 GPS Jammer,” September 15, 2017e; R. H. Mitch et al., “Signal Characteristics of Civil
GPS Jammers,” in Proceedings of the 24th International Technical Meeting of the Satellite Division of
The Institute of Navigation (ION GNSS 2011), Portland, Oreg., September 20-23, 2011.

220 decibels (dB) of protection could be provided, for example, if a ground receiver were moderately
shielded by buildings.

b 1 kilowatt (kW) of transmit power with 30-degree x 30-degree beam (15 dBi antenna) for a total of
45 decibel-watt (dBW) Effective Isotropic Radiated Power (EIRP).

€50 watt (W) of transmit power with 35-degree x 35-degree beam (10 dBi antenna) for a total of 27
dBW EIRP.

d 1 W of transmit power, 0 dBW EIRP.

the target so that the signal is as strong as possible. If possible, the jammer should be
elevated to maximize coverage if it is attempting to cover multiple targets. Local topog-
raphy and the built environment—for example, buildings in between the jammer and
the intended target—are real constraints on the breadth of potential effects.

Other factors affecting the dispersion of targets in space in time can also constrain
effects. Physical geography matters: It is easier for an attacker to cover a significant por-
tion of an industry in a city if all the relevant sites are close together (e.g., a dense finan-
cial district) rather than if they are dispersed across the city (e.g., construction sites in
many separated locations). Time matters as well: For some industries, access to PNT
may only be needed at key points of a process or activity while others may use it all
day, every day. As a result, in thinking about targeting GPS use in complex economic
systems, one is immediately drawn to thinking about the particular periods of greater
or lesser vulnerability to disruption and the importance in focusing on the more sig-
nificant periods of vulnerability of any economic processes to the loss of GPS.

The process looks approximately like this for a given target area chosen by an
attacker.

* A jammer can cover a finite area at particular points in time, and targets must be
in the area defined by the interaction of the signals being put out by the jammer
and receivers in a real-world terrain that might block or weaken those signals.
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* The target must be in a phase where GPS has significant impact on the key
related processes—that is, it must be using GPS to do something of value at the
time, or loss of GPS will not result in a cost.

e If the target is vulnerable to disruption, then costs will add up for however long
the jamming persists unless backups or other complements allow it to continue
operations absent GPS (e.g., a target that has access to full backup PNT will only
have losses if that backup fails somehow). Targets with only partial or unpracticed
backups would likely experience some losses over the period of jamming,.

* How long jamming persists will be driven by the rate that jammers are removed,
run down, moved out of the area (e.g., for a jammer on a moving vehicle), or neu-
tralized by effective countermeasures.

For any targeted areas, the effective number of entities that could be covered by a
specific scale jamming operation (and therefore the fraction of economic or other activ-
ity that could be affected) is therefore a function of the following:

* the geographic target distribution in the area

* jammer coverage (or the geographic scale of the natural disruptive event)

* the number of jammers

* interactions with security forces and local population removing jammers or appre-

hending individuals placing them (where applicable).

All other factors equal, the larger the number of jammers with a given range, the
greater the number of targets covered given the relatively low density of most economic
activities.

Given the relatively low cost of the technologies involved commercially, we would
not expect the financial resources of a group to be a strong constraint on capability
when using lower power systems, though a vehicle-based, higher-powered directional
jammer with tracking capabilities seen in the military arena would be more difficult to
obtain and would be fairly expensive. Estimates of resources available to major threat
groups go into the hundreds of millions of dollars, and resources invested in single
conventional terrorist attacks have ranged from the hundreds to tens of thousands of
dollars (Institute for Economics and Peace, 2017). Individuals unconnected with larger
groups would be expected to have fewer resources, but could still likely afford multiple
low-cost jammers.

The longevity of a disruption campaign in the face of investigative and response
activity would be determined by a group’s skills and how its deployment strategy
affected the probability of getting caught at different points in its activities. As strate-
gic actors, groups intentionally engaged in disrupting GPS would be expected to try to
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extend their campaign by seeking to evade detection and apprehension.'> Approaches to
do so could include tactics like delayed activation of jammers after attackers emplaced
them, thus allowing escape (similar to use of timed explosives devices) or release of air-
borne jammers (e.g., on unguided balloons) that drift away from their point of release.
However, such groups would likely become subject to increasing levels of investigative
intensity as their campaign continued (similar to surging of resources to respond to
other serial crimes).™ Although emplacement or release of jammers would be different
from traditional approaches to terrorism, traditional investigative approaches would
still apply (e.g., broader collection of video and other evidence to identify individuals or
vehicles near multiple emplacement or release sites). As a result, over time, the probabil-
ity of the campaign being ended through law enforcement action would be expected to
increase with each subsequent attack.

Because the attack itself involves transmitting in the GPS band at ground level,
detection technologies could be very effective in making it possible to rapidly respond
to individual incidents and in aiding in identifying the perpetrators involved. To the
extent that these threats become more than theoretical, incentives for localized capabil-
ity for more rapid detection of transmitters operating in the GPS band would increase.

Although the use of GPS jammers could be a tactic applied by nonstate groups,
the choice to do so would be an unusual one based on the historical preferences of
such groups for targets and tactics.! Past assessments of nonstate actor tactical choices
in particular have demonstrated a level of operational conservatism among most such
groups; they rely largely on proven, simpler, and more predictable approaches in attack
planning versus unusual and more novel ones.!® The factors driving this are multi-
faceted and include both resource and knowledge constraints that limit the addition of
new technologies and tactics and learning effects that create incentives to rely on tried-
and-true methods.!” As a result, a group choosing to pursue PNT-focused approaches
would be doing so at the expense of a variety of other proven options for producing
similar destructive (e.g., direct attacks on infrastructures) or disruptive effects (e.g.,

13 Tn a National Risk Assessment (DHS, 2011), elicited experts predicted that most jamming scenarios were esti-
mated to produce intermediate levels of disruption for about a week or less (in part determined by assumptions
regarding the time it would take to locate jamming sources), except for use of many lower power jammers where
attackers could extend their campaign and where effects were thought to be maintainable for more than a month.
Use of spoofing was thought to potentially produce more consequential effects (potentially by directly causing
damage to infrastructure systems) for extended periods.

14 See, for example, analyses of arrest probability for serial offenders in Lammers, Bernasco, and Elffers (2012).
15 See discussion in Jackson and Frelinger (2008) and Horowitz, Perkoski, and Potter (2018).
16 For example, Jackson and Frelinger (2009); van Dongen (2014); and Knight, Kean, and Murphy (2017).

17" Over the last decade, a significant amount of research effort has focused on innovation and learning efforts
in terrorist groups and how their incentives and constraints affect their ability to utilize novel attack methods.
Examples from among this body of scholarship include Jackson et al. (2005a, 2005b); P. Gill et al. (2013); Kettle
and Mumford (2017); and Gill (2017).
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repeated small events, use of threats and hoaxes) that are comparable to or even lower
cost than PNT attacks. That a group might choose to do so would not be unprec-
edented. However, it would be a deviation from general behavior, and this must be a
factor in any decisionmakers consideration of its likelihood and associated risk.

While much of the focus of concern with respect to nonstate actors is the use
of GPS jamming technology, their potential to attack other components of the PNT
ecosystem must also be considered given that nonstate actors are still strategic actors.
If such a group is interested in targeting GPS, they logically might also pose a threat
to other complementary PNT systems that either already exist or might be added to
the PNT ecosystem. For terrestrially based components that have concentrated sites
(e.g., a few large transmission towers for an alternative PNT signals), such sites would
be subject to attack by a strategic actor seeking to deny PN'T. Nonstate terrorist groups
have a long history of attacking such tower sites. Since 2000, there have been more
than 500 attacks of various types on utility and telecommunications towers worldwide
(e.g., electricity towers but also transmission and cell phone towers).'® One of the events
occurred in the United States in 2009 where two transmission towers at a radio station
in the state of Washington were destroyed using a bulldozer in an attack claimed by
the Earth Liberation Front.” Such physical operations would require a group to divide
their resources and take additional operational risk, but it would likely be within the
capabilities of many nonstate groups (Jackson and Frelinger, 2009). Other elements of
the ecosystem (e.g., Wi-Fi signals, cellular signals, and local positioning systems) could
also be vulnerable to jamming-type attacks, although the difficulty of the jamming
operation would significantly increase because of the multiple frequencies involved and
often their higher power.

The criminal use of GPS jammers can also be associated with concealing the
location of stolen cargo or with concealing the locations of persons or vehicles who
have either an overt or hidden GPS tracking device on them. Such uses of jamming
are more akin to those captured in in the negligence category discussed above because
the technology is being used to achieve a narrow purpose and because having a conse-
quential effect on PN'T more broadly is not the goal. Unlike the nonstate actor seeking
to jam a large area or achieve particular effects on critical targets to achieve strategic
objectives, criminal actors have a much narrower set of operational goals, ones usually
focused on denying the ability of law enforcement or others to track them. The effects
of interest to us in this study are on the collateral impacts of the use of the jamming
systems that impact nontarget users. Criminals using focused attacks on GPS users,
such as against a construction site to extort money by interfering with business, are

18 START Global Terrorism Database, incidents from 2000-2016 on target types “utilities” and “telecommuni-
cations,” where the target description included the word “tower.”

19 START Global Terrorism Database, Event ID 200909040003.
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treated as a focused small-scale attacker and would have negligible effects at the scale
of effects examined in this study.

A Specific Case: Cyberattacks Against GPS

As a technical system reliant on information technology, hacking and cyberattacks
could be a route to disrupting or corrupting the function of GPS or other PNT sys-
tems. Incidents of unintentional software-based disruption have occurred—notably
the 2016 data upload problem that resulted in a timing error across the GPS system,?°
an incident that demonstrated the potential for disruption or damage caused by inten-
tional adversary action.

Although theoretically possible, cyberattacks on the GPS system itself appear to
be quite difficult to stage in practice. First, as a military system, GPS is both better pro-
tected and more isolated from cyber intrusions than most systems; the most relevant of
such systems for this analysis are the varied commercial and other proposed backups
or alternative systems that could supplement GPS. If GPS could be so attacked by way
of cyber means, logical consistency requires accepting the potential for similar attacks
on those other systems. Second, to be effective, such an attack could not be limited to
GPS. As discussed above for acts of war and PNT terrorism, the availability of alterna-
tive GNSS signals and the increasing integration of technology for their utilization in
even commercial-level systems complicate this scenario. As a result, to have the most
significant effect, attackers would also need to disrupt the alternative GNSS systems
that are protected in a similar manner to GPS. Consequently, we find such attacks to
be the province of nation-states, not terrorist or other small groups; and the nation-
states themselves both depend on and own some of the alternative GNSS systems.

The practical difficulties of a cyberattack still remain. If the attacker is not itself
the Russian state, it would have to attack GLONASS and GPS. Soon, it would also
have to attack the European Galileo and the Chinese BeiDou as well as any additional
British system if a British GNSS is indeed built (Clark, 2018). The difficulty of a multi-
pronged cyberattack against multiple different nation-states appears unattractive com-
pared with a more direct and straightforward cyberattack against alternative targets
that could themselves produce national-level effects on the United States (for example,
Supervisory Control and Data Acquisition [SCADA] systems of the U.S. power grid),
which are thought to have their own cyber vulnerabilities.

Nonetheless, it is in principle possible for a cyberattack to disrupt all the relevant
GNSS and result in a long hiatus of PNT services from space. Such attacks would seem
to require the resources of an advanced nation-state, such as Russia and China. But
there is a problem with imagining such a cyberattack as a rationale for any backup: The

20 Described, for example, in U.K. Government Office for Science (2018).
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backup would not be more secure than GPS, much less more secure than the combi-
nation of multiple GNSS constellations, especially for a terrestrial backup system that
would then be more vulnerable to physical disruption or destruction. We will return to
this point in Chapter Seven.

Summary

In considering the threats and vulnerabilities of the GPS system and its alternative
PNT system, GPS itself, as a system, is generally very robust. Plausible potential threats
from human actions and natural hazards are of very limited duration—days at most—
and most threats are also quite limited in areal coverage. Moreover, essentially all the
applications of GPS have existing backups or workarounds that limit or in many cases
(timing for banks, timing for cellular towers, etc.) eliminate the problem.

Alternative PNT systems have their own set of risks, which differ from GPS. In
general, however, centralized terrestrial systems are significantly more vulnerable than
GPS to physical attacks. Distributed, diverse backups, much as we now have, offer the
most resilient backups.






CHAPTER FOUR

Conduct an Economic Analysis of the Damages Resulting
from Varied Threats to PNT

As shown in Chapter Three, GPS and PNT systems more broadly are subject to a
range of threats and natural or accidental operational degradation or interruption. But
assessing whether investments should be made to increase PNT resilience—or, specifi-
cally, to back up GPS in particular—requires first estimating the damages associated
with disruptive incidents. In this chapter, we address the second part of the analysis:
conduct an economic analysis of the damages resulting from the varied threats to
PNT. This part of the analysis addresses the following questions from Table 1.1: How
much damage is likely, by sector of the economy and aggregated for each threat in
Chapter Three? And importantly, what are the estimates of the effects, given existing
backups and workarounds?

Our bottom line answer is that when estimates of the cost of GPS disruption
or loss include realistic adaptation options and existing complementary technolo-
gies (backups and workarounds), the total of the relevant, preventable damages
across sectors is, in context, modest. Even for nationwide disruptions, as with a large
CME, the preventable damages are only in the hundreds of millions of dollars per
day; local outages, as from jamming, are a great deal smaller. While this estimate for
the nationwide total is hardly small, it is quite modest in its proper context—when
compared with the costs of alternatives that could mitigate these damages. We turn to
that comparison, in part quantitatively and in part qualitatively, in Chapter Six after
introducing the alternatives and more quantitatively in Appendix G, relying there on
additional, proprietary information.

In the remainder of this chapter, we discuss our approach to conducting the eco-
nomic analysis. The chapter ends with a discussion of the damages expected from both
a limited, regional disruption as well as the much more consequential damages from
the most stressing, but still plausible disruption we found—an extreme CME.

37
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Approach for Conducting the Economic Analysis

In making estimates of the damages associated with the disruption of GPS and/or
other GNSS, we addressed several key issues to reduce unrealistic overestimation or
underestimation.

e First, analysis reflected the range of existing capability available in the PNT eco-
system because a variety of systems and complementary technologies are already
broadly deployed or will be in the near future. In some cases, these other ecosys-
tem components already provide considerable resilience to national PNT capabil-
ity for some applications. Examining threats to GPS in isolation and neglecting
the potential resilience of the PNT ecosystem to help compensate for disruption
or outage would result in unrealistically high estimates of potential costs.

* Second, just as complementary technical systems provide resilience to disruption
of GPS or GNSS, the legacy of data produced from past usage can also bridge
periods of disruption for some applications. While GPS may be critical for creat-
ing precision maps of urban areas for navigation or farmland for crop planning,
maps “on the shelf” retain their value until enough changes in the natural or built
environment force their updating. Neglecting the value of the data legacy that has
resulted from the past use of PNT will skew the estimates of the costs associated
with disruption higher.

* Third, estimates of the damages from GPS disruption (and, therefore, the benefits
of backup or resilience investments) must consider the human and organizational
ability to adapt and compensate for disruptions in PNT availability. While there
may not be adaptation options available for constant, real-time uses of PNT, in
other cases delaying tasks that needed PNT, falling back to other ways to perform
those tasks, and relying on other options are possible—usually with some pen-
alty in efficiency. Although some have suggested that people and organizations
are becoming increasingly dependent on PNT—for example, losing the ability
to navigate without turn-by-turn directions while driving—assuming that such
dependency is broadly the case will unrealistically bias cost estimates upward. In
reality, day-to-day variability in conditions means that individuals and organiza-
tions must adapt to many different events, and such behaviors realistically would
help lessen the impact of PNT disruption or corruption.

Estimating Damages Due to a Nationwide Disruption of GNSS

We draw on published estimates of the losses to the U.S. economy that would result
from loss of GPS services, especially from a current report by O’Connor et al. (2019)
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and by earlier reports by Leveson (2015a; 2015b), and by Pham (2011).! We extrapo-
lated the older numbers from Leveson (2015b) and Pham (2011) to a range of possible
values for the present day, making allowance not only for the growth of the economy
but also for the increased adoption of and increased dependence on GPS (thus, the
high range of this extrapolation may be much higher than Leveson’s or Pham’s original
numbers—see Appendix A for details). To a lesser extent we also draw on Sadlier et
al. (2017), which was a study of potential losses to the U.K. economy during a GNSS
disruption. Finally, for some sectors we made our own independent estimates of the
economic losses that would result from a GNSS outage.

One reason it is necessary to draw from multiple studies is that each study had
certain sectors it focused on and others it neglected, as shown in Table 4.1. Also, is
instructive to consider the areas where multiple studies roughly agree and the areas
in which different studies arrived at very different estimates. Each estimate rests on
assumptions of one kind or another, and it is fair to say that any single estimate has a
high level of uncertainty.

Data Source Caveats
The economic impact numbers from different studies must be interpreted with some
care.

In many cases, other authors have estimated that the availability of GPS provides
a certain economic benefit to a given sector that would correspondingly be lost in the
event of a GPS outage. In other cases, however, the “benefit” from GPS is calculated as
the net benefit over a hypothetical alternative that could have been buile—for example,
Leveson made this kind of counterfactual calculation for timing applications in the
communications, finance, and electrical sectors, though not generally for other appli-
cations. Therefore, Leveson’s benefit estimates for timing applications cannot be inter-
preted as the economic loss that would result from a surprise GPS outage, when there
would be no opportunity to build the hypothetical timing alternative.

For the other sectors, Leveson based his economic gain estimates on either (1) esti-
mated productivity differences between activities that use or do not use GNSS services
or (2) willingness-to-pay estimates for GNSS services. For these sectors we considered
the economic losses that would result if those activities that lost GNSS would revert
to productivity equal to those that were not using it anyway and if willingness to pay
for services indeed represented the loss associated with loss of access to the services.
We note that plausible arguments can also be made either for larger impacts, due to,

I Leveson (2015b) and Pham (2011) themselves draw on many other studies of the economic benefits of GPS.

Some more examples of such studies are ACIL Allen Consulting (2013); Carroll and Montgomery (2008); Euro-
pean Global Navigation Satellite Systems Agency (2016, 2017); Grisso, Alley, and Groover (2005); John A. Volpe
National Transportation Systems Center (2009); John Deere (2018); Martin et al. (2005); Oxera Consulting
(2013); Schimmelpfennig (2016); Technical Strategy Leadership Group (2012); U.K. Government Office for Sci-
ence (2018); and Young, Rogawski, and Verhulst (2016).
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say, loss of knowledge about how to carry out activities without GNSS, or to smaller
impacts, due to, say, postponement of activities until GNSS service is restored.? We
also modified the estimates from Leveson to reflect more plausible finite elasticities of
supply and demand—details of this modification are explained in Appendix A.

Having estimated the economic benefits of GPS for several commercial sectors,
Pham (2011) made the assumption that the economic benefits for all other commercial
sectors were proportional to the relative spending of those sectors on GPS equipment
over the previous six years (2005-2010). In Table 4.1, we show the results of carrying
this logic one step further and assuming that the economic benefits for those other sec-
tors were proportional to relative GPS spending, not merely in the aggregate but sector-
by-sector. We recognize that this assumption is not ironclad, and the ratio of benefits
to spending might actually vary from sector to sector. Nevertheless, bearing in mind
that we expand Pham’s numbers into a range of estimates, it is interesting to consider
that GPS benefits to a sector might be roughly commensurate with GPS investment
in that sector.

O’Connor et al. (2019) and Sadlier et al. (2017) estimated in some cases that the
damages from a GNSS outage would far exceed the mere loss of GNSS benefits—that
instead of being able to revert to a pre-GNSS level of efficiency, some sectors would be
hardly able to function for a significant period if deprived of GNSS. We consider these
worrisome estimates to be in the range of possibilities as well. However, the histori-
cal evidence for these pessimistic “shock” scenarios is not strong. When actual GNSS
denial events have occurred in the past, they have not caused such dramatic economic
shutdown. We will review this historical evidence at the end of this chapter.

Because our analyses examine potentially GPS-dependent sectors individually,
our estimates of costs are based on national economic data for individual sectors. As
a result, unlike more elaborate economic models that explicitly capture the intercon-
nection of different industries, these estimates do not capture the indirect effects that
disruption of one sector might have on other industries. Extrapolating to try to capture
such indirect effects was beyond the scope of our work, but the values we report could
be thought of as having multipliers that would increase the total costs. For example,
national-level input-output analysis results from the U.S. Bureau of Economic Analy-
sis show multipliers for different industries in different regions of the country. Publicly
published examples of these multipliers for some regions range from just over 1.0 to
just over 2.0—that is, a dollar of activity in a sector might produce more than an addi-

2 These opposite arguments are both more plausible for the first few hours or days of a GNSS outage than they
are for a prolonged outage. On the one hand, it is plausible that a short disruption would be “just a day off” and
activities would merely be rescheduled with almost zero real damage to the economy; but this argument is less
applicable to long GNSS disruptions. Likewise, it is somewhat believable that some workers could be confused
and literally stop work at the outset of a GNSS outage; but it is less believable that these workers would remain
inactive and not find ways to proceed without GNSS if the outage continued.
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tional dollar of additional output in other sectors.> However, naively applying multipli-
ers to the values reported should also be done cautiously because in many industries,
some of the costs of GPS disruption could be recouped through rescheduling activity
or other resilience measures. This is consistent with literature on resilience approaches
limiting the costs associated with natural disasters or other disruptions of economic
activity (Rose et al., 2007). Here, we did not use any multiplier. A multiplier between
1.0 and 2.0 would not fundamentally change our analysis.

Additionally, large-scale, multiday events that could disrupt GPS around the
world, such as a CME, disrupt multiple sectors at once and so introduce the potential
for nonlinearities in estimates. These are fundamentally uncertain in nature and, in
the case of a CME, might be further compounded by effects on the power grid, though
the grid operators have taken steps to mitigate their vulnerabilities to a CME (GAO,
2018). For this analysis, it is important to note the /ack of any evidence for large nonlin-
earities, either in the sector-specific analyses or in the historical examples summarized
at the end of this chapter. Given the absence of any evidence for such effects, we do
not include them.

The range of economic damage estimates from different sources is summarized
in Table 4.1. We discuss each sector in detail below and explain which estimate we
will use.

Estimating Damages from Regional GNSS Jamming

In addition to considering nationwide outages, we also considered a number of sce-
narios in which localized jamming was directed at achieving a particular effect. This
is a more achievable and thus a more realistic scenario for a malicious attack than
continent-wide jamming. Each scenario focuses on a critical sector and a major city or
area where there was a significant amount of economic activity in the sector based on
national economic data.* Using map data for the area, the distribution of the specific

3 For example, the Bureau of Economic Analysis ((BEA] 2010) shows output multipliers for a region in New
Jersey and Delaware where the cross-sector effects ranged from a low of 1 to a high of 2.13.

4 One major source of data for the gross domestic product (GDP) data cited in the following sections is
BEA (2018b). Because this data only includes data on Metropolitan Statistical Area (MSA) contribution to the
nation’s GDP, data for countrywide sector contributions was taken from BEA (2018b). Value added is described
by the BEA as: “Value added is a measure of output after accounting for the intermediate inputs used in pro-
duction. As such, it is also a measure of an industry’s contribution to GDP” (Streitwieser, 2011, p. 7). Another
important source of data for this analysis was the Census Bureau’s 2012 Economic Census as well as the Depart-
ment of Agriculture’s (USDA) corresponding 2012 Census of Agriculture. This data was required to supplement
the BEA data above, primarily because the BEA only reported data at the sectorwide level while the Economic
& Agriculture census report data at the subsector level or below. Data for some businesses for which the value
of GPS benefits has been described as in the high billions of dollars, such as Surveying, can only be tracked
down at the North American Industry Classification System (NAICS) industry level. Data on the subsector,
Securities, Commodity Contracts, and Other Financial Investments and Related Activities, an area where GPS’s
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Table 4.1
Estimates of Daily Cost of Losing GPS Services Nationwide (millions of then-year dollars)

Extrapolated Range from
Leveson and Pham (2018$%)

O’Connor Leveson HSOAC
Sector (2017%) Pham (20119%) (20139%) Low Medium High (20189)
§°“nge’ location- 95 N/E 36 a4 128 254 N/E

ased services

fr‘;z‘sﬁg:fa' road 138 28 28 33 20 61 123 N/E
Emergency services N/E?@ N/E N/E N/E N/E N/E 11-72
Agriculture 503P/41¢ | 553b/54¢ | 553b/54¢ | 381b/38¢| 220P/22¢ | 340P/34¢| 500P/49¢|  N/E
Construction N/E d 10€ 14 8 24 43 345
Surveying 11f 2 1589 329 149 159 179 7119
Aviation N/E 7° 0.4 4e 6e 9e N/E
Maritime 123h 61¢ 0.5 368 588 85¢ N/E
Railway N/E 0.1¢ 0.1 0.1¢ 0.1¢ 0.2¢ N/E
Timing (telecom) 40-4561 | 7792 0
Timing (electric grid) 9 9¢ 0.1 6¢ 9¢ 13€ N/E
Timing (finance) 0 9
People tracking N/E 0.6¢ N/E 0.3¢ 0.6¢ 0.8¢ N/E
Port operations 224k N/E N/E N/E N/E N/E 0-880
Mining 32 N/E N/E N/E N/E N/E N/E
Oil and gas 51 N/E N/E N/E N/E N/E N/E

precision timing functions might be of extreme salience, would likewise prove relatively intractable unless one
uses this type of data source. According to the NAICS, various sectors are defined by various levels of aggrega-
tion, the highest of which is the “sector” level (e.g., Mining, Quarrying, and Oil and Gas Extraction), followed
by the “subsector” level (e.g., Mining [except oil and gas]), “Industry Group” (e.g., Metal Ore Mining), “NAICS
Industry” (e.g., Gold Ore and Silver Ore Mining), and finally, the “national industry” (e.g., Gold Ore Mining).
For more information on how the sectors are classified, interested readers are encouraged to read Office of
Management and Budget ((OMB] 2018). The NAICS system is under constant revision, and because the Eco-
nomic & Agricultural censuses were taken in 2012, the 2012 NAICS classification system was used to ensure
compatibility. One noteworthy difference between the Economic & Agricultural census data and the BEA’s
data is that the former breaks out receipts (or revenue) and payroll separately and does not seek to aggregate
them into GDP. The USDA’s Agricultural Census describes the dollar value it attributes as the “Market Value”
of the goods produced. Thus, the two figures are not directly comparable, and readers should avoid making
comparisons between Receipts data and GDP data. While Receipts are one portion of GDP, they do not tell the
whole story, and given the time and resource constraints of the project, reliable estimates of value added GDP
were unable to be derived from the available data. Finally, the Census Bureau, and USDA, do not report data
at this level aggregated by MSA, but rather by county. Because MSA’s conform to county, or equivalent entity,
boundaries, a crosswalk was compiled using the Federal Information Processing Standard Publication county
codes, to assemble as comparable an entity as possible.
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Table 4.1—Continued

SOURCES: O'Connor et al., Economic Benefits of the Global Positioning System (GPS): Final Report,
Research Triangle Park, NC: RTI International, RTI Report No. 0215471, June 2019; Pham, The Economic
Benefits of Commercial GPS Use in the U.S. and the Costs of Potential Disruption, New York: NDP
Consulting, June 2011; Irv Leveson, “Recognizing GPS Contributions,” presentation to the National
Space-Based Positioning, Navigation, and Timing Advisory Board, Annapolis, Md., May 7, 2013.

NOTE: N/E = not estimated. Note also that although these numbers are often presented with up to
three significant figures, that is only to ease any numerical comparison across this document; the actual
precision of all these estimates is much less.

2 Q’Connor et al. (2019) decided not to quantify the benefit of lives saved by emergency responders but
did assess consumers’ willingness to pay for more accurate emergency call location as a part of location-
based services.

b Daily cost for an outage occurring at a critical period of agricultural activity (planting season).
€ An "average” expected daily cost for an outage occurring at a random time of year.
d Pham (2011) combined these sectors when estimating GPS benefits.

€ This estimate rests on an assumption that GPS benefits are roughly proportional to GPS spending
across sectors and based on Pham’s (2011) data from 2005-2010.

f Excludes surveying for the mining and oil and gas sectors.
9 Includes surveying for the mining and oil and gas sectors.

P Includes recreational boating (the dominant component), commercial fishing, navigation in seaways,
and towing. Does not include cargo operations in ports, which are listed separately.

iIn the O'Connor et al. (2019) model, costs would start in a range from $0 to $108 million on the first
day and then escalate, to a range of $290 to $571 million per day after 30 days; we have listed their
estimate labeled “average.”

i Leveson (2013) estimated very small timing benefits from GPS, on the assumption that an alternative
global time system could be built, but these numbers are not meaningful for a sudden GPS outage with
no global alternative in place.

k Average daily impact from a 30-day outage. In the O’Connor et al. (2019) model, daily impact would
initially be much less, but would grow larger with the duration of the outage.

industry being examined, and footprints of jammers (Table 3.1), we analyzed a range
of jamming scenarios that took into account the local economic geography, geographic
features and built environment, and other factors to estimate outcomes.
Table 4.2 shows the estimated costs resulting from these regional jamming sce-
narios. The scenarios are described in more detail in the following text of this chapter.
We now consider individual economic sectors in some more detail.

Consumer Location-Based Services

GPS is part of many activities that directly touch the lives of consumers. The modern
smartphone is by far the most common GPS receiver that individuals interact with on
a daily basis. This technology is part of a complex array of systems that provide con-
sumers with many services. These include time-saving applications that provide route
information, ride-hailing services, lifestyle applications (e.g., dining, dating, fitness,
and shopping), and even life-saving applications to call for aid in an emergency. This
vast web of applications all benefit from the existence of GPS as part of the smart-
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Table 4.2
Estimated Daily Cost of Losing GPS Services in Targeted Regional Jamming Scenarios
(millions of 2018 dollars)

Estimated Daily Cost

Targeted Sector Scenario Location (Millions of 2018 Dollars)
Consumer location-based services Chicago 3.2
Agriculture (wheat) Kansas 0.4-1.5
Construction Houston 5

Surveying Atlanta 0.05

Finance Los Angeles 1

All sectors equally targeted Los Angeles-Long Beach 10-11

phone’s location services that are used by all the applications. The location services on
many phones also make use of several GNSS systems (including, but not limited to
GPS), cellular tower locations, and Wi-Fi sources as well as Bluetooth fixes from bea-
cons, onboard compasses, accelerometers, and barometers. Indeed, while many con-
sumers assume GPS is the sole source of positioning information for their phones, in
reality a mix of onboard and off-board data sources are used.

Phones are an undeniable feature of modern life, and GPS is so ubiquitous that
finding a phone without some GPS functionality is extremely difficult. However,
despite this ubiquity, the loss of GPS to consumers would lead to a loss of efficiency
and some inconvenience rather than total disruption of day-to-day activities. Accord-
ing to the Federal Highway Administration’s (2017) National Household Travel Survey,
the destinations involved in most consumer trips are to a small set of stable sites that
are accessed by well-known routes, such as the path between work and home. For rou-
tine transport functions, especially in familiar environments, studies have suggested
route choices may not vary much (Zhu and Levinson, 2012). We think this casts con-
siderable doubt on the assumption in Sadlier et al. (2017) that a GNSS outage would
lead to an 18-percent delay for all road users. The great majority of drivers at any given
time are on familiar routes and would not be delayed.

Given this proliferation of the technology, what is the best method to estimate
the value consumers place on having GPS in their phones, and, conversely, what value
is denied to those same consumers if an adversary jammed GPS for a brief period?
One method of estimating the nonmarket value of a good is known as contingent
valuation. Contingent valuation methods typically depend on asking consumers either

5> The purposes for car trips include going home (34.3 percent), work (16.6 percent), school/daycare/religious
activity (3.1 percent), medical/dental services (1.5 percent), shopping/errands (19.5 percent), social/recreational
(8.4 percent), transporting someone else (8.5 percent), meals (6.7 percent), and other purposes (1.4 percent) (Fed-
eral Highway Administration, 2017).
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their willingness to pay to acquire a good, or their willingness ro accept going without it
(Hanemann, 1991).

O’Connor et al. (2019) surveyed location-based-service users in 2017 and found
a mean willingness to pay of $8.11 per month ($8.29 in 2018 dollars) for turn-by-turn
navigation services specifically and $13.17 per month ($13.46 in 2018 dollars) for all
location-based services.® (There was, however, large uncertainty in the estimates.)

For historical comparison, Patel (2009) found that consumers in 2008 were will-
ing to pay $3.80 ($4.45 in 2018 dollars) for maps and directions. Leveson (2015b)
guessed that navigation and maps were worth $5 per month in 2013 ($5.42 in 2018
dollars) to mobile phone users and worth $12.50 per month ($13.56 in 2018 dollars) to
users of automotive navigation systems. It is plausible that average willingness to pay
has increased over the years as the quality and functionality of location-based services
have increased.

Regional GPS Jamming Vignette: Chicago

To apply this estimate to a realistic jamming scenario, we selected the Chicago, Illi-
nois, MSA. Chicago is the third most populous MSA in the nation, and the popula-
tion distribution in the city includes very high population density areas where jam-
ming would affect many people and therefore presumably many smartphone users
(Figure 4.1).

Although urban environments create the potential for GPS jamming to affect
many people at once, the built environment in major cities is a complex one for trans-
mitting radio signals; the reception of satellite signals is affected by the “urban can-
yons” formed on streets surrounded by high buildings. That built environment would
also reduce the efficacy of jamming because lines of sight are frequently interrupted by
tall steel buildings (Figure 4.2).

To estimate the potential costs associated with a GPS jamming incident in Chi-
cago, we consider the number of smartphones in the area and the willingness of users
to pay for maps and location services on those devices, as estimated by O’Conner et
al. (2019).

The Chicago-Naperville-Elgin MSA was estimated to have 9.5 million people in
2017 (U.S. Census Bureau, 2018). The World Bank (2018) reports that in 2017, there
were approximately 120 mobile cellular subscriptions per 100 people in the United
States, and so we infer there are about 11.4 million cell phones in the Chicago MSA.
The Pew Research Center (2019) estimates that in 2019, 96 percent of U.S. adults
owned a cell phone and 81 percent of adults owned a smartphone. From this we infer

6 (O’Connor et al. (2019) also found a mean willingness to accept $98.35 to do without turn-by-turn navigation
for a month and $150.97 to do without all location-based services for a month. It is typical that willingness-to-
accept estimates are significantly larger than willingness-to-pay estimates.
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Figure 4.1
Population Density of Chicago

Population density
(people/square mile)
W 25,000 or more
M 12,500 to 24,999
W 7,500 to 12,499
W 5,000 to 7,499
W 3,500 to 4,999
W 2,000 to 3,499
¥ 1,000 to 1,999
11 500 to 999
[ 250 to 499

Less than 250
M Not applicable

SOURCE: U.S. Census Bureau, “Metropolitan and Micropolitan—Population Density by
Census Tract: 2010,” Census.gov, undated.

NOTE: Footprint assumes ten jammers placed on top of each 150-foot-plus structure to
produce a 360-degree targeted arc to break signal lock for a majority of receivers.
Footprint assumes a full jamming footprint of 95 km without geographic or horizon
limitation.

that about 84 percent of cell phones are smartphones.” Allowing for some uncertainty
in the above statistics, we estimate that there are on the order of nine million smart-
phones in use in the MSA.

GPS jamming would not mean total loss of maps and directions on personal
devices because (a) other signal sources such as cell towers and Wi-Fi would still pro-
vide some position fix to the device and also because (b) applications such as Google
Maps and Yelp can still be used and still give some value even if the device has no posi-
tion fix at all and the user is relying on her own knowledge of her position. O’Connor
et al. (2019) made some allowance for this by supposing that of the $13.17 per month

7" This inference might not be entirely correct—for example, it could be that children’s cell phones are either
more likely or less likely to be smartphones than adults’ cell phones are, and it could be that the devices owned
by users of multiple phones are either more likely or less likely to be smartphones.
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Figure 4.2
Skyline of Chicago

Go "rl_-_ﬂ(

SOURCE: Google Earth Pro, version 7.3, 2019.

in value, all the value attributable to navigation ($8.11 per month) would be lost but
only half of the rest of the value would be lost for a net result of $10.64 per month lost.
This may be slightly pessimistic since, as just stated, some form of navigation app use
would still be possible. But on the other hand, we should consider that this monetary
estimate of value to the consumer is somewhat conservative in that it reflects a willing-
ness to pay and not the much higher monetary figure of willingness to accept doing
without.

Applying the O’Connor et al. (2019) figure of willingness to pay $10.64 per
month for maps and directions for each smartphone, we arrive at a daily lost value
of $0.35 per device. If all smartphones in the Chicago-Naperville-Elgin MSA were
denied location-based services for a day, the resulting loss to consumers—based on
these figures—would be on the order of $3.2 million dollars per day in 2018 dollars.

As the skyline of Chicago shown in Figure 4.2 suggests, positioning a reasonable
number of jammers that would cover the full population of the MSA would be dif-
ficult at best, with even airborne jammers affected by shadowing given the number of
skyscrapers in the city center. As a result, in a real-world incident, the percentage of the
affected area would be reduced.

Nationwide GNSS Outage
O’Connor et al. (2019) estimated the loss due to denied consumer location-based ser-
vices at $95 million per day. This falls in the center of the range extrapolated from



48 Analyzing a More Resilient National Positioning, Navigation, and Timing Capability

Leveson (2015a, 2015b) ($44 million per day [low estimate], to $128 million per day
[medium estimate], to $254 million per day [high estimate]), so we will adopt the
O’Connor estimate, inflated to $97 million per day in 2018 dollars.

Commercial Road Transport

Pham (2011) and Leveson (2013) both focused on the value of GPS to commercial
road transport, and our extrapolation from their figures gives a range of estimates from
$20 million per day (low estimate), to $61 million per day (medium estimate), to $123
million per day (high estimate). O’Connor et al. (2019) estimated the value of GPS to
the “telematics” sector, defined as the use of “in-vehicle equipment to remotely moni-
tor vehicles for a variety of purposes,” which largely overlaps with the commercial road
transport sector. They estimated telematics losses due to a nationwide GNSS outage at
$91 million per day (low estimate), to $138 million per day (medium estimate) to $184
million per day (high estimate). The majority of these vehicle fleet efficiency losses
would be due to increased labor costs, with a smaller share of losses due to increased
fuel consumption, increased vehicle repair and maintenance costs, and increased envi-
ronmental costs.

We think these estimates probably overstate the true costs of a GNSS outage
because they tend to ascribe all efficiency benefits of computerized vehicle fleet man-
agement to GNSS. During a total outage of GNSS, however, it would still be possible
to plan efficient travel routes with digital map services such as Google Maps. It would
still be possible to choose routes based on real-time traffic data.® Without turn-by-turn
alerts from a GNSS system, there would be an increased cognitive burden on drivers,
but they could likely plan and follow the same routes through a combination of being
alert to street signs, consulting digital maps, and if necessary, determining rough loca-
tion through cell phone triangulation. In short, not all of the benefits of digital naviga-
tion would go away during a temporary GNSS outage. However, given available infor-
mation, it is harder to guess what fraction of benefits would go away.

In conversation with the Federal Highway Administration (FHWA) and National
Highway Traffic Safety Administration (NHTSA), no direct dependencies on GPS
were apparent for the infrastructure and safety requirements of the highway system.”
With regard to truck fleets, it was noted that teamsters operated without GPS for

8  Real-time traffic data from fixed road-based sensors, generally on highways, would be unaffected by a GNSS
outage. Traffic model predictions based on accumulated historical data would also be unaffected. Real-time traf-
fic data on local streets is derived primarily from tracking cell phone locations, so if the accuracy of cell phone
locations was degraded by a loss of GNSS, then that element of traffic data would also be degraded to some
unknown extent—the degradation might not be severe, since only an averaged measurement of traffic motion is

needed.
9 Conversation with NHTSA and FHWA, February 4, 2019.
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decades. No autonomous vehicles are GPS dependent. GPS may be a part of an over-
all autonomous or auto-pilot system but is not on its own capable of keeping a vehicle
safely on the road. Crash avoidance systems do not use these systems. At no point is
GPS a matter of safety of life.

For our aggregation later for nationwide losses, we adopt the middle figure from
O’Connor et al. (2019) as a reasonable estimate, inflated to $141 million per day in
2018 dollars.

Hazardous Material Transport
The John A. Volpe Transportation Systems Center (2001) noted that the main criti-
cal applications for GPS in road transport are in Intelligent Transportation Systems
Hazardous Materials (hazmat) transport and for first responders in emergencies. We
will discuss hazmat transport here and discuss emergency services as a separate sector.
The costs associated with hazmat accidents on roads are routinely tracked and
compiled by the DoT. A 2007 study stated that transportation by truck accounted for
over 90 percent of individual hazmat shipments, representing approximately 40 per-
cent of the tonnage (Erkut, Tjandra, and Verter, 2007). According to Dol statistics,
hazardous materials accidents inflicted damages of almost $600 million between 2008
and 2017, with an average cost per year of $60 million (DoI" Hazmat Intelligence
Portal, 2018a). With approximately 143,000 incidents over that period, the damage
per incident is about $4,200. Incidents involving hazardous materials also accounted
for just over 100 fatalities and around 1,500 injuries over the same period. However,
it is unclear to what degree PNT disruption or increased resilience might result in an
increase or decrease of this total. From an economic point of view, these costs would be
very small compared with even low estimates of the efficiency losses described above.

Emergency Services

To estimate the value of GNSS to the emergency services sector, we adapt the calcula-
tions of Sadlier et al. (2017), Lumbreras and Machado (2014), and Jaldell, Lebnak, and
Amornpetchsathaporn (2014).

Jaldell, Lebnak, and Amornpetchsathaporn (2004) estimated the cost of a delay
in ambulance response time in Sweden at SEK17,244 per minute or $2,854 per minute
in 2018 dollars."

In a more recent study, Jaldell, Lebnak, and Amornpetchsathaporn (2014) com-
pared ambulance response times with hospital outcomes based on data from the Thai
emergency ambulance services and estimated that statistically, a one-minute improve-

10 \We have converted the figure in Swedish krona into U.S. dollars at the average 2003 exchange rate of 8.0787
SEK/USD (Board of Governors of the Federal Reserve System, 2019) and inflated to 2018 dollars using BEA
data.
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ment in an ambulance’s response time had a 0.007-percent chance of saving a life and
a 0.15-percent chance of mitigating a severe injury so that admission to hospitaliza-
tion was not necessary. Jaldell, Lebnak, and Amornpetchsathaporn assumed that the
economic value of mitigating a severe injury was 6 percent of the statistical value of a
life."" Combining this with the $10 million value of a statistical life suggested by the
DoT (2016)," it would follow that one-minute improvement in ambulance response
time has a value of $1,600.

Sadlier et al. (2017) made use of the Jaldell, Lebnak, and Amornpetchsathaporn
(2004) estimate, converted into U.K. pounds, to assess the costs of GNSS outage
through delayed emergency response. Sadlier et al. (2017) further estimated that with-
out GNSS, a lack of precise location data for cell phone emergency calls in a small
percentage of the 31 million emergency calls in the United Kingdom each year could
cause 1.1 million minutes of delay per year for an estimated annual cost of £1.9 billion
($2.5 billion) in the United Kingdom.

Lumbreras and Machado (2014) performed a similar calculation for the EU and
estimated that 0.1 percent of the 320 million annual emergency calls in the European
Union were serious calls lacking good location information, resulting in a total delay of
3.2 million minutes (low estimate) to 9.6 million minutes (high estimate). Lumbreras
and Machado assessed the cost of this delay at €1300 per minute, based on the Jaldell,
Lebnak, and Amornpetchsathaporn (2004) study—however, Lumbreras and Machado
may not have adjusted their estimate for inflation.

National Emergency Number Association ((NENA] 2018) states that the United
States has an estimated 240 million emergency calls per year—however, the date of
this estimate is uncertain and it is likely a few years old. The National 911 Program
(2017) reports that in 2016, a set of U.S. states and territories representing 81.3 percent
of the U.S. population had 212 million emergency calls. Scaling this figure by popula-
tion to the entire United States, we would infer that there were 259 million emergency
calls in the United States in 2016, including two million emergency calls in Puerto
Rico. Further extrapolating with overall population increase to 2018, we project 262
million emergency calls in the United States in 2018, including two million calls in
Puerto Rico.

From these figures we form a low, medium, and high estimate of losses due to
degraded emergency response time, as shown in Table 4.3. The largest source of uncer-
tainty is in the amount of delay that would result from GNSS outage, followed by

11 For comparison, the DT (2016) suggests that a “moderate” injury be valued at 4.7 percent of a life, a “seri-
ous” injury at 10.5 percent of a life, and a “severe” injury at 26.6 percent of a life. However, Jaldell, Lebnak, and
Amornpetchsathaporn’s (2014) definition of a “severe injury” includes every injury that results in admission to
hospital and likely spans all of these categories. Also, the mitigation of an injury so that admission to hospital is
not necessary should probably have somewhat less value than avoiding the injury entirely.

12 The DJT (2016) suggests valuing a statistical life at $9.6 million—adjusted for inflation, this is $10 million
in 2018 dollars.
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Table 4.3
Estimates of Nationwide Losses in 2018 Dollars Due to Increases in Emergency Response
Time

Estimate Low Medium High
Emergency Calls in the Annually 240 million? 262 millionP 262 millionP
United States

Per Day 6,570 7170 7170
Extra Minutes Delay per 100 Calls 1¢ 2d 3.5¢
Assumed Cost of One Minute Delay $1,600f $2,2279 $2,8540
Resulting Cost Per Day $11 million $32 million $72 million

@ Estimate from National Emergency Number Association, “9-1-1 Statistics,” webpage, 2018.

b Extrapolated from National 911 Program, 2017 National 911 Progress Report, Washington, D.C.:
911.gov, November 2017, and U.S. Census data.

¢ Low estimate from Cristina Lumbreras and Gary Machado, “112 Caller Location & GNSS,” presentation
at the European Emergency Number Association, Ref. Ares(2014)1665619, May 22, 2014.

d Medium estimate from Lumbreras and Machado (2014).

€ Estimate from Greg Sadlier, Rasmus Flytkjaer, Farooq Sabri, and Daniel Herr, The Economic Impact
on the UK of a Disruption to GNSS, London: London Economics, June 2017. The high estimate from
Lumbreras and Machado (2014) was 3.

f Derived from Henrik Jaldell, Prachaksvich Lebnak, and Anurak Amornpetchsathaporn, “Time Is Money,
but How Much? The Monetary Value of Response Time for Thai Ambulance Emergency Services,”

Value in Health, Vol. 17, No. 5, 2014, pp. 555-560, and U.S. Department of Transportation, Revised
Departmental Guidance 2016: Treatment of the Value of Preventing Fatalities and Injuries in Preparing
Economic Analyses, Washington, D.C.: U.S. Department of Transportation, August 8, 2016.

9 Average of values derived from Jaldell et al. (2014); DoT (2016); and Henrik Jaldell, Tidsfaktorns
betydelse vid rdddningsinsatser -en uppdatering av en samhéllseknomisk studie, Karldysf: Swedish
Rescue Service Agency, Report P21-499/04, 2004.

h Estimate from Jaldell (2004).

uncertainty in the economic cost per minute that would result from that delay.’> We
will carry this range of estimates forward.

GPS Jamming in Conjunction with Other Attacks

One could also ask if there would be a synergistic effect of jamming GPS in order
to interfere with the police and fire response to some other, different attack that was
intended to cause casualties and induce panic. The key is that the only likely effect
would be interfering with the location accuracy of cell phone users after an attack. But
the majority of cell phone users and emergency responders would be familiar with their
own locations at any given time—even setting aside cellular or Wi-Fi sources of posi-

13 These calculations do not attempt to break down the distribution of delays between calls or assess nonlinear dif-
ferences in the importance of delays. An observational study by Blackwell and Kaufman (2002) found that mortal-
ity risk was reduced for ambulance response times of less than five minutes compared with response times of over
five minutes, but the mortality risk curve was generally flat for increases in response time over five minutes.
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tioning—so from the attacker’s point of view, this could at most sow a limited amount
of confusion among a small fraction of the targeted population. It is still conceivable
that a terrorist attacker would attempt this,' but for a similar level of effort and risk
of exposure, the attacker would generally have better options for causing confusion—
for example, by actually jamming emergency phone calls instead of merely distorting
the location of the calls, and/or by placing false emergency calls or spreading false
information.

Agriculture

One of the industries to benefit most from the widespread proliferation of GPS is the
agricultural sector. The sector has benefited from the integration of GPS receivers
into many of its activities, including for example farm planning and tractor guidance
(National Coordination Office for Space-Based Positioning, Navigation, and Timing,
2018). Crops that can be harvested by machine enjoy benefits from GPS guidance
while other crops such as grapes and strawberries are harvested by hand and GPS guid-
ance is not used. Guiding equipment for pesticide, herbicide, and fertilizer application
is another area where GPS is applied in farming, leading to savings by minimizing
unnecessary application.”

Threats to GNSS in the Agriculture Sector

Farmland is often flat and wide open, offering little blockage to a GPS jammer. On the
other hand, agricultural economic activity is spread across very wide areas, so malicious
actors would be faced with the very difficult problem of needing to jam large regions to
inflict meaningful economic damage.'® The critical agricultural uses of GPS, however,
are concentrated in a few weeks of the year during the planting and harvesting seasons;
this is probably to a malicious attacker’s benefit since the attack could be carried out
at the worst possible time. The critical periods vary somewhat, however, by crop and
by location."”

14 One could draw an analogy to GNSS jamming during military operations, but the analogy is somewhat weak
because military forces are often operating in unmarked or unfamiliar terrain and commonly direct fires by geo-
graphic coordinates—but police and emergency responders are generally operating in familiar territory and can
usually make use of street directions.

15 While area specific spraying for pests and weeds is a goal for some GPS usage, it is still more common for
farmers to spray the entire field, recognizing that eggs and seeds often float and spread before the pests and weeds
themselves appear (Adamchuk et al., 2008).

16 The wide area dispersal of agricultural activity makes it difficult both for helpful actors to provide high-
accuracy PNT to all users and for malicious actors to deny PNT to all users.

17 For example, in lowa peak planting season for corn is April 25-May 18; for soybeans, May 8—June 2. In South
Dakota the peak planting season for corn is May 2—May 27; for soybeans, May 15—June 11 (USDA, 2010).



Conduct an Economic Analysis of the Damages Resulting from Varied Threats to PNT 53

For natural threats due to space weather, these considerations are reversed. A
space storm could affect GNSS availability to all agricultural users regardless of loca-
tion. However, since any given space storm would presumably occur at a random time
of year, there is a good chance it would 70z occur during a critical season, in which case
agricultural losses would be minimal.

Regional Jamming Vignette: Kansas

To estimate the potential economic loss through the denial of GPS to agriculture,
the focus must shift from metropolitan areas to more rural counties. As part of the
country’s agricultural heartland, Kansas, and specifically wheat farming, were chosen
as the location and focus of this portion of the analysis. While corn is financially
more important than wheat in aggregate, the wide dispersion of corn production made
covering a significant fraction hard; in contrast, wheat appears to be more targetable.
Figure 4.3 shows wheat production in Kansas, based on data provided by the U.S.
Department of Agriculture.

Figure 4.3
Winter Wheat Production by County in Kansas, 2017

Bushels
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SOURCE: U.S. Department of Agriculture, “USDA’s National Agricultural Statistics Service, Kansas Field
Office: County Estimates—Crops—Winter Wheat,” webpage, 2017.
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The USDA’s Agricultural Census (USDA, 2016) reports that the market value of
wheat products sold in Kansas was on the order of $2.5 billion in 2012 or $2.8 billion
in 2018 dollars. Nearly all of the wheat grown in Kansas is winter wheat, with the most
active planting between September 15 and October 20 and the most active harvesting
between June 20 and July 5 (USDA, National Agricultural Statistics Service, 2010). A
deliberate attacker might try to disrupt the active planting season of 36 days. Each day
of disruption could potentially affect $77 million of planted wheat.

In thinking about an attacker trying to affect wheat production through GPS
jamming, the key operational challenge is what fraction of the relevant land area under
cultivation can be covered using a small number of jamming sites. For large areas,
wide area coverage requires elevating the jammers, so we identified locations in Kansas
where there were existing high radio or other masts (greater than 150 feet high) as can-
didate sites.

The amount of wheat production that could be disrupted from a single jammer
site could possibly be as high as 28 percent of Kansas wheat production. The daily
dollar value of potentially jammed wheat planting from this jamming site would then
be 28 percent of $76 million or approximately $21 million. This represents an upper-
end estimate because all wheat production in counties only partially covered by the
jammer would not be disrupted and the range of the jammer in practice would be
shorter because of horizon and topographic limitations.

Further, just because GPS was jammed in an area does not mean that a farm
would shut down operations or halt planting or harvest. Equipment can still be oper-
ated manually, and analyses have calculated that the benefit in farming from use of
GPS is an efficiency enhancement: GPS-driven planters allow farmers to avoid over-
planting fields to save seed and fuel (Agriculture.com Staff, 2010). Estimated savings in
2009 put a GPS unit as providing a 2-to-7-percent cost savings per acre. Applying that
percentage to the ranges of production at risk suggests a daily potential cost of GPS
disruption of between $400,000 and $1.5 million, again in 2018 dollars.

Nationwide GNSS Outage
Our range of annual agricultural GNSS benefits extrapolated from Leveson (2013)
and Pham (2011) is $7.9 billion (low estimate), to $12.4 billion (middle estimate), to
$17.9 billion (high estimate). This benefit is concentrated in the planting and harvest-
ing seasons for various crops, and these occur at somewhat different times in differ-
ent places and for different crops. As a conservative bound, consistent-with-Kansas
scenario, we might suppose there are 36 most critical days in the year for the most
important crops, and denial of GNSS during those days might incur damages of $220
million per day (low estimate), to $340 million per day (middle estimate), to $500 mil-
lion per day (high estimate).

The interviewees from O’Connor et al. (2019) noted that “The impact of a 30-day
outage in the agricultural sector is highly dependent on the time in which it occurs. . . .
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All agreed that the most damaging impacts would occur during planting season because
farmers could be so delayed that they could potentially miss the planting window or
plant at a suboptimal time, causing significant yield losses.” It is important to recog-
nize that “missing the planting window” requires that the disruption in GPS lasted
throughout the 15-t0-30 window for a particular crop at a particular location and lati-
tude; shorter disruptions would allow some rushed planting to be supported by GPS.
Assuming such a long disruption occurred, O’Connor et al. then estimated the losses
through expert elicitation as “17% with a +/— 6% margin of error for revenue losses
across corn, soybeans, wheat, rice, peanuts, and cotton.” They estimated the poten-
tial damages to crops—most significantly, corn and soybeans—if there were a GNSS
outage during the planting season, weighted by the estimated adoption rate for GPS
systems in different crops, and added these damages together.'s Their final estimate of
the damages from lost revenue is $15.1 billion for a 30-day outage or $503 million per
day. Thus, the high-end estimates are roughly consistent in the case where the GNSS
outage occurred at a critical time for agriculture.

If the nationwide GNSS outage occurred during a random time of year, as pre-
sumably would be the case for a CME event, it would be a matter of chance whether
agriculture was badly affected. If the outage occurred outside of major planting and
harvesting seasons, the effect on agriculture would be small, perhaps zero. The “aver-
age” expected losses could be estimated as the annual benefit divided by 365.25—
that is, $22 million per day (low estimate), $34 million per day (middle estimate),
or $49 million per day (high estimate) from Leveson (2013) and Pham (2011). For
O’Connor et al. (2019), the amount would be $41 million per day. We adopt the
range in O’Connor et al. inflated to 2018 dollars ($42 million per day to $514 million

per day).

Construction

Construction nationwide contributed about $580 billion to the national economy in
2012 (BEA, 2018a). The most significant portion of this sector from a GPS jamming
perspective is site preparation because it involves earthmoving equipment that can
make extensive use of automated machine guidance applications. GPS can also be used
in site preparation planning and the compliance assessment of those plans. There are
other applications of GPS in tracking and site management, but earthmoving appli-
cations appear to bring the most significant productivity gains and cost reductions.

18 Adding together the potential damages for all crops is probably a minor overestimate of the worst case scenario
since, as previously mentioned, the planting seasons for corn and soybeans only partly overlap and also vary by
location, so a single outage is unlikely to disrupt the planting seasons for all crops everywhere. However, since
the planting seasons for major crops do overlap to some degree, this error is not very large compared with all the
other uncertainties in these calculations.
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To a lesser extent, large civil engineering projects and line installation (both power
and water/sewer) use GPS, but they also routinely require confirmation from other
sources. These systems are one part of a family of construction techniques from mul-
tiple eras. At any given time, the construction industry has techniques and processes
from ancient to cutting edge in application side by side. Crews can adapt to changes
by applying hybrid techniques and field-expedient measures, permitting construction
activity to continue even in the face of unexpected hiccups.

There are still critical paths in construction, and the construction managers and
planners for such projects are responsible for guarding against failure along those criti-
cal paths. There are any number of things that can go wrong and delay a project: severe
weather, raw material delivery and quality issues, labor availability and pay issues,
technical failures of equipment, on-site accidents, fuel cost and availability, financial
changes, local political and regulatory changes. GPS interference would not halt con-
struction as a whole, but it could impact preparation, construction, and certification
activities by impacting one of the subprocesses. A construction manager could account
for GPS failure by recognizing the possibility of failure in the affected subprocesses,
which are already vulnerable for other reasons. The novelty of GPS failure may catch
some unaware and lead to inadequate response planning, but the ultimate impact of
jamming is nothing new.

Regional Jamming Vignette: Houston

Not unexpectedly, the majority of construction activity occurs in large cities: MSAs
accounted for roughly $565 billion, or 96 percent, of total construction activity where
data was available. As a result, if attackers were seeking to impose costs through GPS
disruption in the construction sector, they would almost certainly target a large city. As
the MSA with the second largest share of construction activity, we selected Houston as
a plausible case to anchor the upper bound of potential economic loss in the construc-
tion sector from GPS jamming. Houston’s share of this total is roughly $31 billion in
2018 dollars (or about 4 percent of the national total in 2017) (BEA, 2018a)—this is
$120 million per workday or $85 million per day for an outage that included both
workdays and weekends.

To illustrate a jamming attack on construction in Houston, we selected high-
powered but man-portable jammers (the middle row in Table 3.1 above) with an effec-
tive range of nine kilometers in the urban environment. There are thousands of permits
for construction in the Houston MSA for the years 2017-2018. Some of these permits
are for small changes to structures where disruption of GPS would be inconsequential.
Others are for large building projects. A cursory sample of publicly available overhead
imagery of the region turned up dozens of major construction sites both clustering in
a core area and along major arteries. A subset of major sites were mapped to provide a
real-world example target set to assess jamming effects.
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We estimated that a realistic attack using two jammers could affect 28 percent of
construction sites in the region. Of the $85 million per day ($120 million per work-
day) total construction activity cited above, this would correspond to approximately
$24 million per day ($33 million per workday). These would be the damages if (a)
GPS jamming halted operations completely at all the covered sites and (b) none of the
missed work could be made up. This is unrealistic, however, because not all major site
construction activity even uses PN'T and because significant construction operations
routinely respond to disruptions in schedule from various sources (e.g., weather), bal-
ancing activities that are and are not affected by the changes in conditions.

Based on a number of construction cost estimation tools and examples of con-
struction costs, excluding the initial surveying (which is addressed in the surveying
section below), construction costs that are GPS intensive tend to include excavation,
grading, and structural steel or structural concrete pours as well as regular checks.
These disciplines can use GPS but can also be performed with the aid of a total base
station or theodolite, and a bit of extra labor. GPS makes these more efficient but not
necessarily more accurate. Assuming that the full cost of structural layer, grading, and
excavation is due to GPS and is totally lost, then a random sampling of construction
costs available online tended to converge around 15 percent. Taylor (2015) suggests a
high end excavation and foundation cost of about 12 percent of the total price. Moselle
(2017) estimates the cost of foundations at somewhere between 6 and 25 percent of the
total cost of a building, including the labor, concrete, and steel.

Construction cost estimates typically include a contingency plan of at least 5 to
10 percent of cost coverage. The expectation is that changes in material prices, weather
delays, overtime labor, and other factors may lead to some element of the budget over-
running. Low-end examples of construction contingency costs can be found in mili-
tary planning documentation (Unified Facilities Criteria, 2017).

Thus, based on available literature on construction, we estimate that 15 percent
would be a conservatively high estimate of the portion of construction activities that
are significantly GPS dependent and, therefore, a reasonable estimate of the fraction
of jammed sites whose activities were vulnerable to disruption on any given day. This
would result in a conservative estimate of $3.6 million per day ($5 million per work-
day) in potential cost from a two-jammer-location operation.

These costs might be further reduced, however, by adjustments in schedule (i.e.,
“making up” GPS-related activities on a later date after the jammers have been located
and neutralized). Most large construction jobs—the ones that would likely be using
GPS at some point—have slack in their schedule to handle delays from such things
as weather, accidents, missed deliveries, and so forth. However, the tasks for which
GPS is normally used cannot be avoided indefinitely—if the excavation, grading, and
structural work is not completed, the building will not be completed either. The actual
damages from any outage would then depend on whether the disruption from GPS
in some jobs, along with other delays, exceeded the built-in schedule allowance and so
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caused some increase in costs, as for later material. We lack the detailed information
on schedules and delays to estimate this.

Nationwide GNSS Outage

A nationwide GPS outage would not likely be due to localized jamming but more
likely would be due to a space storm, or some form of attack that disrupted the whole
GPS constellation, and perhaps other GNSS constellations also. Therefore, our esti-
mates above of how much metro activity could reasonably be covered by localized jam-
mers are assumed not to apply. However, our estimate that 15 percent of construction
activity is dependent on PN'T would continue to apply.

Since all construction activity in the United States amounted to $840 billion in
2018 (BEA, 2019), disrupting 15 percent of this activity would cause damages of $345
million per day, assuming the work was evenly spread across 365 days. Seasonal effects
would vary this amount as less construction occurs during the winter months in north-
ern states. Nonetheless, we regard this as an unrealistic upper bound on the daily dam-
ages; it applies in the case where all excavation, grading, and structural work was actu-
ally brought to a halt by a GNSS outage, which we find to be unlikely. If the outage
was not quickly resolved, we anticipate that construction crews would revert to pre-GPS
methods of measuring positions and continue to work at pre-GPS levels of efficiency.

Other estimates are available, in this case drawing from both Leveson (2013)
and Pham (2011). We derive from their work a range of nationwide economic losses
between $8 million and $43 million per day, inflated to 2018 dollars. We will adopt a
middle estimate, $24 million per day, in our overall total of potential damages.

Surveying

One industry that has benefited considerably from the proliferation of GPS has been
the surveying industry. Surveying is a combination of office and fieldwork where field-
work is most affected by the capabilities provided by GPS. However, the majority of
surveying is not fieldwork, and the majority of fieldwork is not GPS dependent. Per-
haps the most visible fieldwork of a surveyor is the work performed on construction
sites, often before other work has begun. Unlike construction work, survey fieldwork
has a very short period (if any) that is vulnerable to GPS jamming. The surveyor need
only find a monument or receive one definite GPS coordinate to be able to determine
everything else on site. While the non-GPS surveying may be slightly slower than
pure GPS work, it is, nonetheless, a fairly rapid process on site, with most of the work
stacked on the front and back ends with desk work.

For surveying, we considered the Atlanta MSA. Atlanta is in the middle of a
construction boom, and surveying tends to be associated with new construction,
where boundary lines of property and the location of particular utilities become very
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important. In Atlanta, as per the 2012 Economic Census, total receipts from survey-
ing were $44 million annually® in 2012 ($49 million in 2018 dollars)—correspond-
ing to $130,000 per day, or $190,000 per workday. There are thousands of construc-
tion permits associated with the probable use of surveying in the Atlanta MSA for the
years 2017-2018. Some of these permits are associated with large building projects,
which most probably feature surveying. Drawing on local construction reporting and
overhead imagery, a cursory sample located dozens of major sites at the beginning of
construction.

As in our analysis of construction, we used geographic analysis to identify which
of the survey sites could be covered using powerful but still man-portable jammers.

However, not all of the labor associated with survey work is GPS dependent.
O’Connor et al. (2019) estimated that without GPS, survey jobs would take 69.2 per-
cent longer to do—it follows that if work hours were unchanged, surveyors would
only complete 59.1 percent of their normal work during the outage, and 40.9 percent
of work would not be done. Further, O’Conner et al. estimated that 30.7 percent of
survey work could not be completed at all without GNSS.

We therefore estimate that jamming would prevent about 40.9 percent of survey
work from being done. (Alternatively, the fraction of survey work not done could be
reduced to 30.7 percent but at the cost of increased work hours.) We conclude that
a single high-power portable jammer would inflict economic costs of about $18,000
per workday ($13,000 per day), while a blanket jamming campaign would inflict eco-
nomic costs of about $76,000 per workday ($54,000 per day).2°

Based on observations of online discussions, surveyors already deal with smaller
solar storms in part by delaying work in the field or, if that is not possible, later recheck-
ing their surveying in spots to see if there were errors (Frame, 2014).

Nationwide GNSS Outage
In the event of a nationwide outage due to a CME, for example, which would affect
all survey work without geographical limitation, we conservatively assume that about
40.9 percent of all survey work would be prevented. From the 2012 Economic Census,
annual nongeophysical surveying work in the United States was worth $6.18 billion
in 2018 dollars, while annual geophysical surveying was worth $3.47 billion in 2018
dollars.

We therefore conclude that a nationwide outage could cause losses of $6.9 million
per day ($9.7 million per workday) in the nongeophysical survey sector and $3.9 mil-
lion per day ($5.5 million per workday) in the geophysical survey sector. If both sectors
are included, the potential losses are $11 million per day ($15 million per workday).

19 This value is excepting activities categorized as geophysical services, which relate to energy and mining activi-
ties rather than the construction activity that is of interest here.

20 In other words, about 40.9 percent of the total survey activity within range of the jammers.
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For comparison, the extrapolated range from Leveson (2013) and Pham (2011)
(including both geophysical and nongeophysical surveying) is between $14 million
and $17 million per day. O’Connor et al. (2019) arrived at a loss number of $11 million
per day, excluding nongeophysical surveying which O’Connor et al. treated separately
in categories for Mining and Oil and Gas.

In Table 4.1 and Table 6.1, we report both geophysical and nongeophysical sur-
veying numbers. To avoid possible double counting, we will include only the nongeo-
physical surveying losses as they are to be aggregated with Mining and with Oil and
Gas loss estimates from O’Conner et al. (2019). This produces an estimate of $7 mil-
lion per day in 2018 dollars.

Aviation

Aviation is one of the most scrutinized means of transportation. Even relatively small
airline disruptions quickly become national news, with actual accidents quickly trig-
gering vigorous investigations and the development of procedural, hardware, and regu-
latory responses among the members of the aviation community. As such, the ques-
tion of PNT alternatives as well as the potential effects of disruption to the PNT
ecosystem are relatively well studied compared with other sectors examined in this
report. Martinez et al. (2017) performed a detailed analysis on alternative PNT sys-
tems at the direction of the Federal Aviation Administration (FAA). For one piece of
this analysis, MITRE sought “to examine the number of aircraft operations conducted
within the vicinity of the scenario airports to identify what percentage of aircraft oper-
ations might be subject to adverse effects from a GPS outage.” They complemented
this analysis with another, whose goal was “to postulate a GPS outage centered on the
principal airports defined in the scenarios and attempt to assess the number of aircraft
adversely affected by such an outage.” The MITRE team concluded that although not
directly comparable, both analyses pointed to the fact that “the number of aircraft
determined to be completely unable to continue navigation in the face of a GPS outage
was practically insignificant based on either analysis (less than 1% for both the Nearby
Airports Analysis and the IMC Flights Analysis).” These analyses point to the fact that
because the aviation industry has such a robust network of alternatives to fall back on
in the event of a small, localized outage, the number of affected aircraft would likely
be relatively small. On the basis of these reports and the history of aviation regulation,
we believe this will continue to be broadly true even while the network of alternatives
shrinks as planned to lower costs. While there is some very small possibility that a
GPS outage could result in loss of life in some circumstances, it is unclear that such
an outage would, at present, create the potential for a widespread catastrophic scenario
involving substantial loss of life.
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While aircraft could thus land safely in essentially all plausible cases, there could
still be disruptions of an airport if the impacted area is localized or potentially of the
entire nation if GPS service were disrupted from a large-scale space event. In conver-
sations with the FAA, it became clear that this is because currently only GPS is used
to initialize IMUs, which means that commercial aircraft should not, per established
procedures, leave an airport gate without GPS. However, the aircraft inertial navi-
gation system (INS) can technically be initialized by starting from a known refer-
ence location, such as a parking spot.?! In the future, use of the Galileo GNSS will
be allowed, but no other system is currently viewed as an acceptable complement
or substitute. Developing new standards for an alternative signal has proven to be a
time-consuming process given the current highly conservative, safety-oriented set of
processes; it has often taken roughly a decade, quite apart from the time and cost of
providing any new equipment or antennas on aircraft. Consequently, in a widespread
outage covering the nation, the FAA believes that workarounds would be developed
to allow initialization and flight operations, albeit at some reduced rate. Without
GPS, the Automatic Dependence Surveillance-Broadcast—based en route surveillance
system would also be disrupted, forcing a modest increase in the spacing of aircraft to
ensure safety.? Advance planning for such a situation might involve spreading com-
mercial flights into the unattractive night hours, increasing capacity at the cost of
convenience to the public. In any event, the air system could in an extreme case suffer
costs for the duration of a nationwide outage, costs that we estimate below.

There is strong empirical evidence on which to base plausible estimates of the
costs of airline disruption over a variety of different time scales. One excellent source
of data for short-term disruptions comes from the recent experience(s) of Delta Airlines
at its main hub of Hartsfield-Jackson International Airport (ATL) in Atlanta, Georgia.
Since Hartsfield-Jackson is the busiest airport in the world, one would expect that even
minor delays there could generate significant economic disruptions. In late 2017, a fire
in an underground tunnel resulted in a blackout in the airport for almost 12 hours and
forced planes to be grounded at the airport (Jansen, 2018a; Yamanouchi, 2017; Grin-
berg et al., 2017). Delta reported its pretax losses for the disruption, which took several
days to fully clear, at between $50 and $60 million (Josephs, 2018; Jansen, 2018b). In
April of 2017, a series of storms hit the Atlanta area, disrupting airline traffic out of
ATL; the cascading series of problems, as Delta lost track of crews, reportedly cost the
company a pretax total of $125 million (Breslin, 2017). Widening the scope to consider
disruptions at the international level, estimates of the total losses accrued by airlines
from the Icelandic volcano eruption of 2010 put the losses across the entirety of the
affected area at around $1.7 billion, not adjusted for inflation (Mazzocchi, Hansstein,
and Ragona, 2010; Ulfarsson and Unger, 2011). The Eyjafjallajokull Volcano was an

21 Conversation with FAA personnel, December 17, 2018.

22 Conversation with FAA personnel, December 17, 2018.
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event that presented an obvious safety threat, across a very wide geographic area and
persisted for weeks, longer than the likely disruptions in GPS we examined.

Abt Associates (2017) examined the threat of space weather events to aviation and
suggested that the cost to airlines of actions intended to mitigate the effects of space
weather could be between approximately $1 million to $30 million a day in an extreme
space weather scenario. Notably, however, that prediction was based on the idea that
space weather interference with high-frequency radio would interfere with air traffic
communication in polar regions, causing flights in polar regions to be rerouted or can-
celed, and did not involve any costs from GNSS disruption. Abt Associates examined
past interference events with GPS but were unable to determine if these past events had
ever caused a flight to be delayed or if they were merely a nuisance forcing pilots to use
alternative navigation procedures.

The estimates extrapolated from Pham (2011) suggest that the nationwide avia-
tion industry may derive benefit of between $4 million and $9 million per day from
GNSS, which would be lost in an outage. Recall that this is an extremely rough esti-
mate, based only on the supposition that the aviation sector might get back about
eight times as much benefit from GPS equipment as it spends. Nevertheless, this range
seems plausible—much higher numbers would require major disruption of air traffic,
and there is no evidence or expectation that GNSS denial would cause so much disrup-
tion. Order-of-magnitude lower numbers would not be very plausible either, since the
aviation sector must be deriving some benefit from the GNSS equipment it buys. We
therefore use the midpoint of Pham’s estimate, $6 million per day in 2018 dollars, in
preference to the much lower estimate in Leveson (2015a, 2015b).23

Maritime

Wallischeck (2016) lists 16 GPS dependencies in the maritime sector. In this section
we will discuss the implications of a GNSS outage for boats and ships navigating on
oceans and in waterways. The movement of goods to and from ships once in port will
be discussed in a separate section.

Grant et al. (2009) tested the effects of low-powered GPS jamming against a ship
underway at sea and revealed that multiple systems will report the vessel’s speed and
location incorrectly under such conditions, concluding that “GPS service denial has a
significant impact on maritime safety” across a number of different areas. However, to
be vulnerable to this type of attack, ships generally need to be relatively close to shore
where both physical visual aids to navigation and a myriad of other systems designed

23 Leveson (2015b) was aware that his estimate of GPS benefits in the aviation sector was probably low and that
“more benefit information is needed for aviation and other transportation areas.”
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to provide situational awareness to the ships and to ensure safety exist. It is not clear,
therefore, that attackers would have a good chance of causing widespread damage.?*

In especially close quarters such as ports or closed waterways, such as the St.
Lawrence Seaway, expert local pilots are often required, and tugs can assist ships in
especially hazardous or restricted waterways (English et al., 2014). In conversations
with the St. Lawrence Seaway Interest, we learned that those operating in the seaway
are extremely familiar with the area.?> Either they operate there on a regular basis as
a ship’s captain or muster in a licensed Seaway pilot. The Seaway is shared by Canada
and the United States, and Canada provides a variety of navigation aids. In the more
complicated, dangerous zone of the Thousand Islands, the Interest maintains posi-
tive control over ships, with a combination of systems. The ships themselves must
have plenty of backup equipment, including multiple radar systems, steering equip-
ment, and multiple anchors. All large commercial vessels have Automatic Identifica-
tion System (AIS), a GPS integrated system, in addition to a variety of other backups.
In the event of poor weather, most vehicles can continue to use radar or simply drop
anchor; a wide-spanning radio broadcast goes out when visibility drops as a warning
to all vessels. Smaller vessels operate without AIS or GPS, but they are familiar with
the rules of the road as well as with the geography. Failure to adhere to the rules of the
road is an issue of safety of life but ultimately the responsibility of the ship’s captain.
Given these myriad redundancies and long-established practices for safe navigation, it
is unclear whether hostile actors would be able to generate significant operational and/
or economic effects without multiple, unrelated failures occurring in succession.

Moreover, in conversations with the Coast Guard, it became increasingly clear
that adherence to safety standards and rules of the road were the most important ele-
ment for maintaining safety of life.26 When questioned about how the absence of GPS
would impact the U.S. Coast Guard’s (USCG) ability to monitor high-traffic areas,
the interviewees made it clear that licensed pilots and captains are highly competent
and are able to use a myriad of instruments ranging from AIS to radar, to eyes, to keep
themselves and their vessels safe. When high-tech systems slow down or falter, the
USCG has proven able to continue operations with little-to-no impact on traffic via a
combination of physical models of movement (for situational awareness), voice traffic,
and cameras. When interviewees were asked how much impact the loss of AIS could
have on movement, the answer was an unequivocal “none.” Bigger concerns were poor
visibility in bad weather and amateurs putting themselves in harm’s way.

24 For another study that attempted to take control of a vessel underway in the Mediterranean, see Bhatti and
Humphreys (2017).

25 Conversation with St. Lawrence Seaway Interest, January 28, 2019.

26 Conversation with USCG, November 19, 2018.
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Recreational Boating

The study by O’Connor et al. (2019) includes both a wide range and a point estimate
of damages across the maritime sector; here, we will use their point estimates. They
mostly concurred that the disruption to navigation by large ships would be small, while
also predicting $12 million in daily losses in commercial fishing and $2 million per
day from navigation in seaways. They also predicted a much larger impact of $109 mil-
lion per day in lost recreational value to boaters. This figure is a nonmarket estimate
value of recreation to boaters and is not intended to correspond to an amount of money
that would be spent or not spent by boaters during a GNSS outage (although, by coin-
cidence, $109 million per day is almost exactly the total amount that is spent on all
marine recreation [National Marine Manufacturers Association, 2018]).

The range of maritime estimates extrapolated from Pham (2011), which appear to
also be dominated by the perceived benefit of GPS equipment to amateur boaters, are
between $36 million and $85 million per day—lower than the O’Connor et al. (2019)
estimate but not by a large factor. We accept the O’Connor et al. estimates above, $126
million per day in 2018 dollars, to be conservatively high in our opinion.?”

Railway

In the railroad industry, the integration of PNT has been relatively slow and unevenly
distributed. Wallischeck (2016) identified seven rail dependencies on GPS (as opposed
to 11 and 16 GPS dependencies for the aviation and maritime modes), of which only
five require positioning fixes. Of these dependencies, the most critical for safety of life
appear to be for Positive Train Control (PTC) and potentially vehicle-to-infrastructure
(V2I) communication systems. Both these systems rely on GPS position fixes to ensure
safety while a train is being operated by providing awareness of the location of the train,
but it is important to note that PTC is not fully deployed, and V2I communications
are in development stages. The EU is exploring concepts similar to these and plans
ultimately to rely on PNT systems to locate trains (Marais, Beugin, and Berbineau,
2017). In the United States, trains are currently located by “in-track transponder-based
positioning,” and PTC intends to mitigate the costs of additional in-track infrastruc-
ture through the use of augmented GPS (Baker, 2012). In conversation with an indus-
try expert, it appeared that the largest threat would be designing this system to be
overly reliant on PN'T signals and, thus, neglecting redundant fallbacks such as those
adopted in other sectors.?8 PTC fails somewhere in the system on a regular basis; opera-

27 Meanwhile, the maritime benefit estimate in Leveson (2015a, 2015b) is very low, to the point where it would

be hard to explain why the maritime sector spends as much on GPS equipment as it does for so little benefit.
P y p quip

Leveson was aware that his estimate was conservative and that “more benefit information is needed for aviation

and other transportation areas.”

28 Conversation with railroad professional, November 28, 2018.
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tors are trained to talk with dispatchers, communicate the situation, and proceed with
caution using their own judgment. From an operational perspective, this proves to be
unimportant because PTC is a backup, safety-net system, used to slow or stop trains in
the event of an operator error. GPS jamming would, at worst, induce a failure of PTC
similar to those that could occur for other reasons; the loss of the safety net does not
itself cause damage unless combined with other problems while the operator is inca-
pacitated or failing to pay attention.

Rail, both freight and passenger, has a low fatality rate. Between 1990 and 2017,
the median death rate on trains from accidents was ten per year (Dol Federal Railroad
Administration, Office of Safety Analysis, 2018). The mean is slightly higher, at 13 per
year, increased by large events such as the 1993 Big Bayou Canot derailment killing
47 people (NTSB, 1994) or the 2008 Metrolink 111 crash that killed 25 people near
Chatsworth (N'TSB, 2010). While the Chatsworth crash was caused by operator inat-
tention and would likely have been prevented by PTC, PTC might not have impacted
the Big Bayou Canot derailment. The main dangers to a train with a functional opera-
tor are technical faults, environmental disasters, or road vehicles at railway crossings,
which are not problems that PTC can solve (Union Pacific, undated).

Given the fact that rail transport does not have the same type of high-profile vul-
nerabilities that exist in the maritime or aviation sectors, it is not obvious how attackers
would seek to generate a disruption.

For our aggregated estimate of damages, we again extrapolate the methodology of
Pham (2011), which produces a very small amount, $100,000 per day in 2018 dollars.

Telecommunications

The principal wireless technology used by AT&T, Verizon, and Sprint is Long-Term
Evolution—Frequency-Division Duplexing (LTE-FDD). LTE-FDD requires that the
nodes in the network have good agreement on frequency, within 50 parts per billion.
LTE-FDD cells may make use of GPS as a common frequency reference, although
other technologies such as Precision Time Protocol (PTP) over fiber are also used.
LTE-FDD does not impose a particular time synchronization requirement (Microsemi,
2014), which makes those networks much less dependent on GPS. According to infor-
mation provided to DHS by the Alliance for Telecommunications Industry Solutions
(ATIS) (Goode, 2018), a typical LTE-FDD macrocell has a quality oscillator and could
maintain its frequency reference without GPS for a year.

LTE-TDD (Time-Division Duplexing) is a complementary technology, which
allocates time slots for phones to transmit. Transmitter power being equal, LTE-TDD
generally covers a smaller area than LTE-FDD but offers more flexible use of uplink
and downlink bandwidth. Of the major carriers, AT&T and Verizon rely solely on
LTE-FDD while Sprint uses LTE-FDD to provide baseline coverage and LTE-TDD
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to provide additional data capacity in high-traffic areas (Saw, 2014). LTE-TDD cells
have the same frequency synchronization requirement as LTE-FDD but also have a
time synchronization accuracy requirement of one to five microseconds (us), depend-
ing on the size of the cell, to avoid call interference and dropped calls between cells. In
the event of a GPS outage, if no other timing reference was provided, LTE-TDD cells
could drift out of sync after about a day. However, LTE-TDD makes up a relatively
small part of the wireless infrastructure.

The legacy Code-Division Multiple Access (CDMA) technology, which is still
used for voice calls by Verizon and Sprint, also has a time synchronization requirement
of ten zs. A CDMA cell that was out of sync with its neighbors could still be used to
place calls, but calls would be dropped if and when users moved across the cell bound-
aries (Goode, 2018).

O’Connor et al. (2019) assessed that a nationwide GNSS outage would cause
significant disruptions in the wireless telecommunications sector. Their midpoint esti-
mate was that the damage would be $40 million on the first day but that the damage
per day would rise nonlinearly over time to $456 million per day after 30 days, corre-
sponding to losing most of the value of the U.S. wireless network. The midpoint esti-
mate of accumulated losses over a 30-day outage would be $10.4 billion.

We think that that estimate is extremely pessimistic, however. First of all, it is not
clear that the majority of the U.S. wireless network would even be affected by GPS
outage of even a few weeks. For example, Goode (2018) states that the dominant cellu-
lar technology in the United States, LTE-FDD, which is used by AT&T, Verizon, and
Sprint, can support normal voice and data services for weeks or months without GPS.
Second, even if the network were affected, the baseline ability to make wireless calls
would not be threatened. Individual users would have immediate, simple workarounds
for degraded service: if a call was dropped, hit redial; if a call is repeatedly dropped,
pull over and complete the call while parked; if interference is degrading a high-data-
rate connection over LT E-TDD, switch to a Wi-Fi connection. Third, the U.S. wire-
less carriers would have strong incentive to work to restore any degraded service, if it
occurred, and would have many options for resynchronizing their networks in order to
do so, whether over fiber, by RF signal, or by physically transporting atomic clocks. For
these reasons, we assess that damages to the telecommunications sector would likely be
very small and do not consider them further in our aggregation. This is also supported
by the historical evidence discussed at the end of this chapter.

29 As of late 2016, LTE-TDD service was commercially offered in the United States by Sprint, by DISH Network
in Corpus Christi, by SpeedConnect in the Quad Cities, and by Redzone Wireless in Maine (GSA, 2016).
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Electricity Generation and Transmission

Although we did not perform a detailed analysis of the electrical power sector, our ini-
tial investigation indicated that the use of GPS in phase measurement units, for syn-
chronizing the electric grid and for locating physical failures through precise timing,
would not be significantly affected either by local jamming or by a general GPS dis-
ruption. Spoofing, which might produce other effects, can be essentially eliminated by
taking advantage of existing alternative signals, including a local clock and the quite
fixed location of the phase measurement unit.

O’Connor et al. (2019) examined the electrical sector in more depth. They report
that

in the event of a 30-day failure of GPS today, a major or prolonged failure of the
electrical system is unlikely because of safeguards and backup contingency plans
in place. However, the probability of outages might increase. In addition, faults
occurring from natural or non-natural events would take longer to identify and
repair, increasing the duration of outages. . . .

PMUs [phase measurement units] themselves have a built-in backup feature that
enables them to maintain holdover for several days. Although this holdover will
start gradually degrading after several days, it will give utilities enough time to
adjust to the absence of a standard global time by, for example, manually calibrat-
ing the time. (O’Connor et al., 2019)

They estimated that the increased probability and duration of outages would
result in a point estimate of the costs of $9 million per day, which is also the amount
in 2018 dollars. We adopt this estimate.

Finance

The finance sector is one area that has taken advantage of GPS for absolute timing.
Many financial transactions rely on PTP or Network Time Protocol (NTP).
Those reliant on PTP often use GPS as a form of confirmation of timing and clock
synchronization. Rapid trades depend on knowing who held which stocks at any given
time and on properly sequencing transactions. When trades occur in the course of mil-
liseconds, this knowledge depends heavily on precision timing. GPS currently serves
as a simple way to get that precision timing. Although the sector has adopted GPS as
a source of timing information, analyses done within the sector have acknowledged
both the potential for GPS to be subject to disturbances at both the receiver location
and from satellite services themselves and thus the need to maintain backup sources
of timing to protect the capability to execute timing-sensitive transactions (that also
require precise and widely coordinated time stamps) through a period of such disrup-
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tion. The financial industry uses a variety of systems such as atomic clocks as backups
in case GPS signals are disrupted; such local backups would also allow a firm to oper-
ate through most realistic jamming incidents that might be expected to measure in at
most days.’® For example, as of 2017, the operator of the New York Stock Exchange
was working to use the U.K. National Physical Laboratory’s atomic clock for precise
timing at its international datacenter in Basildon, United Kingdom (“NPL Offers Pre-
cise Timing for Intercontinental Exchange Data Centre in Basildon, UK,” 2017). Such
an approach to using off-site timing is indicative of the financial industry’s commit-
ment to have multiple options for time services.

These backup features and attendant fallback infrastructure require that finan-
cial industry firms spend some money, but given the concentration of resources in
the financial industry and the time sensitivity of revenue flows, market forces create
an incentive for each individual firm to have backups in place to maintain opera-
tions through GPS disruptions. Therefore, given the potential for maintaining local
backup timing, estimating the potential costs of jamming GPS timing signals would
first involve the probability of a given firm having put a backup in place, the probabil-
ity of that backup failing when called on, and the amount of money processed by the
firm on any given day, averaged out across the year.

Importantly though, the financial effect is disruption, not a direct loss; if a trans-
action is not executed, there is some opportunity cost to the seller and buyer and a lost
fee to the entity closing the sale, but the seller still has the asset and the buyer still has
its funds. Additionally, if there were any localized disruption, the most probable effect
would be simply to shift to another exchange or bank that was not disrupted, leading
to even less loss. In fact, it is precisely that shifting that provides the private entities
their incentive for internal timing backups.

Regional Jamming Vignette: Los Angeles
For a geographically constrained case that would reflect the practical challenge of an
attacker covering multiple financial firms with GPS jamming, we selected Los Angeles
as a city with a significant and concentrated financial sector. In the overall financial
services sector, Los Angeles is third after New York and Chicago. We took the sector
GDP of finance located solely in Los Angeles and then looked at a sample of major
financial institutions in the region, the majority of which are geographically clustered
in the downtown area.

According to BEA (2018b), the sector GDP of finance, located in Los Angeles
and associated with securities (and therefore potentially with timing requirements for
reconciling trading activities) was $10.1 billion in 2016 ($10.5 billion in 2018 dollars).

30 Tt should be noted that in timing applications, relatively brief windows of reception are necessary to obtain the
shared time and allow for coordination of local clocks. See Lombardi et al. (2016) for a discussion of the use of
clocks in the financial industry, holdover performance, and synchronization requirements/approaches.
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Figure 4.4
View from Scenario Jamming Location Showing Relevant Downtown Built Environment
in Jammer Field of View

SOURCE: Google Earth Pro, version 7.3, 2019.

According to the 2012 Economic Census, the total annual revenues associated
with finance involving securities was $515 billion in 2012, while according to the BEA,
the total U.S. GDP in the sector in that year was $233 billion. If we assume that the
same ratio of revenues to GDP holds, we would infer that the total revenues associated
with finance involving securities in Los Angeles are about $23 billion dollars annually
or about $90 million per workday.

Moreover, most of the value of financial activity is concentrated in a small number
of firms, and a significant number of financial firms in Los Angeles are located in a
small number of buildings.

A jamming attack would not necessarily affect all GNSS receivers in the area,
because some might be protected from the jamming by intervening buildings or other
terrain. Nevertheless, suppose that a jammer successfully affected 90 percent of the
GNSS receivers in the financial district. We conservatively assume that firms on aver-
age have backups that are operational 99 percent of the time.? This would produce an
expected value for daily transactions disrupted by jamming in Los Angeles of approxi-
mately $900,000 per day.2 Of course, the real cost to society is unclear since, as a
result of this localized attack, transactions would shift to banks outside of Los Angeles.

31 This is not a particularly good level of availability and would be expected of any managed computer system

(Gray and Siewiorek, 1991).

32 Twenty-five billion dollars in sector revenue in Los Angeles over a 260-workday period, multiplied by 90 per-
cent jammer coverage, and assuming a one in 100 probability of backup timing failure.
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Nationwide GNSS Outage

We next consider the case where, due to a CME, the entire nation’s entire financial
industry is denied GNSS timing. On the other hand, instead of assuming all firms
have only mediocre timing backups, we assume that both the probability that a firm
maintained a backup and the probability of that backup failing would be related to
firm revenue, with the wealthiest firms having the strongest level of preparedness and
the highest quality backups while progressively smaller firms would be less and less
likely to invest in reliable timing backups. We assumed that the largest firms would all
have very reliable backups, with only a one-in-a-million probability of being unavail-
able at any given time, and that for firms outside the top 50, the chance of backup fail-
ure trends down to a conventional system which has a 1-percent probability of being
unavailable at any given time.?

Data are available on the size of financial firms by revenue, with the top 50 finan-
cial firms accounting for more than half of revenues. The concentration of the revenue
of the top four firms was approximately 17 percent of the total value of the sector or
about $370 million in revenues each workday (assuming 260 workdays per year). The
top five to eight firms added an additional $200 million in revenue per workday, while
firms 9-20 added another $340 million. Finally, the top 21-50 firms added $320 mil-
lion in revenue per workday. All of the remaining firms combined provide $930 mil-
lion per workday (U.S. Census Bureau, 2012—figures adjusted to 2018 dollars).

Given the distribution of activity among firms and our estimated backup reli-
abilities, the amount of money the subsector-as-a whole would expect to have disrupted
from an attack of this type can then be modeled as an expected value, contingent on an
attack or incident occurring. Given the daily revenue shares and assumed probability
of backup failure for different firm classes—even if an incident occurs where the entire
financial industry in the country is affected by GPS jamming or disruption—the expected
disrupted transaction revenue is approximately $9 million per day, the majority of
which is concentrated in firms outside the top 50 by revenue.

Again, the $9 million per day figure does not represent an expected loss to society
as a whole, since any transactions prevented at a bank or exchange where the timing
backups had failed would likely be rerouted to another entity, with little loss to society
as a whole.

O’Connor et al. (2019) considered the financial sector and reached a similar con-
clusion, finding that “sector representatives do not view an observable loss of GPS for
30 days as having a substantial economic impact.” We will use our small estimate of $9
million per day for aggregating damages.

33 In the terminology of Gray and Siewiorek (1991), these extremes of backup performance correspond to a
“very-high availability-system” and a conventional “managed system,” respectively.
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Port Operations

Given the relatively short range of GPS jamming systems, compared with the vast size
of the open ocean, an adversary’s best chance to cause significant effects would be to
jam or spoof vessels attempting to enter ports. At worst, this could generate a complete
shutdown of the port; estimates of such potential damage exist (e.g., Park, 2008; Park
et al., 2008).34

The ports that might be affected are those that handle containerized cargo, as
GPS systems are used to track the off-loading and storage of containers; in contrast,
bulk and break-bulk shipping, as well as roll-on/roll-off vehicle cargo would be little
affected. For containerized cargo at ports with systems that rely on GPS, the loss of
GPS would typically slow handling of the cargo significantly.

Park (2008) considered the effects of a one-month closure of the Los Angeles/
Long Beach port because of a dirty bomb attack; the study suggested that the total
losses for this shutdown across the entire nation would be approximately $40.4 billion
for the month in 2018 dollars, or on the order of $1.35 billion a day. However, one par-
ticularly telling critique of studies of this type are that they typically do not account for
any efforts at resiliency or mitigation. A separate study by Rose and Wei (2013), exam-
ining the effects of a hypothetical 90-day port shutdown to Port Arthur/Belmont, sug-
gested regional losses could be as high as $14.1 billion in 2018 dollars (or roughly $157
million a day), but when resiliency measures were taken into account, those numbers
could shrink by almost 70 percent.

While at first glance these numbers may still seem to be worryingly high, it is
important to keep in mind both the scale of the analysis, the duration of the analy-
sis, and the impacts of resiliency. The figures presented by Park et al. (2008) seem enor-
mous, but represent closing a port. If the effects of resiliency proposed by Rose and
Wei (2013) are factored in, this number drops to $351 million a day in 2018 dollars,
spread out over the entire country, from the closure of these two adjacent ports. Since
Los Angeles/Long Beach handles about 40 percent of the total U.S. container volume
(Cushman & Wakefield, 2019, O’Connor et al., 2019), this would imply a daily loss of
$880 million with the resiliency correction.

Finally, Hall (2004) casts even more doubt on economic impact studies of this
type, suggesting that estimates of this variety both treat the entirety of the cargo as
simply lost, as opposed to merely delayed, and ignore short-term substitution behav-
ior, leading impact studies to grossly overestimate losses. Indeed, many of these ports
can expand their hours of operation, particularly over short periods, to compensate for
decreased efficiency. Consequently, when thinking about short-term disruptions on
the order of days, such as those considered by this report, we believe that short-term sub-

34 However, port shutdowns can often be anticipated while terrorist attacks cannot. This is important because
events that can be anticipated present opportunities for mitigation, such as diverting cargo traffic to nearby ports,
or front-loading orders.
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stitution and resilience effects would likely mitigate an overwhelming majority of the eco-
nomic losses associated with any potential losses of efficiency at the port. Indeed, as long as
substitutes are available and supply chains have factored in the possibility of delays on
shipping from a host of other issues, downstream effects are likely to be quite minimal
in the short term. This makes an estimate that is highly uncertain, between $0-$880
million per day, though as just noted, we believe the actual amount would be low.

O’Connor et al. (2019) estimated disruption costs at ports: their point estimate
was $6.7 billion for a 30-day outage or an average of $224 million per day over that
30-day period (but varying nonlinearly with the duration of the outage, with losses
escalating due to a growing backlog of containers at the ports).

There are some reasons to think that this estimate is pessimistic, however. First,
while GPS tracking and positioning of containers presumably eases employee work-
load, generally speaking, semiautomated cranes with GPS-assisted guidance options
can revert to fully manual operation. Container tracking software, such as a Navis
terminal operating system, permits container locations to be entered manually. While
employee efficiency would be reduced, most large ports do not operate a full two
shifts a day, let alone three. Therefore, by extending hours of existing workers during
a short GNSS outage and bringing on new workers during a long GNSS outage, ports
could avoid devastating port congestion and backlogs of containers at the expense
of increased labor costs. Second, supply chains have adapted since the ten-day-long
2002 shutdown of West Coast ports, precisely to avoid the effects of such a disruption
(Stevens and Ziobro, 2015). Both these factors would significantly reduce the damages
suffered for any period of disruption.

Nevertheless, we will use this estimate of O’Connor et al. in our aggregated
estimate of damages. One important note from that estimate—fully 81 percent of
the damages estimated by O’Connor et al. (2019) come from only four ports—Long
Beach, Los Angeles, New York, and Norfolk. The estimate from Cushman & Wake-
field (2019) confirms a great concentration in total container volume, with 61 percent
in the top four container ports and 75 percent from the top six. Whether four or six,
this relatively small number of ports where any effect would be concentrated has direct
relevance when considering various systems that might mitigate these losses.

Mining

O’Connor et al. (2019) provided the only benefit analysis we have of the mining sector,
where GPS is used to enhance efficiency in open pit mining, using accuracies for some
functions of order one centimeter (cm) and others of three to five meters. They esti-
mated the losses due to reduced mining productivity during a nationwide GNSS denial
to be about $32 million per day, in 2018 dollars, which we will use in our aggregation.
We infer from the reported comments of their interviewees that the majority of the
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productivity difference is attributable to high-precision uses of GPS (i.e., GPS real-time
kinematic [RTK]), and a PNT alternative that was substantially less accurate than
GPS RTK would only restore a minor fraction of the lost productivity.

Oil and Gas Exploration

O’Connor et al. (2019) analyzed the oil and gas exploration sector and found the
most critical dependence, which accounted for most of the estimated losses, to come
from disrupting the production of wells in deep water where they cannot be securely
anchored to the ocean floor. Differential GPS is used to produce the needed decimeter
accuracies. Their estimated loss, from production that does not occur while the float-
ing rigs are disconnected for their 30-day outage, was $1.5 billion.

While these losses may be correct, we note that they will have no effect on the
question of backups or complementary systems, as only an augmented GNSS can offer
such accuracies over the ocean; other wide area systems cannot. Thus, whatever the
losses, they do not affect our analysis further.

Multisector Regional Jamming Vignette: Los Angeles-Long Beach

We now combine the above results into an example regional scenario where all sectors
are threatened at once. Consider a major jamming attack on the Los Angeles—Long
Beach—Anaheim MSA which covers 25 percent of the MSA area.

The second column in Table 4.4 indicates the probable nationwide losses at risk
in each sector. The third column indicates three-digit NAICS codes, if any, that most
closely correspond to each critical sector. The fourth column contains the share of the
national sector activity that occurs in the Los Angeles—Long Beach—Anaheim MSA.
This is estimated by taking total sector receipts in the MSA as a fraction of national
sector receipts, according to the 2012 Economic Census (U.S. Census Bureau, 2016).
If no three-digit NAICS code applies to the sector or that data is unavailable, then the
MSA share of all receipts across sectors is used. Multiplying the second and fourth col-
umns gives the total potential costs at risk in the Los Angeles MSA. The sixth column
gives the assumed level of coverage of each sector—we could assume that different sec-
tors were targeted to greater or lesser degrees, but for this example we will suppose that
all sectors are 25 percent covered by jammer footprints at any given time. (It might
be that the attackers are moving their jammers randomly about the MSA in order to
delay capture.) Finally, the seventh column shows the estimated losses per day. In this
example, the projected losses from the scenario are only around $11 million per day,
with over half coming from the presumed disruption in the ports of Los Angeles and
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Table 4.4
Estimates of Daily Costs from an All-Sector Regional Jamming Attack (millions of dollars)

Estimated
Share of
Estimated Sector in
National Related Los Angeles- Potential Assumed Expected
Sector Cost NAICS Long Beach- Regional Jammer Losses
Per Day 3-Digit Anaheim Costs Per Day Coverage Per Day
Sector ($Million) Codes MSA ($Million) of Sector ($Million)
Consumer location- 95 — 4.7% 4.5 25% 1.1
based services
Commercial road 138 484 2.7% 3.7 25% 0.9
transport 485
Emergency services 11-72 621 4.7% 0.5-3.4 25% 0.1-0.8
Agriculture a 1 0.3% 0.2 25% 0.0
Construction 24 23 3.3% 0.8 25% 0.2
Surveying 7 23 3.3% 0.2 25% 0.1
Aviation 6 481 6.8% 0.4 25% 0.1
Maritime 126 713 6.3% 7.9 25% 2
Railway 0.1 488 9.8% 0.0 25% 0.0
Telecom 0 517 5.3% 0.0 25% 0.0
Electric grid 9 — 4.7% 0.4 25% 0.1
Finance 9 523 5.3% 0.5 25% 0.1
People tracking 0.7 — 4.7% 0.0 25% 0.0
Port operations 229 488 9.8% 22 25% 5.6
Mining 32 212 0.1% 0.0 25% 0.0
Oil and gas a 21 0.7% 0.4 25% 0.1
TOTAL 10-11

SOURCES: Authors’ analysis and U.S. Census Bureau, “2012 SUSB Annual Datasets by Establishment
Industry,” Census.gov, October 3, 2016.

@ The agricultural losses analyzed come from large area crops, such as corn, and the oil and gas losses
from drilling at sea, neither of which are found in this area. We thus set the cost per day here to zero,
even though other parts of those sectors are present, as this table indicates.

Long Beach and the rest concentrated in disruptions in recreational boating and in
personal and vehicle navigation devices.
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Some Historical Evidence Against Predictions of Extreme Disruption

Significant disruptions to major transportation networks that have occurred (e.g., the
complete shutdown of air transport after September 11 terrorist attacks) have gener-
ated significant economic costs when whole systems have been affected simultaneously.
However, smaller-scale disruptions, which are experienced by transportation networks
and other systems frequently as a result of weather and other events, have smaller-scale
effects. The experience with routine disruptions suggests that it is unlikely that small-
scale, short-term disruptions of GPS could trigger cascading failures in the system
unless combined with other larger-scale kinetic attacks.

Large-scale disruptions are nonetheless sometimes posited (Glass, 2016; O’Connor
et al., 2019; Sadlier et al., 2017). This section provides some historical context from
existing disruptions, which offer a natural experiment to reveal any widespread or
significant effects. We find the evidence from these actual GNSS denial events to be
consistent with a denial of GNSS benefits, but inconsistent with extreme systemic
disruption.

San Diego

In January 2007, the U.S. Navy accidentally jammed GPS in downtown San Diego
for two hours (DHS, 2011). The incident is often mentioned as an example of the
GPS jamming threat to telecommunications networks (e.g., ATIS, 2017). Curry (2010)
wrote, “The well known ‘San Diego incident” US DoD own-goal illustrates how local-
ised GPS jamming can bring down a mobile telecom network.”

While the jamming did deny a GPS signal to 150 cell towers and did affect a hos-
pital’s mobile paging system, the overall impact of the incident on the mobile network
seems to have been exaggerated. It received no media attention in San Diego at the
time it occurred. Four years later, after the UK. publication New Scientist wrote a dra-
matic article about the incident called “GPS Chaos” (Hambling, 2011), Voice of San
Diego investigated and determined that the story was misleading. Cell phone network
operators lost GPS signals from downtown cell towers but switched to other synchroni-
zation methods and did not report any loss of cell service to customers (Dotinga, 2011).

Finnmark

In late October and November of 2018, commercial aircraft for the SAS and Widerge
airlines experienced loss of satellite navigation signals in northeastern Norwegian air-
space, presumably because of Russian military jamming; the jamming coincided with
the large NATO exercise Trident Juncture taking place in Norway. The Norwegian
Civil Aviation Authority noted the disturbances, but Widerge stated, “There are no
security risks, we have good routines and this is not the first time we have experienced
loss of signals.” GPS jamming had also been observed a year earlier in connection with
Russian military exercises (Nilsen, 2018). In these jamming situations, the Norwegian
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airlines had to rely on other navigational methods, but as far as was reported, there was
no significant disruption of air traffic.

Incheon

North Korea has engaged in multiday GPS jamming campaigns against South Korea
on multiple occasions: for four days in August 2010, for 11 days in March 2011, for 16
days beginning on April 28, 2012, and most recently for six days beginning on March
31, 2016. During the 2016 campaign, 1,007 airplanes, 715 ships, and 1,786 cell phone
base stations reported being jammed. The jamming impact was felt in the city of
Incheon and in Gyeonggi and Gangwon provinces (Yonhap, 2016a, 2016b).

Some of the hundreds of fishing vessels that were jammed have had to return to
port.3 Air flights have continued on schedule using other means of navigation, and
there have been no accidents or disruption of operations, though at least during the
2012 campaign, there were a few incidents of pilots receiving distracting signals such
as false ground proximity warnings (“N. Korean GPS Jamming Threatens Passenger
Planes,” 2012).

Korean wireless telecom providers have been sufficiently concerned with the GPS
jamming that they have taken some reactive steps, such as trying to move or shield
GPS antennas (“Seoul’s Makeshift Answer to N. Korean Jamming Attacks,” 2011).
However, there have been no major disruptions of telecommunication systems (Kim,
2016).

By a simple analogy with the prediction by O’Connor et al. (2019) for U.S. wire-
less networks, one might expect that by day six of the 2016 jamming campaign, the
wireless network in Incheon would have lost 40 percent of its functionality—but this
did not take place.

By simple analogy with the prediction by O’Connor et al. (2019) for U.S. ports,
one might expect that the Port of Incheon, the second largest sea port in Korea, would
have been largely shut down for the first five days in April 2016. Instead, in April 2016,
the Port of Incheon handled 223,126 twenty-foot equivalent unit (TEU) of container
cargo, setting a monthly port record and exceeding the previous April by 11 percent?®
(Incheon Port Authority, 2016).

There are also no reports of massive traffic jams in Incheon, as Sadlier et al.
(2017) predicted would occur during a five-day GNSS outage in the United Kingdom.

We can infer the actual impact of the GPS outage on the Korean people—moder-
ate, but not extreme disruption—from the fact that the Korean government has invested

3 However, there was no noticeable impact on the overall Korean fishing industry. Fishery income of Korean
fishery households rose 15.2 percent in 2016 (Statistics Korea, 2017). The South Korean fishing fleet has over
60,000 boats, mostly operating from overseas fishing bases in all oceans (FAO, 2017).

36 By container volume, this makes Incheon busier than all but three U.S. ports (Los Angeles, Long Beach, and
New York).
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some spending, but so far only $14 million, in seeking PNT backups, although it is
entirely plausible that the North Korean jamming could resume at any time (Kim and
Saul, 2016). As of early 2018, some sites for the eLoran deployment had been identified
(Son et al., 2018). Apart from any strictly economic impacts of lost PNT, South Korea
has an interest in ensuring that boats do not accidentally enter North Korean waters.

It is fair to observe that the Korean jamming attacks and other actual GNSS
denial attacks have only been regional, whereas O’Connor et al. (2019) and Sadlier et
al. (2017) were asked to consider a national or global outage of GNSS. On the other
hand, this shows that even a rogue nuclear-armed nation-state acting with near impu-
nity cannot easily inflict nationwide GNSS denial, even on an immediately neighbor-
ing state.

Summary

Approaching the assessment of the potential losses from GPS disruption from a nation-
wide perspective, our estimates—based on existing literature and parametric approaches
for considering existing complements and backups—range, on a daily basis, from a low
estimate of $785 million to a high value of $1,318 million. While such numbers would
be consequential, there are two important factors that significantly affect how this
number should be understood.

First, as the next two chapters show in detail, the alternative systems available
today in general cannot prevent all these damages. In considering any investment in an
alternative system, only those damages it would actually prevent are relevant.

Second, most GPS disruption scenarios—including jamming and other disrup-
tion by adversaries across the threat spectrum that we discussed in Chapter Three—
would not affect the entire country. Focusing on daily costs for a single metropolitan
area and on the industry sectors there that use PNT services results in estimates in the
millions of dollars per day.

Because nationwide analysis is by definition done from the top down, it necessar-
ily neglects some specific details like geography or specific responses to GPS disruption
by affected individuals or organizations that are nonetheless critical for assessing the
consequences of such incidents. As a result, we complemented those calculations with
analyses from the bottom up, exploring how such factors could affect the consequences
of GPS jamming incidents. Such analyses also better reflect the scale of disruption
that malicious actors can realistically hope to inflict in pursuit of whatever goals they
believe that PNT disruption might advance. Prior attempts at costing GPS disrup-
tions have rarely taken such a bottom-up approach, and so our attempt represents an
effort to establish better likely order-of-magnitude costs for disruptions of this kind.
As can be seen throughout this section, the estimates of damage can sometimes vary
considerably. Despite this, we believe that this bottom-up approach is more likely to
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yield estimates that more closely approximate reality, certainly in small-scale scenarios
and arguably when aggregated nationally, than the maximalist assumptions previously
adopted in analyses of this kind.

At the highest level, these regional analyses show that the direct costs of small-
scale, short-term disruptions are likely exactly that—small scale and short term. This is
driven by the fact that the range of GPS jammers is relatively small compared with the
size of both the country and the economy. When combined with the fact that the per-
sistence of effects is also short (i.e., no physical damage is actually done), it is difficult
to see how GPS jamming alone could produce long-lasting effects that compound over
time. Even in a case where multiple sectors are concentrated, such as in major cities or
around transportation hubs, jammers that may be well located for one type of attack
may not be well located for another type of attack.

Another major takeaway of our analyses is that other components of the PNT
ecosystem—including specific mitigation measures to the loss of GPS—can play a
role in reducing the consequences of disruptions to GPS. While GPS has contributed
large amounts to the economy, those who has ever had the battery die on their cell
phone while attempting to drive to a destination have personally experienced GPS
being unavailable and falling back to alternative methods of positioning and naviga-
tion. As previous economic analyses focusing on the economic costs of events like nat-
ural disasters and transport disruptions have demonstrated, mitigation strategies may
be as simple as rescheduling work or accepting reduced efficiency. In other cases, pru-
dent economic actors build buffers into their operations because delays occur for any
number of reasons, most of which have nothing to do with the availability or unavail-
ability of PNT services. Where the economic or safety consequences are extremely
high, such as in aircraft landings, narrow waterways, or the financial services sectors,
multiple backups are already in place. Perhaps the real danger would be in a future
overreliance on a single system/backup or the elimination of safety margins in pursuit
of efficiency improvements or marginal cost reductions.



CHAPTER FIVE

Identify Alternative Sources and Technologies to Increase
National PNT Resilience and Robustness

Because of the importance of PNT in the modern economy, a wide range of technolo-
gies have been proposed that could supplement or back up GPS as a keystone com-
ponent of the system. At one end of the technology spectrum are systems intended to
cover wide areas or the entire nation. Enhanced Long-Range Navigation (eLoran) is
one such system that has been proposed as an addition to explicitly back up GPS in
response to the threats described in Chapter Three. A variety of other technologies
could also supplement the PNT ecosystem in different ways by providing alternative
capabilities for PNT or by performing other functions; such other functions include
integrity monitoring of GPS signals to detect disruption (and therefore defeat attempts
as spoofing by warning users it was occurring) or sensors to detect the transmission of
jamming signals to rapidly halt such incidents and enable the perpetrators to be appre-
hended. Many of these alternative PNT technologies or supplemental systems already
exist and are thus readily at hand but are not widely implemented. Others are at earlier
stages of development.

Because different critical infrastructure sectors and industries have different appli-
cations for PNT data, the level of accuracy and precision that is useful to them differs.
As a result, some of the potential alternatives or complements do not meet all indus-
tries needs and thus may be more or less attractive as additions to the national PNT
ecosystem.

This chapter addresses the third part of the analysis: identify alternative sources
and technologies to increase national PNT resilience and robustness. In doing so,
it answers the following questions: What are the mature technologies/systems that
could supply alternative PNT signals? How is each characterized—Dby area covered,
service provided (timing only or full PNT), accuracy, applicability to different users
(cell phone compatibility, requirement for fiber connection, etc.), vulnerability to vari-
ous threats (importantly those sharing vulnerabilities with GPS, such as other GNSS),
and cost? Our bottom line answer to those questions is that there are many alter-
natives but no single perfect system. The other GNSS constellations could provide
seamless backup for GPS but are vulnerable to the same major events (i.e., space
storms) that could disrupt GPS. Proposed terrestrial backups to GNSS constel-
lations can either provide wide area coverage or high-accuracy positioning but

79



80 Analyzing a More Resilient National Positioning, Navigation, and Timing Capability

not both. As such, a diverse set of PNT sources is better and more robust than any
single system.

In the remainder of this chapter, we briefly discuss the approach we took to
identifying alternatives sources and technologies and then explore those sources and
technologies.

To explore this space of potential levels of PN'T capability across different indus-
tries, we first reviewed data collected directly that explore stated user needs of accuracy
and precision across industries. Cavitt et al. (2018) surveyed users for their precision
timing requirements while Tralli et al. (2018a, 2018b) identified user needs for posi-
tioning and navigation.

We perceive that these user needs can be divided into five categories.

A. Precision Timing on Networks. Modern communication networks, broadly
defined to include financial networks and electrical power networks, desire dif-
ferent nodes to have a common time standard so that network operations can
be tightly synchronized. GPS is widely used today. Indoor reception of a timing
signal would be valuable to avoid the need for a rooftop antenna. Telecom oper-
ators are moderately sensitive to the cost of extra equipment (ATIS, 2017).

B. Moderate-Accuracy Positioning of People and Road Vehicles. These user
needs are fulfilled today primarily by smartphones and similar devices. Real-
istically, mass adoption of a new system for these users will only occur if it can
be integrated into smartphones at low cost. By analogy with cell phone service,
it might be acceptable to cover 99 percent of the population without providing
truly global service.

C. High-Accuracy Positioning of Equipment. These users need submeter or
even centimeter-level precision for surveying and the guidance of expensive
equipment for construction, mining, drilling, or agriculture. Today they use
differential GPS and are accustomed to paying for high-end PNT services. In
many cases, these users are located in remote areas.

D. High-Reliability Positioning in Aircraft Landing. Aviation users have pre-
cision requirements that are demanding in a slightly different way. Submeter
accuracy is not required, but the error must be bounded with very high reli-
ability; an occasional error of many meters would be unacceptable. For land-
ing aircraft, vertical position accuracy is important, which is difficult for some
PNT systems to deliver.

E. Low-Accuracy Positioning of Aircraft and Ships En Route. Finally, “classic”
navigation users do not need indoor reception, can afford user equipment beyond
a smartphone, and do not have highly demanding accuracy requirements—but
they do need coverage across wide areas, possibly far from shore.

The reported accuracy needs of users in these five areas are shown in in Tables 5.1

through 5.5.
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Table 5.1

Reported User Needs for Timing Accuracy on Networks

81

Critical Sector Application Accuracy Range
Communications/ Billing, alarms 1-500 ms
mobile applications® Internet protocol delay monitoring 5-100 ps
Call handoff/continuation? 10-30 ps
Node-to-node communication? 7-9 us
Network routers and switches, network backhaul® 4-5 ps
Time stamping/event management 2-5ps
LTE-TDD (large cell); WiMAX-TDD (some configurations) 1.5-5 ps
UTRA-TDD; LTE-TDD (small cell) 1-1.5 ps
Handoffs in WiMAX-TDD (some configurations) 1 ps
Wired Conversational video (live streaming) 150 ms
communications® Conversational voice 100 ms
Mission-critical data 75 ms
Mission-critical delay-sensitive signaling 50 ms
Vehicle-to-everything messages 50 ms

Network routers and switchesP

Grandmaster clockP

1.5 ps to 50 ms
1.5 ps to 50 ms

Electricity Physical/video security 1s
Network security 1ms
Sequence-of-event recorder 1ms
Protective relays—coordinated controls 1 s
PMU—offline 1 s

Emergency services Public safety answering point Sub-1s
Simulcast Land Mobile Radio systems 2ms
FirstNet 1.5 ps

Financial services Manual security trading 1s
Automated security trading 50 ms
Computer system clocks and time stamping 100 ps to 50 ms
Non-high-frequency trading (ESMA MiFID II) 1ms
High-frequency trading (FINRA CAT NMS, ESMA MiFID 1) 100 ps

SOURCES: Cavitt et al., 2018; FINRA CAT, 2020; European Union, 2016.

NOTES: ESMA = European Securities and Markets Authority; UTRA = Universal Mobile

Telecommunications System Terrestrial Radio Access; PMU = phasor measurement unit. FirstNet
= First Responder Network Authority. FINRA = Financial Industry Regulatory Authority,” “CAT =
Compliance Audit Trail,” “NMS = National Market System

2 Applies to second generation (2G), third generation (3G), LTE frequency-division duplexing, and
LTE Advanced, LTE-FDD, and LTE-A, except where otherwise noted.

b violation of a timing requirement expected to have a relatively minor impact.

¢ Applies to Synchronous Optical Networking (SONET), time-division multiplexing (TDM), Ethernet,
and ultra-high-speed Ethernet.
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Table 5.2

Reported User Needs for Moderate-Accuracy Positioning of People and Road Vehicles

Critical Sector Application Position Accuracy Range
V2l applications Road 5m
Lane 1.1m
Where in lane 0.7m
V2V applications Road 5m
Lane 1.5m
Where in lane 1.0m
Chemicals Tracking chemicals through a supply chain 1-5m
Inspection and monitoring of equipment, Sub-1m
pipes, and assets
Chemical cleanup Sub-1m
Commercial facilities Location-based marketing and sales Sub-5m
Geographical service extension Sub-5m
Communications Wireless signal strength measurement Sub-5m
Service and fleet management Sub-5m
Public safety alert management Sub-10 m
Emergency services Strategic deployment of resources Sub-1m
(large incidents)
Dispatch and routing (routine incidents) Sub-1m
Public safety alert management Sub-10 m
Financial services Tracking assets, such as cash 15m

Risk assessment

Loan loss mitigation/measurement

5 m to track consumer
auto behavior

5 m to track automotive

collateral
Food and agriculture Food sourcing 5m
Food control Sub-5m
Workforce/asset tracking Sub-5m
Government facilities Base planning/coordination Sub-1m
Student tracking systems Sub-5m
Defendant/parolee tracker Sub-5m
Health care and public health Health data mapping Sub-1m
Location-based services to direct patients Sub-5m
to health services
Telemedicine and response Sub-5m
Nuclear materials and waste Tracking materials and waste through a 1-5m
supply chain
Water and wastewater Fleet management Sub-5m

SOURCES: Thompson, Chen, and Lawson, 2018; Tralli et al., Annex: Transportation Sector, Positioning
and Navigation Critical Infrastructure Market Assessment and User Needs Framework and Methodology:
Towards Developing a Formal Set of Structured, Validated Requirements and Technical Specifications
for a Complementary or Backup System to the U.S. Global Positioning System, El Segundo, Calif.:
Aerospace Corporation, November 30, 2018b.

NOTES: V2I = road vehicle to infrastructure; V2V = road to vehicle.
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Table 5.3

Reported User Needs for High-Accuracy Machine Positioning

Critical Sector

Application

Position Accuracy Range

Commercial facilities Construction Sub-1m

Dams Monitoring deformations in dams and 1 cm horizontal
infrastructure (structural integrity) 2 cm vertical
Monitoring deformations in landforms Sub-0.5m
and waterways
Construction of dams Sub-10 cm

Energy Seismic exploration (land and marine) 1 m for seismic exploration

Dynamic positioning—drilling at sea

Construction

10 cm for hydrographic mapping
1 m for docking

10 cm for dredging and
construction
1 m for cable and pipe laying

Food and agriculture Mapping farms Sub-1m
Piloting farm equipment Sub-1m
Variable-rate technology Sub-1m
Maritime Port Tm
Nuclear reactors, Inspection and monitoring of facilities 1cm
materials, and waste . .
Monitoring crustal deformations at a Sub-1m
nuclear waste disposal site
Water and wastewater Equipment mapping, monitoring, and Sub-1m
tracking
Survey and mapping of landforms and 1cm

waterways

SOURCES: Thompson et al., 2018; Tralli et al., 2018b.

Table 5.4

Reported User Needs for High-Reliability Positioning in Aircraft Landing

Critical Sector Application Position Accuracy Range
Aviation APV 16 m horizontal
20 m vertical (APV-I)
8 m vertical (APV-11)
CAT I landing 16 m horizontal, 4-6 m vertical
CAT Il landing 7.5 m horizontal, 1 m vertical
CAT lll landing 3 m horizontal, 1 m vertical

SOURCE: Tralli et al., 2018b.

NOTE: APV = Approach Procedure with Vertical Guidance.
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Table 5.
Raezsrfeil User Needs for Low-Accuracy Positioning of Aircraft and Ships En Route
Critical Sector Application Position Accuracy Range
Aviation Oceanic phase of flight 7.4 km
En route flight 3.7 km
Terminal flight 750 m
Non-precision approach (NPA) 220 m
Maritime Ocean navigation 10m
Port approach and restricted waters 10m
Inland waterways 2-10 m

SOURCE: Tralli et al., 2018b.

Identifying the Technology Options for Increasing PNT Robustness
and Resilience

In the remainder of this chapter, we provide a description of options for enhancements
and alternatives that could strengthen the PNT ecosystem in response to threats to
GPS. Reflecting the differences in the desired levels of precision or accuracy of differ-
ent critical infrastructure sectors discussed above, some options are relevant to some
sectors but not others.

Also, some of these enhancements are already a part of the ecosystem relatively
broadly; thus, their potential for strengthening the PNT ecosystem would consist
of more broadly using those enhancements across applications to better make use
of already available capabilities. In other cases, options and technologies have been
designed for specific applications that are qualitatively different from serving national
PNT needs (e.g., positioning and navigation systems designed to be implemented in
single facilities or well-defined areas like ports). For those options, the potential for
strengthening national PNT is a question of broader diffusion and adoption, but where
the designed end point might not be full national coverage.

To organize this discussion, we have placed the options into six broad categories,
summarized in Table 5.6.

* The options in the first broad category are wireless PNT signals, systems that
provide dedicated RF signals to user equipment, locally computing a PNT solu-
tion based on the known location of either space-based or terrestrial transmitters.

* In the second category are technologies that use RF “signals of opportunity”—
signals that are broadcast for reasons other than navigation or time transfer but that
can be used to find an estimated location of the receiver by triangulation and,



Identify Alternative Sources and Technologies to Increase National PNT Resilience and Robustness 85

Table 5.6
Complementary PNT Options

Class of Alternatives

Example Alternatives

Common Characteristics of
All Alternatives in Class

Wireless PNT signals e Multi-GNSS constellations RF signals from transmitters of
e eloran known location
o Satelles STL User computes time and location
from pseudorange
e NextNav Lo .
Maintains user anonymity
* Locata
e Pseudolites
Signals of opportunity e WiFi/WLAN Existing RF signals not primarily
o LTE/4G Cellular intended for navigation
e 5G Cellular User computes location from
triangulation and ranging
e MF DGNSS .
User may or may not get time
e AIS from signal
Wireless time signals e WWVB Usable by remote users
e DCF77 Maintains user anonymity
Provides time only
Wired time signals e NTP Variations on two-way communi-
cations to measure time-transfer
o PTP
) ) delays
* Optical fiber Provides time only
e White Rabbit
User equipment based e Holdover clock No new signals
e Chip-scale atomic clock Relies only on modifications to
e Inertial navigation system user equipment
e Simultaneous location and '(Ij'ypllca.IIIy ansGo’\rlsssnd technologies
mapping (SLAM) issimilar to
May maintain user anonymity
PNT resilience technologies ¢ Nulling antennas Enables continued use of GPS

Direction finders

Jamming or signal degrada-
tion detection systems

signals and/or existing user
equipment

Maintains nominal PNT perfor-
mance of benign environment

therefore, can be used for navigation purposes. Some signals of opportunity may
also include time information.
* The third category covers RF timing signals that are only intended to provide
time; because of the design of their transmitter network, such signals cannot be
used to compute position.
* The fourth captures wired time signals, in which information needed to access
or calculate precise timing are exchanged on wired networks (e.g., terrestrial com-
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munication, fiber-optic, or other dedicated networks). These methods provide
time transfer only and have no application to positioning or navigation.

e The fifth includes all options that involve only user PN'T-related equipment and
do not involve RF signals. Options here include methods to “hold over” PNT
(initially calibrated against GPS or other sources) and continue activities using
the holdover technology through a GPS disruption. Holdover clocks and INS are
key examples of such technologies.

* The final category we consider are PNT resilience technology options; such
options are not new complementary PNT alternatives—rather, they are measures
intended to enable the continued use of GPS user equipment, despite the exis-
tence of threats to their use. These options should also be considered because they
might affect the need for, or choice of, a complementary PNT system.

The divisions between categories are not sharp and the alternatives could cross
categories. For example, a dedicated wireless PN'T or timing signal from one transmit-
ter or a few transmitters could be used in combination with other less-structured RF
signals of opportunity for improved overall results (see Johnson and Swaszek, 2014).
Wired time signals could improve the synchronization of transmitters and lead to a
downstream improvement in wireless PN'T performance. Also, besides the variation
in capability, accuracy, and precision provided by different alternative sources of PN'T
and the different contributions of potential resilience or other technologies, many other
factors could influence the acceptability of some options. For example, one key feature
of wireless signals is that users typically can use these signals anonymously. That is,
they do not have to share their derived PNT with any other user or transmitter. This
is important for user privacy and is likely to be an important factor in user adoption.

In the remainder of this section, we describe the range of options summarized in
the second column of Table 5.4 and discuss their variation in capabilities and costs. For
readers interested in greater technical detail, see Appendix C.

Wireless PNT Signals

Because of the attractiveness of being able to fix a position using a single user receiver
or access timing information without the need to connect to physical infrastructure, a
number of technology options—including those designed for wide areas and systems
intended for implementation in smaller areas—are based on use of wireless signals.
Many of these methods use four independent signals to compute three-dimensional
position and time; fewer signals could be used if position or altitude is considered to
be known.

Multi-GNSS Receivers
Even for devices that are primarily designed around using GPS, it is advantageous to
also make use of other existing (and potential future) GNSS signals as well. In addition

to GPS, GLONASS, Galileo, BeiDou, Quasi-Zenith Satellite System (QZSS), and
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Indian Regional Navigation Satellite System (IRNSS), all could be sources of addi-
tional satellite-based PN'T data. By using a larger number of signals, PNT accuracy
can be improved and performance issues such as drop-offs in performance when indi-
vidual satellite signals are blocked by geography or buildings (discussed in Chapter
Four) can be reduced. Multiple redundant signals can also make it possible for receivers
to compare the answers they get using different systems, thus making it easier to moni-
tor for inconsistency and threats like spoofing attacks. If all four major satellite constel-
lations could be processed on one chip, then well over one hundred signals would be
available globally.

Because of these advantages, many GPS receivers already use two or more GNSS
signals. A 2016 survey of GPS receivers finds that nearly 65 percent of receivers exploit
at least two constellations, with GPS and GLONASS being the most common among
the various possible combinations (European GNSS Agency, 2016). Most smartphones
built in the last several years already support this capability. Smartphones that also
receive Galileo and BeiDou signals have been released (European GNSS Agency, 2018)
and will likely become common in the next few years.

If GPS signals are degraded because of some event specific to the GPS constella-
tion or because of spoofing that mimics the unique structure of the GPS signal, then
multi-GNSS receivers may maintain good PN'T, with only a slight degradation of per-
formance. However, in the case of deliberate noise jamming, an attacker could likely
jam all GNSS signals because of their shared frequency band and weak signal levels.

Redundant satellite GNSS systems can significantly reduce the risk of spoofing
attacks, given the ability to cross-check information from different systems (or, con-
versely, the requirement to spoof multiple systems simultaneously). Although using
multiple constellations does not fully mitigate the risk of jamming, it does address the
majority of GPS-system specific threats (specifically, the large-scale successful cyber-
attack on GPS). Then again, the reliance of states on the functionality of their own
GNSS systems also reduces the likelihood those same states would stage large-scale
nuclear or other attacks in space given the likely collateral damage to their own systems.
Space weather would remain a concern because it would affect all space-based systems.

Because multiple GNSS constellations already exist and the technology needed
to use their signals is already being adopted and proliferated into consumer-level tech-
nologies, this technology represents an existing and expanding component of the PNT
ecosystem. As such, government action is not needed to promote development or
adoption, because market forces and the technical advantage provided by adoption are
already driving the processes.

Both GPS and other GNSS constellations are now broadcasting on multiple fre-
quencies, and receivers which take advantage of dual-frequency multiconstellation
(DFMC) GNSS are now becoming commonly available, including in smartphones.
This modernized DFMC GNSS will deliver significantly better performance than
unaugmented legacy GPS.
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elLoran

Loran-C was a timing and radionavigation service using high-power signals from ter-
restrial antennas in the 90-110 kilohertz (kHz) band. It was intended to provide posi-
tioning accurate to within about 0.25 nautical miles or 460 meters (Narins, 2014).
That level of accuracy was useful to mariners, although it was insufficient for harbor
navigation. Still, since the error in repeatability of the position calculation and the rela-
tive location with respect to nearby users could be several times better, it was useful
for the relative navigation and safety of ships (USCG, 1992). eLoran was designed to
be an improved version (providing better positioning accuracy) that would make use
of the same transmitter sites and much of the existing Loran-C infrastructure (Inter-
national Loran Association, 2007; John A. Volpe National Transportation Systems
Center, 2009).!

The signals used for eLoran have some advantages, notably the ability to propa-
gate without suffering from the line-of-sight limitations that are typical of most other
signals designed for PNT. As a result, eLoran signals can penetrate into indoor envi-
ronments. Signals from eLoran transmission sites can be used for timing by comput-
ing the time difference of arrival for any pair of signals.? As with other PNT systems,
accuracy and performance is improved when more signals from separate transmitters
can be used. The extent that an eLoran signals could provide national coverage would
depend on the number of sites at which transmission towers were installed.

Even without the benefit of differential corrections, eLoran is expected to provide
time transfer with better than one us accuracy. With a network of reference receivers to
provide differential corrections, time transfer accuracy would be better than 100 nano-
seconds (ns) (Offermans, Bartlett, and Schue, 2017; UrsaNav Inc. and Harris Corpo-
ration, 2017). Differential corrections should allow positioning accuracy of about 20
meters, and one model suggests that accuracy better than ten meters may be possible
(Safar, Vejrazka, and Williams, 2011).

eLoran has been deployed largely in other countries. The General Lighthouse
Authorities of the United Kingdom and Ireland (GLA) pursued an implementation of
an eLoran network with the hoped-for cooperation of other European nations. GLA
found that maritime navigation by eLoran within 30-50 meter accuracy was possible
(Ward et al., 2015). However, the governments of France, Norway, Germany, and

' 1n 2007, the DoT and DHS jointly recommended that the national backup for GPS should be eLoran (Par-
kinson et al., 2009). However, in February 2010, the USCG ceased transmitting most Loran-C signals, and in
August 2010 U.S. stations that had operated in concert with Canadian stations also ceased transmitting. In all,
twenty-nine U.S. and Canadian stations were decommissioned (USCG Navigation Center, 2011). The USCG
began dismantling former Loran-C stations until 2014, when the Howard Coble Coast Guard and Maritime
Transportation Act of 2014, further extended by the Coast Guard Authorization Act of 2015, directed the USCG
to cease dismantling the towers until it could make a determination that the Loran-C infrastructure was no

longer needed as a backup for GPS.

2 Synchronization is maintained by three atomic clocks at every transmitting station. The redundant atomic
clocks improve overall timing accuracy and improve holdover duration in the event of a GPS outage.
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Denmark decided that the benefits of the eLoran network did not justify the cost and
shut down their transmitters, ultimately leading the GLA to also abandon the project
(Saul, 2016; Proctor interview, 2018). Saudi Arabia has upgraded its five Loran stations
to be eLoran-capable. India is also reportedly interested in upgrading its six Loran sta-
tions and perhaps expanding the network (Narins, 2014). South Korea is pursuing an
eLoran system for use in port entry, motivated by concerns over North Korean GPS
jamming (Seo interview, 2018). South Korea is currently testing the capabilities and
has not reached initial operational capability; the aim for final operational capability
(FOC) is 2019.

Unlike with alternative GNSS signals, where receiver technology is being inte-
grated into devices broadly, some user systems would still require significant technol-
ogy development to integrate eLoran. Currently, receivers are not small enough to be
integrated into smartphones, although miniaturization may be possible (Reelektron-
ika, 2017). Current technology would therefore only be applicable to less size-sensitive
applications (e.g., some critical infrastructure timing needs).

As a result, for eLoran to make a broad contribution to reducing the risk from
GPS disruption or corruption, significant government investment and adoption pro-
motion would be required. Transmitter sites would have to be put in place and main-
tained; also, while eLoran would not be exposed to space-based threats to the extent
of satellite systems, eLoran would be subject to a range of ground-based natural and
adversarial threats. Implementations with fewer eLoran towers (e.g., implementations
that use the system for timing rather than positioning could require as few as four sites)
would minimize infrastructure costs, but such implementations would be subject to
greater risk from ground-based threats because there would a smaller number of poten-
tial targets. Given the need for specific receiver equipment, many users would need to
acquire new receivers. The likelihood of users making that investment (in contrast to
the multi-GNSS case above where market forces are driving integration) is not clear.
Current costs of receivers are in range of thousands of dollars, but even large percent-
age reductions in that cost with increases in production would still mean that cost
could be a barrier for some classes of users to adopt.

Because this technology is not implemented and there are not clear market drivers
for putting the infrastructure in place or driving adoption in use once built, significant
government action (and associated costs) would be required for eLoran to make a con-
tribution to national PNT robustness and resilience.

Satelles Satellite Time and Location

Iridium has had a constellation of 72 communication satellites (66 operational satellites
and six spares, in six orbital planes) in low earth orbit (LEO) (Graham, 2018). While
this constellation has the primary mission of providing commercial mobile voice and
data communications globally, it has recently been utilized to transmit PNT signals,
providing a PNT solution from LEO that is independent of GPS in collaboration with



90 Analyzing a More Resilient National Positioning, Navigation, and Timing Capability

Satelles and other firms (Reuters, 2016; GPS World Staff, 2017; Spectracom, 2018).
STL is a subscription-based product where the company provides user equipment and
service support to customers (Iridium, 2016).

Iridium transmits in a different frequency from GPS signals, although not in a
radically different band, and uses a much more focused transmission geometry. As a
result, the power of the signal at ground level is much stronger than GPS and, there-
fore, less susceptible to jamming. However, its positioning and timing accuracy is lower
fidelity: STL positioning accuracy is advertised as 30—50 meters and timing is 200 ns
compared with typical GPS performance of about five meters positioning accuracy and
about 20 ns timing accuracy (Spectracom, 2018). As a space-based system however,
STL would still be exposed to some of the same risks as GPS with respect to natural,
cyber, and national security-driven threats.

Because this system already exists and is available in the market, government
investment in infrastructure is not required. The contribution of this service to national
PNT resilience is therefore constrained by user adoption, which has associated costs
given the subscription model for the service. The current extent of user adoption could
not be assessed: Although firm communications claim that “many from industry and
government are already using this service to achieve a more robust PNT solution,”
specific information identifying the number or identity of those clients is not publicly
available (Spectracom, 2018). As with eLoran, current devices are not small enough
for integration into size-demanding applications but might be miniaturized with fur-
ther development. Exact cost estimates of this service have not been publicly released;?
however, any annual costs associated with the service would be a barrier to adoption
over, for example, the use of multi-GNSS satellite signals that are being integrated into
many devices as a result of market forces.

Consequently, while potential government costs associated with promoting this
system as a part of a more robust PNT ecosystem would be low with respect to infra-
structure, costs to drive adoption by users, which would be required for the system to
make a substantial contribution beyond any that have already elected to purchase it on
the market, would not be low; depending on exact per-user initial or recurring costs,
the costs could be considerable.

NextNav Metropolitan Beacon System

The NextNav Limited Liability Corporation (LLC) has developed a system of terres-
trial beacons to provide precise PNT signals to mobile device users in covered areas.
Branded as the MBS, it can serve as a complementary PNT source where GPS signals
are unreliable (e.g., urban canyons) or provide primary PNT capability where GPS
signals are too weak to penetrate (e.g., indoors). The technology provides a signal that
is much more powerful than GPS satellite signals at ground level. NextNav claims the

3 Supporting analysis is provided in the proprietary Appendix G to this report.
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system can provide under ten-nanosecond signal timing. Because vertical accuracy
based on ranging signals is typically poor for terrestrial systems, NextNav uses dif-
ferential pressure measurements between sensors in the beacons and user devices to
determine altitude. It claims a one to two meter (or “floor level”) vertical accuracy for
indoor positioning.

The MBS has been installed in several metropolitan areas for demonstration
(Gates and Pattabiraman, 2016). NextNav claims five to ten meter horizontal accu-
racy throughout the metropolitan regions where the system has been installed, which
includes a “commercial-grade” deployment in the San Francisco Bay area (over 900
square miles between Marin County and San Jose) and “initial builds” in 39 other
metropolitan regions as of October 2013. Beyond these initial deployments, the extent
of the potential contribution of such a system would be driven by the scope of deploy-
ment. Like other ground-based systems, national coverage would require much broader
(and therefore more expensive) infrastructure investment than local implementations.
Infrastructure costs associated with system implementation is not publicly available.

In addition to considering national PNT needs given concern about threats to
GPS, efforts have also focused on the needs of emergency responders and 911 emer-
gency call systems because of the transition of many individuals from wired to mobile
phones. While legacy 911 systems could readily link a call to a specific address, aiding
dispatch and response, calls to 911 from mobile phones are more of a challenge. To solve
this problem, the enhanced 911 (E911) initiative is focused on modernizing 911 sys-
tems to use mobile positioning data to locate callers to provide similar aid to response.
The ability of MBS to provide positioning in urban environments and indoors, with
floor-level accuracy, significantly benefits E911’s goal of automatically providing the
location of callers to 911 dispatchers. Efforts related to E911 have been a part of the
FirstNet program (a program addressing first responder communication and other
needs with AT&T as the prime contractor), and AT&T and NextNav have signed a
term sheet in support of meeting FirstNet’s enhanced location with z-axis capabilities
requirement. At the time of this writing, the firms report that they expect to have a
definitive agreement signed in the coming months in support of this effort and to roll
out the service commercially.> To the extent that a decision is made to implement this
system under FirstNet in populous areas of the country to address E911 capability and
first responder positioning within urban built environments, that same investment will
incidentally provide supplemental PNT coverage to other users in those areas as well.

As is the case for multi-GNSS signals, the technology for integrating the ability
to receive and use these signals is being developed and deployed at no cost or minimal

4 Supporting analysis is provided in the proprietary Appendix G to this report.

5> Email from Ganesh Pattabiraman, chief executive officer, NextNav, December 7, 2018.



92 Analyzing a More Resilient National Positioning, Navigation, and Timing Capability

cost to consumers.® Mobile processors capable of supporting the MBS are being inte-
grated into commercially available mobile devices today, and the rapid refresh rate of
such devices will mean adoption by consumers within near-term time periods.

Although government costs associated with expanding this option beyond what-
ever areas FirstNet will cover would be considerable, that decision will lie in the future
after the costs and performance of the FirstNet system can be assessed. Certainly, with
the ability to use these signals already being integrated into user devices, adoption pro-
motion costs would appear to be low.

Locata

The Locata Corporation has developed a system of terrestrial beacons to provide
PNT signals to dedicated receivers in a localized area. The system reportedly can pro-
vide centimeter-level positioning precision and under one ns timing synchronization
between transmitters without the use of atomic clocks. Locata uses a proprietary signal
in the same band as Wi-Fi transmitters and therefore performs similarly to Wi-Fi with
respect to signal obstruction and interference.” The system consists of transmitting
beacons. The original intent was to develop a system to provide positioning in loca-
tions where GPS signals could be obstructed or degraded, such as deep valleys, open-
cut mines, forested areas, and urban and indoor environments (Rizos, Gambale, and
Lilly, 2013). The system has been used in warehouses, mines (Rizos, Gambale, and
Lilly, 2013), government facilities (Craig et al., 2012), airports, and sea ports to back up
GPS and/or improve available precision, especially for logistics applications.

Because it operates in a different frequency band than GPS, jamming the system
would require different jammers than attacking GPS alone. As a terrestrial system,
it would not be exposed to the same risks as space-based systems, but it would be
affected by ground-based threats and hazards. As with other locally installed systems,
the breadth of the potential contribution of this system to national PNT robustness
and resilience (versus the system’s design to cover key sites where backup PNT was
needed) would depend on how widely it was implemented, and the infrastructure costs
would scale with the breadth of that implementation.

While companies like Leica have created integrated user devices that act as receiv-
ers for both Locata and GPS, there is no standardized Locata microprocessor that has
been integrated with consumer-level user devices, such as what is happening with multi-
GNSS chips and the NextNav MBS system. Such development may be possible, but at
present, deployment of a LocataNet generally requires users to purchase all parts of the

© For the E911 application, low barrier to individual adoption in smartphones is critical to achieve the intended
life safety goals.

7" Locata indicates in their on-line FAQ that their system will not interfere with Wi-Fi systems operating with it
if properly configured (Locata, undated).
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system.® This would represent an important barrier to adoption, and adoption promo-
tion could therefore become a significant government cost if this system was intended to
become a significant contributor to national PN'T robustness and resilience.

Use of Locata in Aviation

Locata has demonstrated high vertical precision (0.15 m) in tracking high-altitude air-
craft over an Air Force test range at White Sands (Craig et al., 2012). To help assess
whether Locata could support the precision landing applications listed in Table 5.4,
the HSOAC team modeled the performance of a ten-transmitter Locata installation
similar to the one at White Sands.

Figure 5.1 shows the vertical dilution of precision (VDOP) one would predict at
various altitudes over the installation, given the transmitter geometry. The transmitters
are located on hills with altitudes varying over a range of 3,000 ft, and horizontal loca-
tions indicated by black x* marks. One would expect that at altitudes over 20,000 feet
above mean sea level (MSL), this LocataNet would have a VDOP between two and
three over most of the test range between the transmitter locations, and indeed, this is
confirmed by the test performance reported in Craig et al. (2012), in which an aircraft
at 25,000 feet measured VDOP at 2.7 and vertical root mean square (RMS) error at
15 cm. If the aircraft were to descend to lower altitudes, however, the VDOP would
become worse because the geometry of the terrestrial transmitters would be less favor-
able for determining vertical position. Close to the ground, the VDOP would often be
over 25 so the vertical RMS error would be over 1.5 m and the 95-percent error would
be over 3 m. This is too much vertical error for a CAT II or CAT III precision landing,
but it might be adequate for a CAT I precision landing.

Pseudolites

Pseudolites refers to terrestrial transmitters that broadcast signals compatible with exist-
ing GNSS user equipment on the same carrier frequency using a signal structure that
is the same as GPS or any other GNSS (Raquet, 2013). A key motivation for such sys-
tems is indoor PN'T where space-based signals are not available. Pseudolites can also
have much higher signal strength than normal GNSS signals and thus much greater
resistance to jamming. Because of the terrestrial geometry of pseudolite transmitters,
horizontal positioning using such systems would be about as accurate as space-based
PNT, although vertical positioning would be inferior. Several approaches have been
proposed for using these technologies, reflecting the practical issues associated with
data provided by a ground-based, immobile transmitter being interpreted by devices
designed to use data transmitted by mobile satellites. At least some pseudolite concepts
might potentially be implemented at relatively low cost using software-defined radios
and other commercially available equipment. However, there are concerns, including
the potential that pseudolites might create interference for space-based GNSS signals.

8  More detailed cost information is included in the proprietary appendix to this report.
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Figure 5.1
Predicted Vertical Dilution of Precision from LocataNet at White Sands
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The associated challenges mean that no pseudolite architecture based on the GPS/
GNSS carrier frequency has been commercialized. Indeed, it would be illegal to broad-
cast signals that interfere with GPS. Any pseudolite architecture would have the diffi-
cult task of proving it is compatible with GPS before it could be entertained as a viable
backup option.
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Signals of Opportunity

Signals of opportunity (SoOPs) are defined as RF signals that are not intended for
navigation (Raquet, 2013). These can include such things as AM/FM radio, digital
TV, Wi-Fi (IEEE 802.11), Bluetooth, RFID, and cellular telephony. Advantages of
SoOPs are (1) they are ubiquitous; (2) many are high power compared with GPS and
therefore would be relatively difficult to jam; (3) many can penetrate buildings or are
available in indoor environments; and (4) common user devices like cell phones already
receive many of these sorts of signals. Disadvantages of using such signals for PNT are
(1) since they were not designed for PNT, resulting PNT accuracy is likely to be worse
than GPS; (2) positioning is possible only if transmitter locations are known; and
(3) such signals will not be available everywhere.

Apple and Google, as well as third-party providers such as Skyhook Wireless,
maintain maps of transmitter locations to aid in positioning. These “navigation clouds”
can be maintained in large part by crowdsourced data sent back from smartphones
and tablets to the operating system providers (Fleishman, 2011; Huang and Apple Inc.,
2014).

Software-defined radios (SDRs) could generalize such a concept because they
could potentially make the fullest use of transmitters on the RF spectrum. Data ana-
lytical methods could infer and continually improve knowledge about transmitter
locations, which could be available to users if GPS becomes unavailable. This might
present user privacy concerns, but it is technically plausible.

Below, we consider three main SoOPs—Wi-Fi, LTE (4G) cellular service, and
5G cellular service—as most relevant for land-based PNT. Another set of SoOPs—
medium-frequency differential GNSS broadcasts and AIS broadcasts—has been pro-
posed in the context of maritime navigation.

Wi-Fi/Wireless Local Area Network

Wireless local area networks (WLANs) are commonly based on Wi-Fi signals. Such
WLAN:S are ubiquitous; many homes and commercial establishments have them. Our
smartphones detect them, even when they are secure networks that cannot otherwise
be accessed. Ranges of such signals range from a few tens of meters for simple home
installations to perhaps many times more for more powerful and extended networks, as
one might find at a hotel or office. Koivisto et al. (2017) report that ranging accurate
to three to four meters is possible. The accuracy of Wi-Fi positioning on typical user
devices has been reported to be up to 2.5 meters (Empson, 2013) but perhaps more
commonly 10-20 meters (Skyhook Wireless, undated).

Since Wi-Fi signals are already available to a vast number of user devices, the
main challenge for employing this approach is maintaining the database of transmit-
ter locations. As mentioned, Apple and Google maintain “navigational clouds” of this
type by using crowdsourced information from smartphones (Fleishman, 2011), thus
providing users with position and navigation knowledge that is comparable to GPS in
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environments where multiple Wi-Fi and WLAN signals are simultaneously detected.
While this relies on the prior location information for the Wi-Fi transmitters, which is
established usually through GPS, that location is unlikely to change.

The Wi-Fi and WLAN alternatives can generally provide positioning and navi-
gation comparable to GPS with little or no modification to common user equipment.
This is particularly attractive for cell phones, which by far represent the largest class of
receivers. Moreover, the signals are generally ubiquitous in urban and suburban areas,
even indoors. Deployment is generally not dense enough in rural areas for positioning.
However, it is unclear whether Wi-Fi can support time transfer. For the present dis-
cussion, we assume that it does not. As terrestrial systems, these technologies have dif-
ferent threat and hazard exposure than space-based systems, and their diffuse nature
means that they would be highly difficult (and even impossible) for an attacker to
disable (outside of scenarios where there are massive attacks on the power or commu-
nications grid that would have consequences separate from PNT loss). Of course, they
could be jammed locally but not easily over large areas. As preexisting infrastructure
that is built by individuals and sustained by communications and other providers as
part of commercial activities, these elements of the PNT ecosystem already exist at no
cost to government and do not require government investment going forward.

LTE (4G) Cellular
LTE is a specific implementation of 4G cellular telephony that is in common use in
U.S. markets. According to International Telecommunications Union standards, LTE
base stations should remain synchronized with Universal Time Coordinated (UTC)
within 1.5 ps (Goode, 2018). This is easily maintained when base stations have access
to GPS signals. This degree of synchronization allows users to infer location data from
LTE signals. As is the case for GPS signals, user devices like cell phones determine their
position based on time differences in arrival of signals from different base stations.
LTE is reported as being able to typically provide positioning accuracy of several tens
of meters, possibly also using measurements of signal strength (Koivisto et al., 2017).
The intrinsic time uncertainties in base stations dominate the quality of time transfer,
with users able to maintain time to nearly 1.5 us of UTC, as long as the base stations
maintain time to this accuracy.

As a terrestrial alternative to GPS, 4G-LTE is likely to be useful for PNT against
a wide range of threats as long as base station synchronization remains adequate for
time-based positioning. This is likely to be true for outages even as long as months.
Only for very long-term outages might positioning and navigation eventually degrade
to the point of becoming nonuseful. Moreover, these signals are ubiquitous, even more
so than Wi-Fi because they extend into many (though not all) rural areas. As a result
of their ongoing business operations, providers of wireless communications also have
an incentive to maintain service (e.g., to repair towers damaged in ground-based inci-
dents) and, therefore, PNT functionality without government expenditure. There are
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also not separate consumer costs associated with access to PNT from this source sepa-
rate from their communications subscription plan with a provider.

5G Cellular

Although the standards for 5G cellular telephony are not fully established, some of
its characteristics can be anticipated. Because of the nature of the technology associ-
ated with 5G, the expectation is that there will be a much higher density of transmit-
ter nodes to connect with user devices (Roessler, 2017; Koivisto et al., 2017). This is
expected to allow devices to use 5G signals to determine their location within one meter
or less. This is considerably better than what is now possible with GNSS alone. More-
over, there will be a significant incentive for users and providers to implement such
capability. Whether the computations to localize and track occur in user or provider
equipment appears to be a choice that has not yet been made.” Much like 4G-LTE,
the synchronization requirement for a 5G network is expected to be +1.5 ps across the
entire network, but the synchronization among adjacent nodes might be considerably
better (Goode, 2018). Hence, it is likely that positioning and navigation based on 5G
can be sustained for long periods without GPS or GNSS. The quality of synchroniza-
tion will probably also degrade only slowly following a GPS/GNSS outage, although
the absolute accuracy of time transfer would probably degrade at the rate implied by
the quality of any holdover clocks in the 5G network.

Because 5G implementation is already in progress, the United States will prob-
ably see the first major deployments of 5G infrastructure over the next few years. This
technology could meet the PNT needs of many critical infrastructure sectors, with few
implications for acquisition other than those already expected under consumer market
forces. The only question may be whether 5G will be available in remote areas, where
providers may not have an incentive to invest in the cost of dense transmitter networks.

As a terrestrial alternative to GPS, 5G is relevant across a wide range of threats,
providing positioning and navigation superior to GNSS and GPS as long as base sta-
tion synchronization remains adequate and timing synchronization can be passed to
the 5G cells. Additionally, the existing 4G-LTE network described above will continue
to function for months even if the 5G cells degrade. As with 4G-LTE, implementation
of these technologies are driven by market forces (and largely distinct from PNT as a
specific function); as a result, there is little need for government investment or expen-
diture for either infrastructure or user adoption.

Medium Frequency (MF) Differential GNSS (DGNSS) and Other Signals

Johnson and Swaszek (2014) proposed using ME-DGNSS broadcasts, normally used
to transmit correction and integrity information for the GNSS, in a ranging mode,
possibly together with other existing SoOPs such as AIS broadcasts. Their feasibility

2 The choice will have implications for computational demands on user equipment and also issues for user
privacy.
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study looked at navigation in the North Sea using MF-DGNSS, AIS, and possibly
a single eLoran transmitter. Using MF-DGNSS alone, the achievable accuracy was
better than ten meters in most of the North Sea area during daytime, but about a factor
of ten worse at night. Using AIS signals alone was able to give ten-meter position accu-
racy near the coast, where AIS transmitters were within line of sight. The combination
of all three signals gave the best performance, with better than ten-meter accuracy near
the coast and at least 100-meter accuracy in the center of the North Sea.

Wireless Time Signals
Beyond time information being provided as part of an overall PNT system, there are
also dedicated wireless systems intended for timing alone.

wwyvB

WWVB is a radio timing signal broadcast by the National Institute of Standards and
Technology (NIST) from Fort Collins, Colorado.!® The signal can be received across
most of North America, although reception varies with time of day and is best at night.
Apart from the propagation delay of the radio signal, WWVB has an inherent time
accuracy of about 100 ps. The radio signal delay could introduce an offset of up to 15
milliseconds (ms) in the CONUS (DoD, DHS, and Dol, 2017), although this can
be corrected in many cases for the path and reduced to 100 microseconds (Lombardi,
2003, p. 26). A key issue for WW VB users is that electromagnetic interference (EMI)
from a variety of sources can prevent signal reception (Lowe et al., 2011)."" The orien-
tation of receiver antennas can also be a source of loss. Steps have been taken by NIST
in response to these issues. Receivers that exploit the modified signal are now commer-
cially available, including the radio-controlled clocks and watches that are available in
the market.

The most notable advantage of WW VB for time transfer is that the infrastruc-
ture already exists. There are no implications for new national infrastructure to sustain
the timing signal, unless there is a need to make this signal available to users in Alaska
and Hawaii. There is already a market for radio-controlled clock devices. WWVB
antennas can be small enough for devices as small as smartphones. However, the rela-
tively low accuracy without path correction and continuing potential for EMI might
make the resulting performance inadequate for some applications, and the unpredict-
able orientation of antennas in small devices will be another source of signal loss. It is

10 5 WVB should not be confused with NIST’s WWV and WWVH signals, which are high-frequency broad-
casts from Fort Collins and Hawaii, respectively. These signals provide less accurate time transfer than WWVB
but can be received at much longer ranges.

11 Machinery and electronics are a major source of interference, but there are many other sources of man-made
and natural EMI, including distant lightning, multipath interference, diurnally dependent atmospheric losses,
shadowing and obstruction by geography, and on the East Coast, the similar “Rugby” timing signal broadcast
from the United Kingdom.



Identify Alternative Sources and Technologies to Increase National PNT Resilience and Robustness 99

possible that even with an upgraded signal, some users will be able to acquire the time
only in nighttime conditions. This might be sufficient for users that do not require
high-accuracy time, because almost any clock could provide adequate holdover capa-

bility for a day.

DCF77

As an example of another wireless time signal comparable to WWVB, the DCF77
protocol is an international time protocol accurate to 100 ps, designed and broad-
cast by the Physikalisch-Technische Bundensanstalt; it is used to disseminate German
national legal time and is used as a time source by most radio clocks in Europe. The
775 kHZ radio signal can be received indoors. The protocol is well suited to power

and industrial applications because it can be distributed to devices as a 24 VDC level-
shift signal (Kennedy, 2011).

Wired Time Signals

The majority of PNT alternatives discussed to this point are one-way methods because
receivers do not need to send back any information to transmitters about their own
PNT solution. In this section on wired alternatives to GPS, all methods are two-way
because wired communications routes are often switched and routed and are subject to
delays and latency of network traffic. Time to send a signal from one device to another
is not a direct or even approximate measurement of distance. Hence, all wired alterna-
tives to GPS may provide time transfer but are not candidates for positioning and navi-
gation. Compared with wireless systems for timing, wired applications have the advan-
tage of being entirely free of risks from RF interference and can potentially be used in
indoor and underground applications where GPS or other RF signals are unavailable.

Network Time Protocol (NTP)

Developed in the 1980s, NTP is commonly used to distribute time from a computer
server to its clients on a local area network. By design, it minimizes the use of computer
resources to potentially provide time to up to many thousands of clients. It is built into
commonly used operating systems like Windows. A frequent application is to provide
time to the integer second. In typical situations, it provides time to an accuracy of only
about one ms (e.g., Microsoft, 2016). A recent effort to understand the fundamental
limits of NTP achieved 10-20 microsecond accuracy by carefully eliminating time
asymmetries (Novick and Lombardi, 2015). However, such performance cannot be
expected in most existing networks.

Key advantages for NTP are that it requires no specialized hardware and is already
available to most computer users, it can function entirely independent of GPS, and it
can be used where RF signals are unavailable. Key negatives are that it is only available
to users on a computer network and its accuracy is comparatively low. Notably, NTP
appears to be good enough for the timing needs of the wired communications sector
itself (i.e., good enough for wired communication, including conversational video, con-
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versational voice, and even mission-critical delay-sensitive signaling, given fixed rout-
ing to avoid variable packet delays in an internet protocol-based network). However,
NTP is inadequate to support the synchronization needs of some wireless applications
that could be connected to the wired network. But its ubiquity means that government
involvement is not required for broader use as a supplement to GPS-provided timing
where appropriate.

Precision Time Protocol (PTP)

PTP, also known as IEEE 1588, was introduced in 2002 and a revised standard, some-
times called PTP v2, was issued in 2008. It relies on the same basic algorithm as
NTP, but its implementation is more complex (Klecka, 2015). It supports networks
of networks to minimize asymmetries and allow the best possible synchronization
among peers in a network, and it uses specialized hardware to improve the quality
of time stamping. Because PTP uses multiple different types of clocks'? for synchro-
nizing time over a network, it is scalable and can achieve submicrosecond accuracy
(Eidson, 2005). It is already used by many telecommunications networks as well as a
wide range of industrial, commercial, and scientific users. Like NTP, it could function
almost entirely independent of GPS. If the Grandmaster clock is a high-fidelity source
of UTC, such as a clock at NIST, then the network could sustain submicrosecond
accuracy independent of GPS. As with other existing infrastructures, acquisition costs
would largely be borne by users. In this context, users could be the end user or per-
haps telecommunications providers that maintain and operate nodes in the backbone
network.

Precision Time Protocol over Optical Fiber

A recent study sponsored by DHS sought to test the limits of PTP over long distances
between telecommunications nodes connected by optical fiber (Weiss et al., 2016).
The key feature of this experiment was the ability to calibrate out the time asymme-
try because there is a high-quality atomic clock at each end of node: an atomic clock
at NIST in Boulder, Colorado, and the U.S. Naval Observatory’s (USNO’s) Alternate
Master Clock for GPS at Schriever Air Force Base in El Paso County, Colorado (Cosart
and Weiss, 2017). PTP over optical fiber could be a good method of backing up GPS
time for any sites connected to optical fiber, which would typically include transmit-
ters in a wireless cellular network. The demonstration showed that this method can
support time transfer over significant distances, assuming that the system was put into
place when GNSS was available and its functioning is maintained through a period
of outage (i.e., if the system was turned off and back on during an outage, it would

12 Such clocks include the Grandmaster that serves as “truth” for the network; ordinary clocks that only receive
time; boundary clocks that can serve time to subdomains; and transparent clocks that try to pass time to sub-
domains with as little effect as possible (adding only a time correction for network delay) but otherwise are not
serving time.
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be difficult to recover operations). When operating normally, the method can support
time transfer with accuracy that exceeds the needs of almost all users, but its applica-
tion would be limited to the subset of users with resources (e.g., existing atomic clocks)
required for its use. As a result, it could not provide direct time transfer to the majority
of end users, such as mobile smartphones or bank automated teller machines (ATMs).
However, it could be used to complement the main backup for such users. For exam-
ple, if the main GPS backup for such users was cellular telephony, PTP over optical
fiber could keep the major telecom nodes synchronized.

White Rabbit

White Rabbit technology development began at the European Organization for
Nuclear Research (CERN) in 2008 to provide subnanosecond time transfer for par-
ticle physics applications over distances of about ten km, which is farther than the
distance between nodes in a typical PTP subdomain (Serrano et al., 2013). This tech-
nology now has been demonstrated and commercialized. By design, it is intended as a
high-accuracy extension of IEEE 1588, and it may soon be officially incorporated into
the third release of the PTP. It is backward compatible with earlier releases of IEEE
1588. White Rabbit provides this precision by using multiple synchronized clocks in
the network and by how the network does time stamping of the messages that are
exchanged. Resulting accuracy of time transfer depends on how many levels of nodes
are used, but even the earliest demonstrations in 2013 all consistently performed with
better than one ns accuracy, often several times better, with accuracy to within 200
picoseconds. A recent demonstration using upgraded White Rabbit hardware switches
over a 500-km link constructed of four levels, each 125 km apart, still exceeded GPS
accuracy (Kaur et al., 2017a, 2017b).

White Rabbit master units and switches are sold commercially by Seven Solu-
tions.!? These units are rackable in standard 1U 19-inch racks. White Rabbit technol-
ogy was developed by an international collaboration using open hardware and open
software principles. The nonproprietary nature of this technology could facilitate evo-
lutionary improvements or expansion into broader markets. The master unit’s source
of time could be GPS, but it could also be any other high-quality source like NIST’s
UTC atomic clock standard. If the network is independent of GPS, then its perfor-
mance will be unaffected by any GPS outage.

White Rabbit can support time transfer with accuracy that substantially exceeds
the needs of almost all users; it is better than GPS. Therefore, this method is a strong
candidate for backing up GPS time transfer for users that require atomic clock accu-
racy and for serving as a “national backbone” for time so that secondary users, such
as cellular networks, can perform to the limits of its own subdomain without suffer-
ing additional inaccuracies of its own master clock. Less accurate methods, like ordi-

13 Tt is not clear whether Seven Solutions is yet selling the upgraded hardware that was used in the 500-km
demonstration.
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nary PTP, could provide timing to the vast number of other users, like mobile and
cellular users.

User Equipment Alternatives to GPS

Wireless or wired systems, whether specifically for PN'T or for utilizing SoOPs, focus
on the national PNT ecosystem at the macroscale and are options for strengthening
robustness and resilience either for significant numbers of users or for the nation over-
all. There are also technologies and tools that individual users can adopt on their own
or integrate into their own infrastructures or systems that make #beir access to PNT
more robust or resilient. Depending on the scope of the adoption of such alterna-
tives, the nation overall might become more resilient, even if benefits accrue from the
bottom up for individual users. The analysis in Chapter Four about jamming alluded
to examples of these technologies (e.g., backup clocks in financial sector firms).

Holdover Clocks

When GPS is degraded, holdover clocks can provide time when GPS goes out. Of
course, integrating holdover clocks into user equipment is not new; virtually all user
equipment has clocks capable of holdover for brief GPS outages, but the accuracy
of such clocks relative to UTC tends to degrade with time. Until recently, atomic
clocks that could maintain better than one pus accuracy after 24 hours were the size
of electronics boxes, cost at least a few thousand dollars, and used at least tens of
watts of power. The highest fidelity atomic clocks have performance orders of mag-
nitude better, but the best performance is achieved only in laboratory-scale systems
(Shkel, 2011).

However, beginning in the early 2000s, the Defense Advanced Research Proj-
ects Agency (DARPA) sought to develop an atomic clock capable of providing one ps
accuracy after 24 hours in a device of one cm? size, using less than 30 milliwatts (mW)
of power. The result was a chip-scale clock commercialized by Symmetricom (now
Microsemi) in 2011. This clock uses about 120 mW and has volume of about 17 cm?,
and its accuracy appears to be close to the goal of one ps at 24 hours (Microsemi, 2018).
The 2011 cost was about $1,500. The size and performance may be good enough for
some critical infrastructure applications.' Acquiring and integrating holdover clocks is
strictly a matter of user equipment and would be done on a case-by-case basis as need
drives adoption. However, to date, it appears that the size and cost of even the smallest
such clocks are still too large for the most compact user devices, such as smartphones.

14 DARPA is continuing to develop other precision timing capabilities. In the Quantum-Assisted Sensing and
Readout (QuASAR) program, DARPA is trying to make very accurate, laboratory-quality atomic clocks portable
for use at field sites. Such capability could potentially improve the holdover performance at important infra-
structure sites requiring very accurate time. We do not have information on the current status of this program.
One goal of the QuUASAR program is to transition the technology into another DARPA program called Spatial,
Temporal and Orientation Information in Contested Environments (STOIC), one goal of which is to develop
accurate atomic clocks for tactical military applications.
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Inertial Navigation System

An INS uses an IMU to measure angular and linear accelerations using gyroscopes
and accelerometers. When these accelerations are integrated over time, the INS is able
to compute position. INS systems are essentially a holdover capability for position and
navigation, assuming an initial calibration using GPS or other precisely located posi-
tion. INSs are routinely integrated into a wide range of devices, from smartphones to
vehicles of all sorts. Other government funded efforts have invested in development
of miniature INS devices for a range of purposes (Shkel, 2011), however, performance
targets for such devices are not sufficient for long-term holdover positioning and navi-
gation during GPS outage. Even the highest fidelity current INS systems are not suit-
able for many civilian applications by themselves. Position must be reinitialized at least
every few minutes. However, SoOPs or other sources of information might provide
these position updates. For example, one study showed that a low-cost, commercial-
grade INS aided by cellular CDMA signals could maintain navigation quality better
than a tactical-grade INS alone (Morales, Roysdon, and Kassas, 2016).

As was the case for holdover clocks, acquiring INS devices is strictly a matter for
user equipment. Developers of user equipment will undoubtedly take advantage of
improvements that are cost-effective and useful. Deployment of civilian INS will likely
be driven by the need to cope with short interruptions and blockages of GNSS (e.g.,
indoors) than by concern about large-scale GNSS outages.

Simultaneous Location and Mapping (SLAM)

SLAM is the solution to the problem of an autonomous vehicle moving through an
unknown environment, in which the vehicle must build its own map of its surround-
ings and estimate its position within it as it moves. Examples of existing applications
are robots moving through unfamiliar (often indoor) environments (e.g., robotic vacu-
ums) or rovers on Mars.

There are two major aspects to SLAM. The first is the selection of an algorithm
that simultaneously estimates parameters of the map, the orientation of the vehicle,
and the position of the vehicle within the map. The second is the selection of sensors
and signal processing that provides the data for estimation. Since the early 2000s, the
algorithmic aspects of SLAM were considered to be fully solved (Durrant-Whyte and
Bailey, 2006). The key input data for SLAM are the parameters describing “land-
marks” that can be observed by the sensors used for positioning. As long as the sensors
correctly associate landmarks on sequential views and when landmarks are revisited at
later times, position estimates will remain as accurate as the sensor data supports. The
most common types of sensor used in terrestrial applications are visual or infrared
imagery and light detection and ranging (lidar) (Cadena et al., 2016). Imagery usually
provides only angular measures to landmarks while lidar provides range. These can
be used independently or in combination. Although SLAM is understood at the basic
level, research continues, seeking improved performance depending on nature of the
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application and environment. A key emerging application will be the use of SLAM
in autonomous vehicles. Autonomous vehicles will likely be a market force toward
improving capability and cost reduction in many consumer applications. When GPS
is available, SLAM can augment performance by developing the local dynamic map
where the dynamic elements are other traffic or changes in the map, such as from
construction.

SLAM algorithms are not needed if the map is fully known; it is needed only to
the extent that there are dynamic elements in the map or if the autonomous vehicle
goes off the map. The latter condition might be more common for emergency vehicles.
When the map is known, the position simply needs to be updated often enough that
an INS can maintain the required accuracy. In an environment without GPS, autono-
mous vehicles will need to access data in a “navigation cloud” that includes enough
information on landmarks to support the sensors that are continually imaging their
surroundings. These landmarks would be adjacent buildings, structures, or terrain
(or features on these). The main requirement for SLAM to become a broadly applied
augmentation to GPS is the establishment of a “navigation cloud” to host the sort of
information that can be exploited by vehicle-based sensors. Such data infrastructure
may have to be privately developed to support autonomous vehicle markets but could
alternatively be provided as a public asset. Depending on the trajectory of the autono-
mous vehicle market, similar market pressures that have pushed adoption of other
positioning and navigation adoption could drive development.

PNT Resilience Technologies

Although the preceding discussion has focused on technologies that directly provide
all or a subset of PN'T capabilities, a complete view of potential complements or supple-
ments to the GPS system must also include technologies that increase the resilience
and robustness of the existing system or address threats directly rather than just those
that add additional capabilities to the ecosystem. Of the options to do so, notable
examples are the following:

* Nulling antennas: Antennas that are designed to making jamming less effec-
tive are called nulling antennas, which are designed to admit the desired GPS or
GNSS signals with minimal attenuation while canceling out or nulling jamming
signals. Options for these antennas range from very inexpensive (e.g., designs
that reject signals that are coming from below the horizon) to more sophisticated
antennas that specifically reject jamming signals from identified directions. While
such antennas are too large to be applicable in small form factor applications like
smartphones, they could be used in other applications and are a viable (and com-
paratively inexpensive) response to jamming threats that would be implemented
on a user-by-user basis.
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* Direction finders: Direction-finding technologies help to detect and, in some
cases, geolocate sources of jamming. Such technologies can be handheld devices
(e.g., that would be used by law enforcement or others that were responding to
jamming incidents) or can be deployed permanently. The ability of these tech-
nologies to detect and halt jamming incidents would be proportional to the scale
of their deployment and readiness to respond when incidents are suspected.

* Jamming or signal degradation detection (including “jamming ticketing
cameras”): In contrast to deployed direction finders, if jamming events become
sufficiently common, devices could be deployed to respond to the interference in
a more automated or systematic way. A limited implementation could involve sta-
tionary GPS receivers providing integrity monitoring; that is, because they would
be known to be stationary at a specific location, apparent changes in that location
would indicate signal degradation or corruption. Communication of apparent
incidents of degradation to users would limit the chance the users would rely on
incorrect positioning or timing data and could also inform private decisions to
invest in backup technologies. If individual incidents of jamming increase (e.g.,
through the use of privacy jammers), stationary devices to detect the jamming
and capture data on the source—as is now done with cameras that capture license
tags of vehicles that run red lights—could provide an alternative way to respond.
Because such jamming is illegal and has associated fines, this approach could
deter the use of such jammers in a reduced cost (or even cost-neutral) way.

Considering System Performance Versus User Fidelity Ranges

This section identifies which of the systems just described would be appropriate for
serving which users. The usefulness of the capabilities provided by the specific comple-
mentary technologies or alternative PN'T options discussed above varies considerably,
depending on the user or use case for PN'T. This simply reflects very different fidelity
ranges for different industries in Tables 5.1 to 5.5. The several orders-of-magnitude dif-
ference between the higher and lower fidelity applications as well as the sensitivity of
the applications to timing and positioning information within the different contexts of
the industries means that different technical solutions are generally relevant to subsets
of industries and needs. Table 5.7 summarizes the performance of different options for
both positioning and timing based on the information presented in this chapter and
the additional technical detail in Appendix C. Some suggested technologies, informa-
tion on which is not publicly available, are omitted here; however, most such tech-
nologies are at a low enough level of development that implementation would not be
feasible in the near term.’

15 See the proprietary Appendix G of this report.
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Table 5.7
Review of Complementary PNT Technology Performance Characteristics

Complementary Technology Positioning Accuracy Timing Accuracy

Legacy GPS 5m 20 ns

GNSS DFMC 30 cm 1ns

elLoran 50 m, 10-20 m with <1 ps, 100 ns with
differential correction differential correction

Iridium-based 30-50 m, <10 m with 100 ns

differential correction

NextNav MBS 5-10 m horizontal, <100 ns
1-3 m vertical
Locata <10 cm 0.2 ns
Wi-Fi/WLAN 3m N/A
LTE/AG cellular 30 m 1.5 ps at 24 hours
5G cellular Tm 1.5 ps at 24 hours
DGNSS/other 10m 100 ns
WWYVB N/A 100 ps
DCF77 N/A 100 ps
NTP N/A Tms
PTP N/A 1 s
White Rabbit N/A <1 ns
Holdover clock N/A 1 ys at 24 hours
Inertial navigation Highly variable N/A
SLAM Highly variable N/A

The highest fidelity demands will mean that timing for those sectors will be
on the order of a microsecond in terms of timing while those focused on position-
ing will demand a centimeter or better level of accuracy. Systems better tailored for
more relaxed positioning requirements will require significant augmentation, such as
GPS receives through use of differential systems to achieve necessary levels of accu-
racy. Likewise, stringent timing demands in some applications suggest that any system
that cannot immediately provide necessary timing accuracies will require supplemental
assistance to ensure that very high precision timing is available to the end users.

Table 5.8 compares proposed system alternatives (that are intended to deliver a
timing signal) with reported user needs for timing (Table 5.1). All the timing applica-
tions under consideration occur on a power or communications network. Even if it
is a wireless communications network, the nodes that need to maintain independent
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Table 5.8
Comparison of Alternatives with Reported Timing Precision Needs on Networks
Communications Electrical Finance
Network Phasor High-Speed

LTE-TDD Touters Measurement SPS/RAS Trading

GPS Alternative 1-1.5 ps 4 ps 4 ps 1ms 100 ps?

Legacy GPS

GNSS DFMC

elLoran

Iridium-based
Locata

NextNav MBS
NTP

PTP

White Rabbit
Holdover clockP

LTE/AG cellular

5G cellular
WWVB

DCF77
DGNSS/other
(Proprietary A)
(Proprietary B)

(Proprietary Q)

[ Meets precision Precision within factor of 5 M Not close to required precision
N Low TRL—would require additional development

@ Required for FINRA CAT NMS participants in the United States and for high-frequency trading in the
EU.

b Meets accuracy requirement for a period of time depending on clock quality, but will eventually drift.

accurate timing have wired connections, so wired time delivery solutions should always
be valid alternatives for consideration. Table 5.8 shows that while some legacy timing
systems such as NTP and 4G cellular may be inadequate to meet modern timing
requirements, all the new systems that have been proposed are capable of meeting the
precision of all critical timing applications (assuming they are intended to deliver a
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timing signal at all). Precision performance in this case is not an important distinction
between alternatives.

Some systems, including eLoran and Iridium-based solutions, have the advantage
of wide area coverage so they could make a timing signal available even to scattered
users in remote areas. On the other hand, White Rabbit technology could provide very
precise synchronization between fiber-connected nodes of a network. NextNav MBS
has very low-cost receivers and so would be a cost-effective way to synchronize timing
among many sites in a region where it was available.

Table 5.9 examines reported positioning accuracy ranges for applications that
occur primarily in urban areas or industrial or population centers. It is relatively likely
that cell networks and other dense networks of transmitters will be available in these
environments. In this case, there are meaningful differences in system performance
because some PNT systems are able to meet all requirements while others cannot do

Table 5.9

Comparison of Alternatives to Reported Positioning Accuracy Needs in Urban Areas
Chemical Commercial Finance Health

Supply chain Location-based Patient

tracking Construction marketing Asset tracking tracking

GPS Alternative 5m <1m <5m 15 m <5m

Legacy GPS

GNSS DFMC

elLoran?

Iridium-based?:P
Locata

NextNav MBS
WiFi/WLAN
LTE/AG cellular
5G cellular
DGNSS/other
Inertial nav.
SLAM¢

(Proprietary B)

[ Meets precision Precision within factor of 5 M Not close to required precision
N Low TRL—would require additional development

@ Assumes differential correction.
b Due to convergence time, Iridium-based position fixes would not be highly dynamic.
¢ Performance of SLAM is dependent on availability of landmarks and sensor data.
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so or only have a marginal ability to meet some requirements. Of course, systems that
only provide timing are not able to meet positioning requirements, so we do not list
them as alternatives here.

As Table 5.9 shows, the Locata system and an additional proprietary system are
capable of meeting all proposed positioning requirements. The MBS system, which
would broadcast to cell phones, and navigation systems based directly on 5G or Wi-Fi
signals, can meet most urban requirements except submeter requirements (e.g., for
construction). Iridium-based and eLoran-based solutions have a somewhat marginal
ability to meet urban positioning requirements, even though those systems would have
the benefit of differential correction in urban areas.

Table 5.10 considers positioning applications that likely are or may be in remote
areas. Although we continue to list navigation alternatives based on local transmitter
networks, it may not be practical to build out those transmitter networks across unde-
veloped regions. As the table shows, the most demanding centimeter-level infrastruc-
ture monitoring requirements can only be met by Locata or an unnamed proprietary
system, which would likely require an expensive point deployment of one of these
systems. However, these monitoring requirements are not likely to be time critical, so
the users would likely be able to deploy such a system or another surveying method if
necessary.

Nevertheless, even setting aside those applications, as the table shows, there are
no entirely satisfactory backups to GNSS available in remote areas. Iridium-based and
eLoran-based solutions could cover wide areas and can meet some of the less demand-
ing positioning requirements, but they would not be able to guide agricultural or drill-
ing machinery with sufficient precision. Those solutions that do provide enough accu-
racy could not likely be deployed to cover large rural areas.

Finally, we consider how proposed PNT alternatives meet navigation needs in
the transportation sector. Table 5.11 considers the requirements for performance-based
navigation for aircraft. Aircraft en route do not require very high precision position-
ing, but only wide area systems such as eLoran or Iridium-based systems would likely
provide coverage over those routes. Because an Iridium-based system requires time to
accumulate satellite measurements before achieving a position fix, it would likely have
poor performance in tracking the position of a fast-moving aircraft. Thus, of the sys-
tems considered here, eLoran is the only proposal (apart from GNSS) likely to provide
navigation signals to aircraft throughout flight. Then again, eLoran does not provide
a vertical approach capability and does not provide the level of accuracy generally
required for precision landings. Local systems such as MBS or Locata could provide
a high-precision navigation signal in the vicinity of an airport, though it would need
to be approved for this use by the FAA and integrated into aircraft, which is usually a
time-consuming process.

Table 5.12 compares the proposed PNT alternatives with reported needs for mari-
time and road users. eLoran and Iridium-based systems are the only proposals that
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Table 5.10
Comparison of Alternatives with Reported Positioning Accuracy Needs in Remote Areas
Dams Nuclear Energy
Integrity Integrity  Material Pipeline Oil rig oil
GPS monitoring monitoring tracking inspection positioning exploration Oil supply
Alternative 1cm 1cm 1-5m <5cm <50 cm 5m 10m
Legacy GPS
GNSS DFMC
elLoran

with diff. corr.2
Iridium-based?P

with diff. corr.2
Locata®
NextNav MBS?@
Wi-Fi/WLAN?
LTE/4G cell®
5G cell®
DGNSS/other
Inertial nav.
SLAMC
(Proprietary B)

Emergency Services Agriculture

Vehicle Search and Swath Food control Fertilizer
GPS tracking rescue Planting control (FDA) application
Alternative <1m 10m 10 cm 1m 5m 30m

Legacy GPS
GNSS DFMC
elLoran

with diff. corr.2
Iridium-based®

with diff. corr.@
Locata®
NextNav MBS?
Wi-Fi/WLAN?
LTE/4G cell®
5G cell®
DGNSS/other
Inertial nav.
SLAMC®
(Proprietary B)

[ Meets precision Precision within factor of 5 B Not close to required precision
N Low TRL—would require additional development
[/ Local signals—may not be available in remote areas

21f available, but it may not be available in remote areas.
b Due to convergence time, Iridium-based position fixes would not be highly dynamic.
¢ Performance of SLAM is dependent on availability of landmarks and sensor data.
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Table 5.11
Comparison of Alternatives with Reported Aviation Accuracy Needs
Aviation

GPS Alternative En Route Terminal NPA APV-| APV-II CATI CATII CAT 1l
Horizontal 3700 m 750 m 220 m 16 m 16 m 16 m 75m 3m
Vertical — — — 20m 8m 4-6 m 1m 1m
Legacy GPS@

with SBAS/WAAS

with GBASP
GNSS DFMC

with diff. corr.
elLoran?

with diff. corr.2:P
Iridiumd

with diff. corr.2:b.d
Locata®®
NextNav MBSP-€
Wi-Fi/WLAN?D
LTE/4G cell?:P
5G cell:b

DGNSS/otherd:P
f

Inertial nav.
SLAMY
(Proprietary B)

[ Meets precision Precision within factor of 5 B Not close to required precision
N Low TRL—would require additional development
1 Inadequate signal range Poor performance with moving receiver

NOTES: SBAS = satellite-based augmentation system; WAAS = wide area augmentation system; GBAS =
ground-based augmentation system.

@ Does not provide a vertical position with adequate integrity for aviation use.

b \Where available.

¢ Standards for a GBAS CAT Il/1ll capability are complete, but such a ground system has not yet
completed certification although extensive testing has been accomplished.

dDue to convergence time, Iridium-based position fixes would likely fail to track moving aircraft.

€ Locata and NextNav could provide adequate 95 percent accuracy and so might be able to support
landings to CAT I. However, more study and testing would be required to demonstrate that either of
these systems could meet the required aviation integrity assured accuracy bound, provided with high
availability and without continuity disruptions.

fInertial navigation can support en-route and terminal operations, but inertial drift limits the duration
of utility for operations. All aviation-grade navigation inertial reference units are assumed to support a
drift rate of 2.0 nonmaskable interrupts (nmi) per hour (or better).

9 SLAM is an emerging/experimental technology. Performance could be good in principle, but has not
been demonstrated.
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Table 5.12

Comparison of Alternatives to Navigation Needs in Maritime and Road Sectors

GPS Alternative

Legacy GPS
GNSS DFMC
eloran

with diff. corr.?
Iridium®

with diff. corr.2:b
Locata?
NextNav MBS?@
Wi-Fi/WLAN?
LTE/4G cell®
5G cell?
DGNSS/other?
Inertial nav.

SLAM¢

(Proprietary B)

Maritime Road Vehicle to Infrastructure
Open Water Port Road Lane Where in Lane
10 m 1m 5m 1.1 m 0.7 m

[ Meets precision Precision within factor of 5 M Not close to required precision

N Low TRL—would require additional development

1 Inadequate signal range Poor performance with moving receiver

@ 1f available, but may not be available in remote areas.

b Due to convergence time, Iridium-based position fixes would not be highly dynamic.

¢ Performance of SLAM is dependent on availability of landmarks and sensor data.

would provide coverage in the open ocean, albeit with less position accuracy than
desired. The Iridium-based system would provide static position fixes and performance
would be degraded for a fast-moving ship. Neither of those systems can provide the
accuracy for precision approaches into port, but Locata or NextNav MBS could. 5G
cellular signals might also be sufficient for port navigation because a vertical position

is not required.

For road users, eLoran and Iridium-based systems can only marginally meet the
required precision to locate a vehicle on a road. In developed areas, NextNav MBS or
5G cellular service could provide turn-by-turn navigation. Only Locata, an unnamed
proprietary system, or SLAM-based solutions could provide high enough accuracy to
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compare a vehicle’s position with the center of its lane. SLAM-type solutions using
cameras and/or lidar are employed by self-driving cars under development.

Summary

One important alternative provides a nearly seamless backup for GPS—the other
GNSS constellations that use similar signals in the same radio band. User equipment
is rapidly integrating all these. There has long been a desire in the United States (legally
required in some cases) not to depend on the Russian GLONASS or Chinese BeiDou
systems, but the current deployment of Galileo by the EU would offer a reliable and
trustable backup. However, when something like a large solar storm disrupts the iono-
sphere, and so distorts GPS signals, these signals would also be distorted.

Other terrestrial backup and complementary positioning and navigation systems
fall into two categories—systems that could affordably cover the entire nation but that
lack the precision for many applications and so are of more limited value and systems
matching or exceeding GPS accuracy but that can only be affordably deployed in small
areas, such as ports, or in limited urban areas.

In contrast, there are a wide variety of alternative terrestrial timing systems that
can support fixed locations, either broadcasting timing through radio or over fiber
optics or else simply providing local clocks. Additionally, the terrestrial positioning and
navigation systems also offer accurate timing over their areas.






CHAPTER SIX

Conduct Cost-Benefit Assessment of Alternative Sources
and Technologies to Increase National PNT Resilience and
Robustness

The last several chapters have developed most of what we need—the inputs—to con-
sider the cost-benefit ratio for various alternatives, backups, and complements that
could be added to the national PNT ecosystem. What remains is to consider how the
different options and their ability to address the needs of low-to-high fidelity PNT
across different sectors could help those sector avoid losses from the different GPS
threats and hazards. Then, determining whether different options could be justified on
an economic basis entails considering the number and likelihood of such disruptions in
GPS that would be needed to make any particular investment a good societal choice.

To frame this consideration of costs and benefits, it is worth beginning with the
conclusion from our economic analysis in Chapter Four: When estimates of the cost of
GPS disruption or loss include realistic adaptation options and existing complementary
technologies (backups and workarounds), the estimates are quite modest and are often much
lower than what we have seen in other previous analyses. Given this conclusion, the bar
for government investment in supplements to the existing PNT ecosystem would be
quite high. The conclusion from our economic analysis differs from other previous
analyses that have considered the costs of PN'T more in isolation and have focused on
low-probability scenarios that would produce large-scale and enduring outages and
that have therefore produced much larger losses than we have estimated.!

The challenge in showing positive cost-benefit for new systems added to the
ecosystem to increase PNT robustness and resilience is further complicated by the
fact that there are programs working toward significant national PNT augmenta-
tions driven by other requirements and policy initiatives. For example, as discussed in
Chapter Five, technologies that are under consideration for integration into FirstNet
to meet E911 and first responder location requirements will, if implemented, also
be full terrestrial PN'T backup systems in the areas where they are put in place. The
system under consideration provides both positioning and navigation at a level com-

' In Chapter Seven, we will consider when a belief in these much larger estimates would change our conclusions.
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parable or better than GPS, involves distributed clocks that can provide timing, and
provides a signal that is already compatible with some consumer-level user devices.
Although the focus of the program is on urban areas where the need for E911 and
responder location within the built environment is greatest, such areas are also con-
centrated nodes of both population and economic activity. As a result, justifying gov-
ernment funding and implementation of additional systems beyond what is being
done under FirstNet—to cover, for example, suburban and more rural areas—would
have only the residual economic benefit not covered by the FirstNet initiative to bal-
ance against their costs.

This chapter examines the final part of our analysis: conduct cost-benefit assess-
ment of alternative sources and technologies to increase national PNT resilience
and robustness. In doing that assessment, we sought to answer the questions shown
in Table 1.1: how do the costs of available backups compare with the benefits those
backups would support? In particular, which, if any, have costs less than or comparable
to their benefits? What are the opportunities for public-private partnerships (PPPs) in
supplying the promising backups? In this discussion, we keep the question of “who
pays” for any required investment somewhat open, considering both the drivers of
overall system costs and what factors could cause those costs to be borne by govern-
ment.2 Our bottom line finding is that the modest damages from GPS outages do
not alone justify the cost of building another large-scale backup system. That said,
the federal government is already deploying a system through FirstNet to provide
a PNT signal indoors and vertically. The real justification for that system is to
provide floor-level information on the location of first responders within high-
rise buildings; however, it inherently will also serve as a backup during rarer
space storms and jamming events.

In the remainder of this chapter, we take on this issue of cost-benefit balance, first
presenting a summary set of daily loss estimates based on our economic analyses, then
examining the relative costs associated with different systems, and finally looking at
the balance between potential loss avoidance and system costs given the application of
the options across infrastructures and sectors.

Considering the Costs of GPS Disruptions

In Chapter Four, we discussed three approaches for making estimates of the potential
losses from a disruption to GPS. In considering the threats and hazards affecting GPS,
most scenarios—both natural and adversarial—focus on outages of hours or days,
where even solar storms are viewed as more likely to result in transient disruption of the

2 The question of PPPs is briefly discussed here, but it is discussed in more detail in Chapter Seven and in
Appendix D.
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system (potentially coupled with reduced life spans of on-orbit satellites) than immedi-
ate destruction of major parts of the constellation.> However, the nature of scenarios
differ in whether they would affect the country (e.g., space weather) or a localized area
(e.g., most operationally practical jamming or spoofing scenarios).

For considering countrywide effects like space weather, the results of the nation-
wide analyses provides one set of estimates of the costs associated with disruption, with
the results presented in Chapter Four, whether anchored in literature values adjusted
as previously described, aggregating our regionally based estimates, or drawing on the
O’Connor et al. (2019) analysis.

Table 6.1 reproduces Table 4.1 and adds the total per day value ranges from that
analysis that we will use here, inflated to 2018 dollars. In each row, we have high-
lighted in color the cell we use in the final column for our further estimates of costs
and benefits. For several of the rows, we have adopted the result from O’Connor et al.
(2019) as the best nationwide estimate. We used the estimate described earlier in this
work for emergency services, as that was the only explicit one we found. We show a
range for port operations to explicitly include the highly uncertain potential for large
costs. Several categories—Finance, People Tracking, Aviation, and Railway—are gen-
erally small, whichever range we used. Finally, we do not consider further in this chap-
ter the high estimate of damages in the O’Connor et al. (2019) analysis from the loss of
timing for wireless telecommunications—the cellular system. As discussed earlier, this
is so inconsistent with our findings from the operators of the systems that we do not
feel it is suitable for informing decisionmaking. Nonetheless, we return to the general
issue of a belief in very high damages in Chapter Seven.

Across the economy, the total estimate we will carry forward thus covers a loss
range from just over $785 million up to $1,318 million per day.

Not all of these damages will be relevant to our cost/benefit calculation. First,
none of the systems under consideration can mitigate all of these damages. The most
striking example of that is precision agriculture. While the range in damage estimates
from agriculture is wide and discussed in Chapter Four at some length, none of the
systems under consideration can affordably cover such wide areas as agricultural belts
while providing the submeter precision that is required. Consequently, whichever of
these estimates of damages in the agricultural sector due to a CME or similar nation-
wide disturbance turns out to be correct does not affect our cost/benefit estimate. For
this reason, whether we take the worst-case or average-case number for outage costs to
the agriculture sector makes no difference to the overall argument.

Another potentially large damage estimate comes from disrupted container port
activities, again discussed in more depth in Chapter Four. Since the uses in port opera-

3 As discussed previously, the main exceptions to this are scenarios involving nuclear war in space (that would
affect all satellite-based GNSS systems) or some type of destructive cyber intrusion that could have focused effect
on the GPS system alone.
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Table 6.1
Estimates of Daily Cost of Losing GPS Services Nationwide (millions of then-year dollars)

Extrapolated Range from

Leveson and Pham (2018$%) Likely
O’Connor Leveson HSOAC Range
Sector (2017$) Pham (2011$) (2013%) Low Medium High (2018%) (2018$)
E°”5”mer location- 95 N/E 36 44 128 | 254 | NE 97
ased services
fr‘;r:srgg:fa' road 138 28 28 33 20 61 123 | NE | 14
Emergency services N/E@ N/E N/E N/E N/E N/E 1-72 | 11-72
Agriculture 503b/ | 5530/ | 55307 | 381P/ | 2200/ | 340/ | 500%/ | N/E | 514b/
41¢ 54¢ 54¢ 38¢ 22¢ 34¢ 49¢ 42¢
Construction N/E d 10€ 14 8 24 43 345 24
Surveying' 11f 2 1589 | 329 149 159 179 | 7fm9 | 7t
Aviation N/E 7€ 0.4 4¢ 6¢ 9¢ N/E 6
Maritime 123h 61¢ 0.5 36¢ 58¢ 85¢ N/E 126
Railway N/E 0.1¢ 0.1 0.1¢ 0.1¢ 0.2¢ N/E 0.1
Timing (telecom) 40-456' | 77d® 0 0
Timing (electric grid) 9 9¢ 0.1 6¢ 9¢ 13¢ N/E
Timing (finance) 0 9
People tracking N/E 0.6¢ N/E 0.3¢ 0.6% 0.8¢ N/E 0.7
Port operations 224k N/E N/E N/E N/E N/E 0-880 229
Mining 32 N/E N/E N/E N/E N/E N/E 32
Oil and gas 51 N/E N/E N/E N/E N/E N/E 51
TOTAL 178;;

NOTES: N/E = not estimated. Note also that while these numbers are often presented with two or three
significant figures, that is only to ease any numerical comparison across this document; the actual
precision of all these estimates is much less.

2 O’Connor et al. (2019) decided not to quantify the benefit of lives saved by emergency responders,
but did assess consumers’ willingness to pay for more accurate emergency call location as a part of
location-based services.

b Daily cost for an outage occurring at a critical period of agricultural activity (planting season).
€ An approximate expected daily cost for an outage occurring at a random time of year.
d Pham (2011) combined these sectors when estimating GPS benefits.

€ This estimate rests on an assumption that GPS benefits are roughly proportional to GPS spending
across sectors, based on Pham’s (2011) data from 2005-2010.

f Excludes surveying for the mining and oil and gas sectors.
9 Includes surveying for the mining and oil and gas sectors.

N includes recreational boating (the dominant component), commercial fishing, navigation in seaways,
and towing. Does not include cargo operations in ports, which are listed separately.

i1n the O'Connor et al. (2019) model, costs would start at $40 million on the first day and then escalate,
to $456 million per day after 30 days.

J Leveson (2013) estimated very small timing benefits from GPS, on the assumption that an alternative
global time system could be built, but these numbers are not meaningful for a sudden GPS outage with
no global alternative in place.

k Average daily impact from a 30-day outage. In the O’Connor et al. (2019) model, daily impact would
initially be much less, but would grow larger with the duration of the outage.
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tions also require submeter accuracy, these damages can only be mitigated by one
local system, Locata, among the systems we analyzed. As noted in the O’Connor et al.
(2019), 90 percent of the damages comes from disruptions in just four ports—Long
Beach, Los Angeles, Norfolk, and New York. Consequently, the most practical alterna-
tive if the high estimate concerns a decisionmaker would be the installation and inte-
gration of some commercially available, GPS-independent, automation system at just
these four ports, a comparatively low cost. Locata is the one system included this report
that does already support operations at some international ports, but other alternatives
exist that are specifically designed for automating container port operations (Alho et
al., 2015). That does not address the question whether this is an appropriate investment
of federal funds or whether this should instead be left to the port operators, as such
systems are intended to provide efficiency benefits to port operations.

All the above concerns nationwide outages of GPS. However, as described in
Chapter Three, countrywide disruptive scenarios represent only a portion of the threat
and hazard space relevant to considering GPS risk. Smaller-scale incidents, whether
driven by what we labeled “negligent threats” or intentional adversarial jamming
efforts, can be staged locally. Our microlevel estimates of costs associated with such
incidents focused on specific geographic locales and were selected in an effort to pick
targets in particular industries that where an attacker might expect to maximize losses
(e.g., we selected areas with concentrated economic activity in the sectors of interest)
(see Table 6.2).

The estimates of the effect of smaller-scale incidents can in some cases begin at
zero, reflecting the challenge in timing and targeting jamming operations to affect
sensitive activities in some sectors. Our expectation is that the costs of localized events
are more likely to fall near the low end of our range, suggesting locally disruptive
events producing effects in the very low tens of millions in cost in most cases and fre-
quently much lower levels of damage.

Table 6.2
Estimated Daily Cost of Losing GPS Services in Targeted Regional Jamming Scenarios
(millions of 2018 dollars)

Estimated Daily Cost

Targeted Sector Scenario Location (millions of 2018 $)
Consumer location-based services Chicago 3.2
Agriculture (wheat) Kansas 0.4-1.5
Construction Houston 5
Surveying Atlanta 0.05
Finance Los Angeles 1

All sectors equally targeted Los Angeles—-Long Beach 5-13
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Considering the Relative Costs of PNT Options

Because cost information associated with many technologies or options that could be
added to the national PNT ecosystem are proprietary to the firms providing those
technologies, we are unable to publicly report detailed calculations of costs for imple-
mentation of systems across different portions of the country.* However, because of
the range of options that could be acquired or built on to increase the robustness and
resilience of national PNT, we make some distinctions about relative cost only at a
qualitative level. Significant differences in cost among options exist based on whether
the technologies are relevant at the individual user level or are systems intended to pro-
vide PNT broadly. Also, there are technologies built and maintained for commercial
reasons wholly separate from PNT provision; they require limited to no government
support or even involvement but play their roles in the GPS ecosystem.

Tables 6.3 and 6.4 examine the cost drivers for each of the complementary tech-
nologies for positioning and timing. Cost drivers are broken down into the following
categories.

* New space infrastructure needed: Because new space systems are costly, the
requirement for construction of new space infrastructure would be a significant
increase in system cost. To the extent that infrastructure already exists (e.g., the
existing GPS constellation), we do not count it for this forward-looking charac-
terization.

* New terrestrial infrastructure needed in covered areas: For systems that
depend on ground-based transmitters or beacons, the cost of putting such infra-
structures in place can be significant. This includes systems like eLoran, whose
infrastructure is designed to cover larger areas, and also systems designed for
smaller footprints based on smaller beacons. To the extent that ground-based
infrastructure already exists (e.g., existing cell tower network built and main-
tained privately to support mobile telephony, not PNT), we do not count it.

* Individual user costs to utilize for PNT: If any complementary technology is
to make a measurable contribution to PNT robustness and resilience, it must be
adopted and used. To the extent that individual users must pay a cost to do so—to
buy a new receiver device, to pay for access to the signal, or acquire complemen-
tary technology like nulling antennas—adoption will be slower. On a national
basis, even costs of tens to hundreds of dollars per user could add up to substantial
costs over relevant user bases.

These characteristics together shape the overall national costs of the technology
option as a PN'T complement or backup, regardless of whether those costs are paid by

4 For detailed cost calculations for a subset of the potential technology systems, see the proprietary annex to this
report.



Conduct Cost-Benefit Assessment of Alternative Sources and Technologies to Improve National PNT 121

Table 6.3
Cost Drivers: Complementary Positioning Technologies

Individual User
Costs to Utilize for
PNT (including new

Expected USG

New Terrestrial Expenditure to Build/

New Space Infrastructure devices or costs in Maintain as Core
Complementary Infrastructure Needed in addition to use of Part of National
Technology Needed? Covered Areas? existing devices) PNT Ecosystem
Multi-GNSS No—Existing No No—Existing None—Maintained
systems compatibility by other nations
Wi-Fi/WLAN No No No—Existing None—Individual and
compatibility commercial systems
LTE/AG cellular No No No—Existing None—Commercial
compatibility systems
5G cellular No Yes, but No—Existing None—Commercial
Commercially compatibility for systems
Driven some uses
Yes for specialized
users
Inertial No No Yes—Individual None—Low/medium,
navigation acquisition where cost would
only involve
individual subsidy
to adopt?
Iridium-based No—Existing No Yes—Specialized Low?
System receivers + access
costs
Locata No Yes Yes—Specialized High, if pursued
receivers/no as broad addition
compatibility for to national PNT
many devices ecosystem?
NextNav MBS No Yes—Beacons No—Compatibility High, if pursued
installed in being integrated as broad addition
covered areas into devices to national PNT
ecosystem &
eloran No Yes—Tower Yes—Specialized Medium
construction receivers/no
compatibility for
many devices
SLAM No No¢ Yes—Individual None—Low¢
sensor platforms
Nulling No No Yes—Individual None—Low/medium,
antennas choice to adopt where cost would

only involve individual
subsidy to adopt?
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Table 6.3—Continued

Individual User

Costs to Utilize for Expected USG
New Terrestrial PNT (including new Expenditure to Build/
New Space Infrastructure devices or costs in Maintain as Core
Complementary Infrastructure Needed in addition to use of Part of National
Technology Needed? Covered Areas? existing devices) PNT Ecosystem
Direction No No Yes—-Individual None-Low/medium,
finders choice to adopt where cost would

only involve
individual subsidy

to adopt?®
Integrity No Yes—Detector N/Ad None-Low®
monitoring/ installation
jamming
detection

2 Because these systems currently exist on the market, individual users can choose to utilize them and
pay full costs for acquisition and operations/usage. Beyond that existing availability (where firms with
market incentive for robust PNT can choose to adopt), a national decision to pursue these technologies
as larger elements of the national ecosystem would require investment to broaden implementation and
could involve subsidies to defray costs of adoption at the user level.

b Federal government may invest in deployment of NextNav MBS as a component of FirstNet to
satisfy E911 and emergency responder requirements. If this action is taken, this technology will
become available in portions of the country for reasons other than economically driven factors. Such a
deployment would cover a significant portion of the U.S. population and centers of economic activity.

¢SLAM technologies rely on navigation cloud databases which must be built and maintained which
could be funded by government and provided as a public service to incentivize adoption could also be
built by private technology developers driven by the market for autonomy.

d Detection technologies do not have the same end-user populations as PNT-providing technologies.
To enable rapid detection and interdiction of jamming, detection tools could be provided to local law
enforcement organizations. The numbers of end users for such technologies would be exponentially
smaller than that for PNT-utilizing devices.

€ Because jamming is criminal violation punishable by a fine, detection infrastructure could be
revenue producing or installed/maintained commercially as is the case for some traffic enforcement
technologies.

individual users, the private sector or government. However, for some systems—par-
ticularly those where some or all of their functionality is already available—some cat-
egories of costs can be definitively assigned to specific economic actors. Given that the
focus here is U.S. government actions that could strengthen national PNT robustness
and resilience, we bring together the cost components into approximate “potential U.S.
government cost,” based on what could be involved for the technology to make a sig-
nificant contribution to national PNT robustness and resilience (i.e., beyond inciden-
tal or localized use by individual firms or sectors). These costs could be direct govern-
ment costs (e.g., appropriations to build eLoran or implement local positioning systems
in multiple locations) or indirect (e.g., subsidies to users to promote use of nationally
desirable PNT options to strengthen their role in the ecosystem).
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Table 6.4
Cost Drivers: Complementary Timing Technologies

Individual User
Costs to Utilize for
PNT (including new

Expected USG

New Terrestrial Expenditure to Build/

New Space Infrastructure devices or costs in Maintain as Core

Complementary Infrastructure Needed in addition to use of Part of National

Technology Needed? Covered Areas? existing devices) PNT Ecosystem

Multi-GNSS No-Existing No No-Existing None—Maintained by

systems compatibility other nations

NTP No No No-Part of existing None
technologies

PTP No No Yes—Individual None-Medium,
implementation depending on role

promoting use

Holdover clock No No Yes—Individual Clock None-Medium, if
purchase pursued as broad

addition to national
PNT ecosystem?

LTE/4G cellular No No No-Existing None-Commercial
compatibility systems

5G cellular No Yes, but No-Existing None-Commercial

commercially compatibility systems
driven

Iridium-based No-Existing No Yes—Specialized Low?

system receivers + access
costs

Locata No Yes Yes—Specialized High, if pursued
receivers/no as broad addition
compatibility for to national PNT
many devices ecosystem?

White Rabbit No No Yes-Specialized None-Medium, if
devices commercially  pursued as broad
available addition to national

PNT ecosystem?
NextNav MBS No Yes—Beacons No-Compatibility High, if pursued
installed in being integrated as broad addition
covered areas into devices to national PNT
ecosystem?
eloran No Yes-Tower Yes-Specialized Medium
construction receivers/no
compatibility for
many devices

Nulling No No Yes—Individual None-Low/medium,

antennas choice to adopt where cost would

only involve
individual subsidy
to adopt?
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Table 6.4—Continued

Individual User

Costs to Utilize for Expected USG
New Terrestrial PNT (including new Expenditure to Build/

New Space Infrastructure devices or costs in Maintain as Core
Complementary Infrastructure Needed in addition to use of Part of National
Technology Needed? Covered Areas? existing devices) PNT Ecosystem
Integrity No Yes—Detector N/Ad None-Low®
monitoring/ installation
jamming
detection

2 Because these systems currently exist on the market, individual users can choose to utilize them and
pay full costs for acquisition and operations/usage. Beyond that existing availability (where firms with
market incentive for robust PNT can choose to adopt), a national decision to pursue these technologies
as larger elements of the national ecosystem would require investment to broaden implementation and
could involve subsidies to defray costs of adoption at the user level.

b Federal government may invest in deployment of NextNav MBS as a component of FirstNet to
satisfy E911 and emergency responder requirements. If this action is taken, this technology will
become available in portions of the country for reasons other than economically driven factors. Such a
deployment would cover a significant portion of the U.S. population and centers of economic activity.

d Detection technologies do not have the same end-user populations as PNT-providing technologies.
To enable rapid detection and interdiction of jamming, detection tools could be provided to local law
enforcement organizations. The numbers of end users for such technologies would be exponentially
smaller than that for PNT utilizing devices.

€ Because jamming is criminal violation punishable by a fine, detection infrastructure could be
revenue producing or installed/maintained commercially as is the case for some traffic enforcement
technologies.

In considering overall costs, installation of new infrastructure—whether space-
based or terrestrial—would be major cost drivers. None of the systems currently avail-
able involve entirely new space-based infrastructure, but several involve terrestrial
infrastructure. Constructing that infrastructure would vary from systems relying on
fewer but more significant sites (e.g., eLoran) versus those that use beacon systems to
cover geographic areas (e.g., Locata, NextNav MBS). Although specific values for indi-
vidual systems are proprietary,’ coverage of any significant portion of the country (e.g.,
hundreds of metropolitan areas, wide area coverage for eLoran) would involve invest-
ments in the hundreds of millions to low billions of dollars, depending on the system.
Operations and maintenance costs for systems fall over a similar range. For technical
reasons described in more detail in the appendix, timing-only systems are much less
costly than positioning/navigation systems, with all options falling near the bottom of
the ranges suggested here.

Costs associated with building and maintaining infrastructure are centralized
(e.g., if government procured any complementary system, the costs of putting infra-
structure in place would be easy to see). Costs associated with the equipment needed

> See the proprietary Appendix G of this report.
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to use the PNT data provided by the systems (or the costs associated with resilience
investments like nulling antennas) would be more diffuse, because they would largely
be paid by individual users. Although the “per unit” cost of user equipment might not
be large, when aggregated across the large number of users for some PNT applications,
the costs would add up to nationally significant values. For some technologies, receiver
costs are currently substantial: As custom and specialized devices, their costs can reach
into the thousands of dollars. Although such costs could go down if demand and min-
faturization resulted in economies of scale, even low costs per receiver add up rapidly
across a potential user base numbered in the millions as for consumers, the largest
single set of users.

Considering the Potential Benefits from Different PNT Options

As the last two chapters have made clear, no single system is a perfect backup for GPS.
Table 6.5 shows which proposed PNT solutions are the strongest candidates to meet
the needs of different types of users, based on their accuracy, their practical coverage
areas, and their ability to be made available to users at low cost.

Example Cases of Potential Losses Avoided from Threats and Hazards
Compared with Costs

In this section, we drill down and look specifically at example cases of the benefits
(avoided losses) versus the costs of such complementary systems for specific threats and
hazards.

Nationwide Outage from Solar Storm

We now can total the costs and potential benefits, starting with a nationwide outage
from a solar storm when the CME disturbs the ionosphere for a day, disrupting all
GNSS signals. In particular, this means that Galileo and GLONASS would also not
be usable. We use the various economic cost estimates from Table 6.1.

From the tables above, the loss estimates, and our cost estimates, we can construct
Table 6.6 for nationwide losses avoided for three days of such a storm. In the table, a
check mark indicates the potential of this technology to backup GPS in that sector. For
the estimate, we are crediting these technologies with the full value of sectors that they
can even come close to supporting (i.e., “yellow” in the tables from Chapter Five and
not ruled out for other reasons such as being impractical to deploy across wide areas).
The exception is the question mark under aviation; there is technical potential, but
since there is no existing or planned regulatory approval within the FAA for the use of
these signals, they will not, in practice, be available for many years after deployment.
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Table 6.5
Strongest Candidate PNT Systems for Different Critical User Segments
B. D.
Moderate- High- E.
A. Accuracy C. Reliability Low-Accuracy
Precision Positioning High-Accuracy Positioning Positioning of
Timing on of People and Positioning of in Aircraft Aircraft and
Use Case Networks Road Vehicles Equipment Landing Ships En Route
Critical Telecom, Road Agriculture, Aviation Aviation,
sectors electricity, transport, construction, (see Table 5.4) maritime
financial government, dams, energy, (see Table 5.5)
(see Table 5.1) commercial, maritime,
many other nuclear, water
sectors (see (see Table 5.3)
Table 5.2)
Value of High Moderate Moderate Low N/A
indoor
coverage
Importance Moderate High Low Low Low
of low-cost
receivers for
user adoption
Need for N/A Moderate High Moderate Low
horizontal
position
accuracy
Need for N/A Moderate Moderate High Low
vertical
position
accuracy
Importance Low Low Moderate Moderate High
of coverage
far from
populated
areas
Strongest Nationally: NextNav MBS Locata Existing elLoran
candidate eloran instrument Satelles STL
PNT systems Satelles STL landing
White Rabbit systems
; . Possibly:
Regionally: Locata

NextNav MBS
PTP

NextNav MBS

We thus do not include that financially small contribution in the total. The right-hand

column totals the avoided damages over three days for each alternative.

Several sectors have no check marks; that is to say that none of these systems can
replace GPS in that sector during this contingency. Consequently, those losses do not

affect the decision to deploy or not deploy these systems.
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Table 6.6
Preventable Losses of Potential Deployments for an Extreme (3 Day) Solar Storm (millions of 2018 dollars)
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5G cellular v v v NA v/ v v 804-987P
PTP 7 7 7 54
White Rabbit v v v 54
Holdover clock V4 v V4 54

NOTES: While these numbers are often presented with up to three significant figures, that is only to ease any numerical comparison across this
document; the actual precision of all these estimates is much less. LBS = location-based services.

2 The savings attributed to both eLoran and the Iridium-based solutions for positioning depend entirely on the adoption of its receivers by recreational
boaters, historically a cost-sensitive market.

bThe potential of 5G as an alternative for timing and/or positioning depend on its own independence from GNSS, which is not yet definite.

€ The savings attributed to Locata is dominated by potential losses in just four ports.
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Note that this does not include any estimate of the likelihood of this event. As
noted earlier, the frequency of a solar storm of the magnitude of the Carrington event
hitting the earth is hard to estimate with precision but appears to be roughly once a
century. That makes the damages that might be expected in any decade to be (also
roughly) about one-tenth of the amounts above.

We now need to compare these damages with the costs for a range of alternative
technologies. As we discussed previously, these costs range from the hundreds of mil-
lions into the billions of dollars for high cost systems over a decade to less for individu-
ally purchased resilience technologies.

What is clear is that taking that frequency into account, the scale of the expected
value of the avoided damages remains well below the cost for dedicated PNT alterna-
tive systems. In part, this is a simple consequence of the inability of alternatives to prac-
tically support some uses, notably agriculture. Additionally, some potential damages
are amenable to being mitigated by comparatively small investments—most notably,
the ability to mitigate damages at container ports by deploying high-accuracy backups
in only four ports. Finally, this conclusion is further buttressed by several existing and
likely future components of the PNT ecosystem for which little or no new government
investment is required; deployments of the FirstNet location system within urban areas
and the 5G network will provide backups in some urban areas, thereby further weak-
ening the case for any significant federal investment in additional alternatives.

Local Outages from Jamming or Spoofing

Jamming and other local attacks are by nature significantly less damaging than the
nationwide loss of PNT, as summarized in Table 6.2. Across industries, summing
the lower ends of the estimated range produces overall estimates in the low single to
tens of millions, with an upper-end tail reaching into the hundreds of millions only
if very significant transportation effects on the order of large-scale natural disasters
occur with GPS disruption, effects we found no evidence to support in the existing
cases of GPS disruption or our regional analyses. Such low estimates of costs for indi-
vidual incidents would seem to argue that if any investment is made in response, that
investment should be at the low end of the spectrum in resilience technologies; such
technologies include direction finding, integrity monitoring, and other tools to make
it possible to rapidly detect jamming, identify the perpetrators, and halt their activities.
To the extent that the proliferation of such capabilities makes jamming nonviable as
a consequential operation (and increase the cost associated with negligent disruption),
the deterrent effect could reduce risk disproportionate to the costs.

Our analysis of jamming does not include a case of jamming across the entire
country on a sustained basis. That is beyond the capabilities of all conceivable threat
actors, even those supported by hostile nation-states. However, commercial systems
can approximate that case, in particular any deployment of strong transmitters in or
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near GPS bands for other purposes.¢ Such deployments could have much more seri-
ous effects than those explored here. Certainly, the direct disruption and loss would be
greater and sustained indefinitely. Additionally, any specific circumstances in which
the loss of GPS could have outsized costs, such as by triggering rare, difficult to predict
effects, would in fact actually occur and cause losses because of the nationwide cover-
age and continuing transmission of such systems. The analysis in this report does not
apply to such emitters, but it seems that guarding against such threats through actions
to safeguard the spectrum used by GNSS should remain a priority to avoid running
such a natural experiment on the U.S. economy.

Summary

We focused on near-term technologies, ready for deployment, with little or no need for
further development. In general, we find that no threat or hazard would cause likely
damages even close to the cost of deploying a backup or alternative PNT system. This
held true for both positioning and navigation and for timing, together or separately,
nationally or regionally, and considering all uses of GPS across sectors, from transpor-
tation to E911.

To argue strongly for deploying any of these systems purely as a backup to GPS—
independent of whether such systems are funded by the government or private indus-
try—requires believing one (or both) of two alternatives. In the first, one must believe
that the threats to GPS are much worse than these. That is, the outages would be
widespread, frequent, and last for many days. Additionally, one generally must believe
the damages would be close to the upper estimates that we list, not the lower. In the
second alternative, one would need to believe in the much higher estimates of dam-
ages, such as the high estimates for telecommunication disruption in the O’Connor et
al. (2019) analysis.

Important assumptions are being made here that are key to this finding, but we
believe they are reasonable ones. First, we assume that no industry will discard their
existing backups and simply rely on GPS. Given the occasional problems with GPS
(nuisance jammers, a satellite with an incorrectly loaded ephemeris, etc.), not relying
on GPS alone would seem to be well motivated.

Second, we similarly assume that systems using GPS critically will be designed
to monitor the integrity of GPS information. Such integrity monitoring would obviate
spoofing attacks, reducing their effectiveness to near zero. More importantly for this
analysis though, the ability of a user to do integrity monitoring would not be changed
by providing another alternative or backup signal. This is because in all the cases that
we considered, there already are abundant available checks, whether from other signals

6 See the DoT (2018b) for a technical analysis of such interference.
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such as from other GNSS and cellular towers and/or from internal subsystems, such
as other sensors such as radar, an IMU, or simply a known, fixed location as for the
financial or electric grid uses. Adding another signal does not change that—if a system
does not use the existing systems to monitor integrity, it is unlikely to use yet another.

Finally, and independent of any need to backup GPS, the federal government is
already deploying a partial backup. AT&T FirstNet—a PPP that supplies robust cel-
lular communications to first responders—will deploy a backup that independently
provides accurate positioning (including height) indoors in most built-up urban areas.
AT&T FirstNet is using a signal compatible with cell phones and will also provide
accurate timing. Consequently, this signal will cover a large fraction of the U.S. popu-
lace and a great deal of economic activity, which depending on the scale of the First-
Net deployment of their accurate positioning further reduces any benefit from other
deployments.

Of course, some of the systems may well be deployed independent of any concern
about GPS outages. For example, Locata is being deployed in ports and mines for their
internal use, and as noted, MBS or some similar system will be deployed to support
z-axis determination in some areas for first responders and for those areas will enable
location-based services. SLAM will likely be used and matured by developing autono-
mous vehicle and drone applications. We discuss this in the final chapter.



CHAPTER SEVEN

Summary and Weighing Alternatives and Potential Federal
Initiatives

In this final chapter, we provide a brief overview of the findings from Chapters Three
through Six that cover the four parts of our analysis. Then, we discuss different ways
to interpret those findings based on individual worldviews. Finally, we examine some
potential federal initiatives.

Summary

In Chapter Six, we found that the generally modest damages that we expect from GPS
disruptions do not alone justify the cost of a backup. Still, different decisionmakers
often hold quite different views of threats and the importance of different domes-
tic infrastructures. In this chapter, we try to accommodate such divergent views by
asking, “What must one believe in order to change that conclusion?”

For those decisionmakers most concerned with local jamming, whether by terror-
ists or state-supported groups, the limited area affected by any such jamming yields a
perhaps predictable implication: One would need to believe that the number of such
events was likely to consistently be at least several score a year—far beyond the utter
absence of such attacks to date—in order to justify any new system.

For those more concerned with larger-scale, national outages or disruptions,
requiring a nationwide positioning (and thus navigation) backup capability could be
driven by one of two sets of beliefs. First, decisionmakers must believe that the dam-
ages would near the high end of our estimates and that such events would occur several
times per decade or last much longer than we expect the effects of a solar storm to last.
Alternatively, they would need to believe that some very large damage estimate is in
fact correct—for example, that container ports would be rendered inoperable. As we
have seen, such beliefs would lead to supporting the deployment of systems providing
intermediate or higher accuracy in urban areas to prevent most of the damage, or to
support a sector where they believe large damages would occur, such as container ports.

For those more concerned with a national-level outage and #iming, decisionmak-
ers must believe that the losses from a disruption in timing would be much larger than
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our estimates. This might entail believing that existing backups would be abandoned,
producing larger damages in such sectors as finance, or believing that damages would
in fact be much higher—for example, the very high estimates in O’Connor et al.
(2019) for the wireless communication sector. These cases could motivate the deploy-
ment of any of a wide variety of relatively inexpensive alternatives, from satellite-based
systems (notably, STL) to broadcast systems (such as a timing-only eLoran or improved
WWVB) to fiber-based systems.

In the final section of this chapter, we summarize four federal initiatives that are
relatively low cost and that also provide some robustness for those decisionmakers still
concerned.

1. Information-sharing and standards

2. Expansion of law enforcement authorities

3. Timing-only backup

4. Expansions of economically successful but geographically limited systems.

Impact of Worldview

Different audiences and decisionmakers can view the world in quite different ways.
Some focus on specific threats or natural hazards while some focus on specific applica-
tions for PN'T. These views reflect real, if particular, concerns and thus must be per-
ceptible in our analysis for the analysis to be broadly understood and accepted.

For example, one oft-discussed natural hazard to GPS is an extreme space weather
event, often likened to the Carrington event of 1859, which was an extremely large
CME from the sun. These concerns are not limited to the United States; for example,
the EU organized a meeting in late 2016 to focus on this threat (Krausmann et al.,
2016). That meeting noted the potential risks to GPS and other GNSS but focused
more on the need for planning to handle potentially large damage to power grids. Other
reports are more dramatic, emphasizing the potential for widespread, lasting effects.
For example, an article in 7he Atlantic quoted Norwegian geophysicist Pal Brekke as
follows:

With satellites and the chips inside them getting smaller as technology progresses,
“one particle from the sun that penetrates a satellite can ruin things,” Brekke says.
“It wouldn’t take that large of an event to take out all GPS.” (Glass, 2016)

In contrast, an unpublished but publicly disclosed FEMA report from 2010—AMitiga-
tion Strategies for FEMA Command, Control, and Communications During and After a
Solar Superstorm—found that, in such an event, there was a “possible” loss of enough
GPS satellites to reduce the constellation below the 24 usually required, a less-dramatic
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and less-consequential failure (Emerson, 2017). As our earlier analysis indicates, we do
not share the perception of a great risk to the GPS satellites from such an event.!

Obviously, there is a wide range of perceptions about the risks from such an event.
Our analysis has placed disruption from a large solar storm in the context of other
risks, both natural and man-made, and estimated these risks in a common economic
framework that allows us to provide a cost/benefit calculation. Nonetheless, we must
provide a view of our analysis that is limited to just that one hazard for decisionmakers
or public audiences who are deeply concerned with its effects on GPS.

However, these decisionmakers must not neglect the other effects of an extreme
space weather event. Some hazards can affect some but not all backups: for example,
GNSS systems similar to GPS are very likely to be similarly affected by a solar event
while most terrestrial backups would not be directly affected. Still, this hazard can
yield large, non-PNT effects. In the case of a CME, the greatest effects likely would be
on electrical power where the induced currents on long transmission lines can burn out
expensive and difficult-to-replace transformers if the grid operators are not prepared
for the effect. As the authors of the EU study argued, societal attention and invest-
ments should first resolve that problem (Krausmann et al., 2016).

The same is true of other views of the importance of the particular hazards or
threats that we have addressed. For example, the overall risk estimation in a white
paper from the Resilient Navigation and Timing Foundation (2016) found that “the
greatest danger to the United States is from jamming.” Consequently, for audiences
that agree with that view, this work provides a focus on jamming—both inadvertent
and deliberate—and considers the costs and benefits in that light. As our analysis indi-
cates, we do not find the economic effects of jamming to be large enough to justify
large-scale investments in alternatives, given the resiliency measures already in place in
many sectors of the economy.?

The same is true for those concerned with a particular application or indus-
try. For example, as noted earlier, the authors of an economic analysis of disruptions
focused on the United Kingdom asserted that the greatest economic effects would
be from disruptions in navigation, causing increased road congestion and delays in
emergency services. In stark contrast, other commentators emphasized the criticality
of timing to the financial, energy, and communications sectors of the economy (Fern-
holz, 2017). Although we believe our economic approach is the best way to integrate
these quite different viewpoints, we also must respect the views of various audiences
that might focus on a single service or, indeed, on a single use, such as communica-

1 Tn contrast, the authors do see the potential damage to other systems, notably the power grid, as arguably large

and serious.

2 We note that this work does not apply to a commercial network of emitters, which would interfere with the
GPS signals from a nearby band. The analysis in this report does not apply to such large-scale and ongoing
interference.
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tions or electrical power, arguing that the use is critical to all else and thus deserves
special attention.

Inverse Problem: Assumptions on Threats

One way to understand the implications of our analysis is to ask, “What must one
believe about specific threats or hazards to the GPS system to justify an investment to
make the system more resilient and robust?” From the results in Chapter Six, we can
make some clear observations.

Given the small area covered by feasible numbers of terrestrial jammers, it is
implausible to expect such jamming attacks to justify any investment in costly alterna-
tive PNT systems. In part, this is driven simply by the need to provide backups every-
where to make them effective as a counter against this threat—across the nation or, in
some cases, across urban areas—so the attackers have no obvious target. In contrast,
more modest expenditures in such resilience-increasing elements as integrity moni-
toring or proliferating direction finders to responders at the local level could address
incidents and help to deter them in the future, if desired. Fundamentally, however, for
local attacks, a score of consequential attacks per decade would be needed to match the
costs of the cheaper alternative PNT systems, and several hundred attacks would be
needed to justify the expensive systems. Given the absence of such attacks to date, such
investments should seem unreasonable to virtually all audiences.

Turning to nationwide events and to timing, nationwide disruptions would need
to average about one day per year, primarily affecting certain sectors, such as power
and communications. Such disruptions could motivate the deployment of a relatively
cheap system to provide backup timing—for example, eLoran (timing only) or some
enhancement of WWVB, or alternatively, White Rabbit via fiber. Because these sec-
tors already have some in-place backups, it is difficult to distinguish White Rabbit in
particular from an improved backup because it can be provided site by site, unlike a
broadcast system. Of course, as noted in the threat analyses, if these disruptions are
intentional, a single system dependent on a small number of terrestrial sites such as
most wide area broadcast systems would offer an attractive target. Further, blowing up
towers and associated equipment is much more familiar to terrorist groups than jam-
ming an RF signal.

For nationwide events and for positioning and thus navigation as well, our analy-
sis shows that one must believe that damages would be much greater than our esti-
mates, counting only the damages that could be mitigated by some available system.
Producing greater damages appears to require both an acceptance of the high end
of the economic estimates that could practically be mitigated—perhaps a very large
consumer benefit or great transportation disruptions—and an expectation that these
significant disruptions would happen much more often, last much longer than we find



Summary and Weighing Alternatives and Potential Federal Initiatives 135

credible, or both. Such beliefs are needed to justify the costs of the relevant systems to
address these threats—typically such systems as MBS and Locata—because the costs
of such systems are high if they need to cover many city-sized areas.?

In both of these cases, such high rates of nationwide disruption would be much
higher than the observed rate of solar storms affecting the earth. Something else
would be needed to justify a backup system. The most plausible alternative that we
have found, which we discussed in Chapter Three, is a cyberattack by a sophisticated
nation-state.*

A cyberattack on a military system (such as GPS) would likely require the resources
of an advanced nation-state. To be effective, the attack would need to affect all oppos-
ing GNSS constellations available to the United States. If the attack came from Russia,
we would assume that GLONASS would be shut down for the duration of the conflict,
but at least Galileo would need to be disrupted as well. Because the extent and persis-
tence of effects from cyberattacks are highly variable, such an attack could provide the
number of days without PNT services that would be needed to justify a backup.

Still, there are complications. An attack on multiple GNSSs would be difficult to
accomplish, even for nation-states. Additionally, if the attackers intended to harm the
U.S. economy, it is hard to argue that any of the alternatives considered—commercial
systems less hardened against cyberattack than GPS and the other GNSS—would not
also be affected. Finally, one must assume that the two nation-states most likely to be
capable of such an attack—Russia and China—would coordinate the shutting down of
their national GNSS to harm the United States. Otherwise, Russia and China would
need to attack each other’s constellations, which would be a dangerous choice for either
nation. Such coordination would be possible, although it is hard to estimate its likeli-
hood. To find this a compelling rationale for a backup, one must believe that such an
attack is possible and that it would be limited to just GNSS and so not affect a backup.
We do not find this rationale compelling.

Potential Federal Actions

As our analysis makes clear, it is difficult to make a convincing argument for investing
in a backup or alternative system because of the nature of these threats, independent of
who is making the investment. Under most assumptions, the societal risk that could be

3 As noted earlier, if the great damage is because of perceived effects at a limited number of locations—for
example, disruption of the four large container ports—then the costs of mitigating the damage would also be
much less, as might the appropriate federal role.

4 Physical attacks on the GPS satellites are both difficult because of their orbital location and also because of the
great redundancy of the constellation. Adding Galileo in as well would require scores of satellites to be negated
before significantly reducing PNT capabilities. This makes GNSS, in general, a very unattractive target in any
conflict, particularly when compared with surveillance, intelligence, or communications constellations.
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mitigated does not justify the investment. Still, there are four potential federal initia-
tives that do appear to be cost-effective or close to cost-effective.

1. Information sharing and standards for hardening or quality monitoring for
those systems now relying on GPS

2. Expansion of law enforcement authorities focused on GPS jamming

Timing-only backup through fiber/FirstNet, eLoran, or STL

Expansions of economically successful but geographically limited systems offer-

ing high performance (whether 5G, MBS, or other) in neglected areas. Such

expansions would be a potential opportunity for a PPPs or a service-level agree-

ment.>

N

We discuss each below.

Information Sharing

Information sharing between the federal government, which is more aware of potential
disruptions in GPS, and various user communities could be important. For some users,
this would primarily motivate careful system engineering, particularly among those
who might be unusually sensitive to GPS disruption or spoofing. One such example
concerns the PMUs used to synchronize the electrical power grid, which, some argue,
could be spoofed into making the grid unstable and causing damage (Humphreys,
2012). This, of course, assumes that the PMU is not doing integrity checks on the
GPS time signal. As Humphreys notes, the potential damage could be greatly reduced
by hardening the systems in a variety of ways. Because the costs of hardening and
the potential damages would, in this case, largely be felt by the same economic actor,
information sharing should motivate appropriate responses. In cases in which some
damages would be felt by others, such as the rate payers of a utility absorbing the costs,
regulations requiring such hardening become appropriate.

Expansion of Law Enforcement Authorities

In a sense, a variation of hardening would allow a societal-level hardening to reduce
the prevalence of nuisance jamming. Currently, only the FCC is allowed to levy fines
against those who interfere with GPS, thus making it very unlikely that individu-
als using jammers for personal reasons will be caught and fined. Changing the law
to allow state and local authorities to levy fines could allow for deploying such sys-
tems as “JammerCam,” which is available in the United Kingdom (Chronos Technol-
ogy, 2018). This appears to be a low-cost (or even profitable) alternative that could
reduce such drive-by jamming wherever it becomes bothersome, although we would

> Both public-private partnerships and service-level agreements involving PNT are of particular interest to Con-
gress, as shown in Sec. 1618 of the 2017 National Defense Authorization Act.
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not expect such law enforcement to become a major activity. We also recognize that the
necessary changes in laws make this a longer-term alternative, at best.

National Timing-Only Backup

The third initiative is a timing-only backup system, presumably motivated by the loss
of an accurate GNSS signal during a large CME. Notably, the U.S. government has
long operated radio signals for timing, such as WWV and WWVB, through NIST.
This makes timing a particularly familiar federal role.

A timing backup system appears to be important for the wireless communica-
tion sector and for the electrical grid.® Although existing 4G cellular systems would
be able to function for weeks without GPS and would continue to be available as 5G
is deployed, the small 5G cells in wireless systems might not function without GPS.
Timing could be important if the 5G cellular infrastructure becomes an important
PNT alternative—for example, for emergency services within structures.

The degree to which the timing synchronization of the 5G architecture will rely
on GPS—or, more generally, on GNSS—is a choice that has yet to be made. The net-
work might be made to provide its own synchronization, in part to avoid the costs of a
GNSS receiver for each small 5G cell (Li et al., 2017). In particular, the network’s abil-
ity to internally pass timing accurately enough would also be needed to use FirstNet
or any publicly supplied fiber timing signal, thus making national timing-only options
redundant to the existing cellular system of clocks.

For an eLoran-type solution applied to 5G, the cost of the receivers would likely
be even more of an issue than for GPS because the eLoran receivers are unlikely to be
less expensive than the current GNSS chip sets. If STL were used for a timing backup,
the cost of STL receivers would at best be comparable to the cost of GPS receivers, and
this cost could be a barrier for 5G adoption, just as the cost is a barrier for GPS.

The electrical grid is in some sense simpler. Here, the costs of another timing
signal, as for the PMUs, need to be compared with the use of existing holdover clocks
for the few days per decade that they would likely be needed. Information-sharing on
potential GPS disruptions with the grid operators alone could motivate internal invest-
ments in better backups.

Coverage Expansion of High-Performance Complements to GPS Through Public-
Private Partnerships

There is an opportunity for a PPP to expand the scale of systems that are otherwise
being deployed in limited areas. It appears likely that some system—5G, MBS, or
something else—will be deployed in metropolitan areas, thus providing more precise
position location of and for cell phone users.” The federal government could allow the

6 As noted, the financial sector, which also uses timing from GPS, has high-reliability backups.

7 The general approach and use of a PPP is provided in Appendix D.
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marketplace to determine the winning solution and leverage that into solutions that
are tailored to address a subset of users of national importance that might not be suf-
ficiently profitable to attract purely market-based solutions.

Initial deployments of such new systems are naturally targeted to the areas where
they offer the highest economic payoff. These areas tend to be higher-income areas, for
example, because this is where the ads sent to cell phone users are more valued. If the
U.S. government considers entering a PPP specifically to provide PNT, it would have
to carefully evaluate the best way to proceed, given rapid changes in the commercial
arena and other programs that would change the context of any further intervention,
such as FirstNet.

Implications of the FirstNet PPP for PNT

FirstNet was established by Congress in 2012 to provide a nationwide, high-speed
broadband network for the public safety community, including law enforcement, fire,
and emergency medical personnel. It received $6.5 billion in initial funding through
an FCC spectrum auction and 20 MHz of federally owned spectrum to host the net-
work. The legislation requires the network to be self-financing and allows FirstNet to
collect user or subscription fees from public safety entities and from “a public-private
arrangement to construct, manage, and operate the nationwide public safety broad-
band network” in exchange for access to network capacity on a secondary basis for
non-public-safety services.®

Although a PPP is not specifically mandated in the legislation, FirstNet’s govern-
ing board determined that it would be the best approach to finance the network. First-
Net issued a request for proposals (RFP) in January 2016 and awarded a 25-year con-
tract to AT&T in March 2017. Under that contract, AT&T will invest $40 billion to
build, operate, deploy, and maintain the network. In exchange, AT&T will be able to
use the spectrum for commercial purposes when it is not being used by first respond-
ers and will be able to charge user fees to first responder agencies (these fees must be
competitive with other cell phone service providers, however, because agencies are not
mandated to use the network).

FirstNet had a staff of 30-35 contracting, legal, and technical subject-matter
experts to develop the RFP and run the acquisition process. It also hired another
30-40 people who were responsible for conducting outreach with the states and first
responder agencies because the legislation required each state to decide whether to
“opt in” to the nationwide network or build its own state network, based on AT&T’s
proposed network coverage in each state. This suggests that a staff of less than but on
the order of 100 people would be needed for a new, complex PPP for a backup PNT

system.

8 Public Law 112-96 (2012). This section is also based on FirstNet: First Responder Network Authority
(undated) and discussions with FirstNet personnel.
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One of the requirements of the PPP contract is that AT&T provide “z-axis” cov-
erage in major metropolitan areas with dense vertical structures, which would help
determine the vertical location of a first responder in a multistory building. The geo-
graphic extent of this requirement is not yet well defined but would most likely apply
to the 20100 metropolitan areas with the highest-density populations. One possible
technology is the NextNav MBS, but it will probably be another 12—18 months before
AT&T makes a firm decision on a z-axis solution. The solution would then have to go
through the procurement and deployment processes before being fielded.

Because the coverage area is not yet settled, it is unclear how much of the United
States would be covered. To give some context for estimating this, the curve in Figure 7.1
shows an upper bound in the economic activity that might be covered, assuming that
all the MSAs below a certain size have this deployment. The MSAs are ordered by
size, from the largest (New York/Newark/Jersey City) down to the smallest (Sebring,
Florida). Presumably, this ordering also, very roughly, tracks the priority for deploying
the FirstNet z-axis capability, as larger MSAs are more likely to have high-rise build-
ings that drive this need. Although not all of an MSA would have high-rise buildings
requiring z-axis coverage, the existing MBS deployment in the San Francisco Bay area,
a reasonable case involving about 100 transmitters, covers not just the built-up areas
but also the entire East Bay (Oakland, Berkeley, etc.) and south to San Jose within the
rimming mountains, thus capturing much of two MSAs. This also makes sense for
deployment because AT&T presumably would seek to sell this service more broadly.

Figure 7.1
Cumulative Gross Domestic Product in the Largest Metropolitan Statistical Areas
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In Figure 7.1, the dashed line represents the total U.S. GDP in that year. The
vertical line, at 100 MSAs, shows the economic value contributed by the 100 largest
MSAs. The comparison with the dashed line shows the dominance of urban areas in
the U.S. economy.

The key point illustrated in Figure 7.1 is that a FirstNet deployment of some-
thing like NextNav, backing up GPS for essentially all of the economic benefits from
PNT within its coverage area, would be likely to capture a great deal of all the benefits
available to any backup simply because so much economic activity is focused in urban
areas. This is because this deployment can independently provide positioning with
comparable accuracy to GPS and good timing. No other alternative would be needed
in these areas. A similar implication would almost certainly be true even if AT& T were
to choose a different z-axis solution.

Of course, areas outside these urban areas would not gain these benefits from this
FirstNet z-axis solution, so such sectors as agriculture and mining would still suffer
whatever losses might be incurred in a GPS disruption. But, as we have seen, no sys-
tems other than GNSS-based ones cover large areas with the accuracy required. For
small areas such as mines or ports, local deployments are possible but seem likely to be
decided on and funded on a case-by-case basis.

This FirstNet deployment also offers an opportunity for the federal government.
Once a decision is made on a z-axis solution, DHS could potentially leverage FirstNet’s
contract with AT&T to expand the system to still more areas as a PNT backup. The
contract is structured such that additional task orders and funding could be added
by other federal agencies. This approach could avoid the need for new congressional
action and reduce the size of the staff needed to implement a new PPP, although suffi-
cient staff would be needed to discuss options with the various sectors using PNT and
to justify where expanded backup services would be warranted.

However, we do not believe that any single system, including expanding whatever
z-axis solution is chosen, will be sufficient for all users. For example, users requiring
higher-positioning accuracy will still need to procure a system providing such accu-
racy, such as Locata. Fortunately, market solutions will handle many of the challenges
identified in this report. Public provisioning is not necessary for many economically
significant users with concentrated interests and the ability to pay, such as banks or
telecommunications firms. The PPP based on FirstNet seems most likely to be useful
in covering some of the leftover gaps after the urban centers are covered.

Final Observations

Our analysis shows that large expenditures for deploying a backup or complementary
PNT system are difficult to justify in an economic sense. One must believe in very
large damages, frequent disruptions, or widespread effects, for which we found no evi-



Summary and Weighing Alternatives and Potential Federal Initiatives 141

dence. PPPs or service-level agreements do not affect this calculation as those arrange-
ments would merely change the source of the funding.

The federal government may still choose to support some deployment for noneco-
nomic reasons. In those cases, we have outlined four options that would be relatively
low cost and would also offer at least modest benefits.






APPENDIX A
Nationwide Framework for Valuing the Change in
Productivity Enabled by GPS

In the analysis supporting the nationwide portion of Chapter Four, the valuation of
changes in GPS availability is based on standard economic theory. Many applications
of GPS enable a sector of the economy to produce a given level of output at lower cost;
that is, they lead to an increase in productivity. In this section, we discuss how to value
such an increase in productivity as well as some potential pitfalls in doing so.

We measure the value of a productivity increase by the resulting increase in con-
sumer plus producer surplus. Figure A.1 illustrates the concepts of consumer and pro-
ducer surplus in a supply and demand diagram.

The diagram shows that equilibrium price (P*) and quantity (Q*) are determined
where supply equals demand. The demand curve shows the willingness to pay of con-
sumers for any unit of output, and the difference between willingness to pay and price
is a measure of the welfare consumers derive from participating in the market. The dif-
ference is called “consumer surplus,” and it is measured by the area (Aa*). The supply
curve shows the marginal cost of any unit of output, and the difference between price

Figure A.1
lllustration of Consumer and Producer Surplus
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and marginal cost is the benefit that producers derive from participation in the market.
The difference is called “producer surplus,” and it is measured by the area (P*00). The
sum of consumer and producer surplus (area [40a0]) is then the economic welfare that
society derives from this market.

Figure A.2 shows how the effect of a technological improvement on economic
welfare is calculated in this framework.

Technological progress in any sector is represented by an outward shift in the
supply curve, illustrated here by a shift from supply curve 0S* to curve 0S'. The
new equilibrium price (P') and quantity (Q') are determined where the new supply
curve crosses the demand curve. Consumer surplus increases from area (Aol*) to
area (APP’), and producer surplus (which may increase or decrease) changes from
area (P*a0) to area (P'B0). The sum of consumer and producer surplus—that is, the
economic welfare that society derives from this market—increases from area (A40.0)
to area (ABO0).

We characterized the impact of technological change in Figure 5.2 as “an out-
ward shift in the supply curve” and illustrated it with this specific case as a clockwise
rotation. We now discuss more formally how any specific kind of technical change
would be represented by a shift in the supply curve. There is no obvious way to rep-
resent the “level of technology” in the supply curve; it is simply a functional relation
between P and Q. We will abstract in this discussion to linear forms of both the supply
and demand curves. Since we are analyzing the impact of changes in P and Q from
initial equilibrium levels P* and Q*, we are only concerned with the behavior of the
supply and demand curves in the vicinity of the initial equilibrium. Given this, the

Figure A.2
The Effect of a Technological Improvement on
Economic Welfare
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linear functional forms we are using can be interpreted as linear approximations' of
the actual supply and demand curves around the initial equilibrium point (P*, Q*). We
will define the linear demand curve as

P=A+BQ,
(B < 0), and the linear supply curve as

P=g+5hQ,
(h < 0). Equilibrium P and Q are thus

_(A-g)
Q= h—B
p:M_

h—B

With this functional form of the supply curve, we can now more explicitly char-
acterize the impact of technological change. In economic theory, the supply curve is
derived from an underlying production function, in which the level of output depends
on both the level of inputs (such as labor, capital services, and intermediate goods) and
the level of technology. We can generally write this as

Q=f(1.6)

Here /is an index of intermediate inputs and 0 is an index of technology. The level
of output that will be produced at any price (i.e., the supply function) is at the point on
the production function at which profits are maximized. This is at the point at which
the marginal product of each input (i.e., the derivative of the production function with
respect to that input) times the price of output equals the unit cost of the input. As
represented in the production function shown above, we will abstract to one composite
input index, defined so that its price is unity. Then the profit maximization problem is

maximize PQ — 1
subject to Q = £(7,0).
And the supply curve is determined by the point at which

pdQ _

1
dl

I More formally, these are first-order Taylor series approximations around the equilibrium points (P*, Q*).

Band 4 are first derivatives calculated from the elasticity values.
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or
piL
dQ
A linear supply curve is derived in this way from a quadratic production function of
this form

b
I= gQ+§Q2 +&
since

dl
P=L=¢4hQ.
Q¢ N

Alternately, we can interpret the quadratic production function as a quadratic
approximation to the actual production function since it leads to a linear approxima-
tion of the supply curve.?

We now can represent technical change in terms of how the production function
changes, consistent with economic theory. We will characterize technical change in
this way (which is, as we will see, consistent with how it is characterized in the litera-
ture on the impacts of GPS on economic welfare): We define productivity in terms of
Q/1, that is, output per unit input. We define a z percent increase in technology as an
increase in Q/I by the factor y = 1 + (2/100); in the case of a decline in technology, z
would be negative. For example, we define a 10-percent increase in technology as an
increase of Q// by the factor 1.1. The precise definition is that a z percent increase in
technology means that any output level, say Q, which was produced by input I, before
the technical change, can be produced after it by input 7, where /, is determined by

Q_,%
I, _710

or

L=(,17).

Now we represent the production function before the technical change by the equation

b
I, :goQ"'EOQZ"'Em'

2 Again, these are Taylor series approximations.
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We define a z-percent improvement in technology as a shift in the production func-
tion to

b
1=ng+31<22+§1,

where
_%
gl IY
h
h = =
Y
&1 :%

YZ(HL].
100

This then implies that the supply curve shifts from

P=g,+hQ
to
P=g+ le’
where
_ &
& = 7
and
ph
Y

We now have an exact way to represent the impact of a z-percent improvement in
technology in our linear supply and demand framework. We note that other ways of
characterizing a z-percent change in technology could have been defined and that non-
linear functional forms could have been used. We judge that our approach is appropri-
ate for this application.?

3 Additional sensitivity analysis on these assumptions would be a valuable extension of this analysis.
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An Aside on Deriving Supply and Demand Curves from Supply and
Demand Elasticities

The responsiveness of supply and demand to price is generally characterized by the
elasticity of supply and the elasticity of demand rather than by the slopes of the curves.
The demand elasticity is the percentage change in the quantity demanded when price
increases 1 percent, defined as

n:d_Q£:B£
dP Q Q

(note 1 < 0). Similarly, the supply elasticity is the percentage change in the quantity
supplied when price increases 1 percent, defined as

e_Qr_, P
irQ " Q

(note € < 0).

In this work, we will generate our linear supply and demand curves by specitying
(1) that they result in a base quantity and price for the sector, designated as Q* and P*,
and (2) that they have a specified elasticity at that point. The base quantity and price
are generally the current market values, and from there we can estimate the economic
cost of losses of GPS services. Given the elasticities, we can derive the parameters of the
demand and supply curves as

B:T]F
A= P*—BQ*
>*

h=eg——
P*
g=DP*=hQ*.

The Impact of Supply and Demand Elasticities on the Economic
Welfare Effects of Technological Change

We are concerned in this report with the economic impact of a loss of GPS services,
which means losing the productivity gains associated with using those services. There-
fore, we will continue the discussion in terms of a productivity decrease. The economic
impact of such a decrease in technology depends on the supply and demand elasticities
prevailing in the market affected. We will illustrate this in this section. Throughout,
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we will define (P* Q) as the price and output prevailing in the market with avail-
ability of GPS, and (P, Q') as the price and output prevailing in the market after loss
of availability of GPS.

One way to assess the economic impact of such a decrease in technology due to
loss of GPS services is the following. First assess the deterioration in production tech-
nology that results from losing GPS services (say this is y percent; y < 100). Then assess
that in the absence of GPS services the price in the market would rise by the factor ¢ =
[1 - (1 - (»/100))]; that is, P'= ¢ (P*). Then, assess that output in the market will not
change when GPS services are lost; that is, that Q"= Q*. Finally, calculate the welfare
loss as (P'— P*) Q*.

We now show that this is equivalent to doing the consumer and producer surplus
calculation with (1) z = (—), (2) zero elasticity of demand (i.e., the demand curve is
Q = Q% and (3) infinite elasticity of supply (i.e., #* = »'= 0, so price is independent
of output). The impact on economic welfare of a change in technology under these
assumptions is illustrated in Figure A.3. For simplicity, we have used P* = Q* = 1 in
this example.

Figure A.3 shows that the result of the technical decline is indeed for the price to
increase by 25 percent, which is 1/y, and the change in welfare is the area with width
one and height 0.25, as in the word example above.

A zero demand elasticity and an infinite-supply elasticity certainly could obtain;
that is, there is nothing in economic theory that makes them inadmissible. However,

Figure A.3
Impact of a 20-Percent Technical Decrease in a Market with Demand Elasticity
Zero and Supply Elasticity Infinite
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we judge that there are good reasons to believe that they are not representative of what
the effect of loss of GPS for some period of time would be. Purchasers of output can
be expected to have some response to a higher price, so a nonzero demand elastic-
ity is reasonable. Suppliers can be expected to have constraints on how quickly they
can change production levels while infinite-supply elasticity implies that any level of
output demanded will be supplied at the fixed price of g (the supply curve is P = ¢
at infinite elasticity). Demand elasticity can range from zero to minus infinity, and
supply elasticity from zero to plus infinity. Unity is an attractive “representative” value
for demand elasticity since the weighted average of // demand elasticities, weighted
by their budget share, has to be unity given a budget constraint on buyers. There is no
such natural supply elasticity, but infinity is not plausible in a relatively brief period
for the reasons given above, and zero is not plausible for any activity whose scale can
change as economic incentives change. We will use a value of unity as a representative
intermediate level in our next example.

Figure A.4 shows the effect on welfare of a 20-percent technical decline if demand
elasticity is minus one and supply elasticity is one.

Figure A.4 illustrates that in this case market price rises to 1.11, and market quan-
tity falls to 0.89. The new level of economic welfare is the area of the triangle with base
2 and height 0.89 (the new market quantity), or 0.89, so the welfare loss is 0.11. Thus,
with these elasticities, the economic welfare loss associated with the technical decrease
is about half that of assuming zero demand elasticity and infinite-supply elasticity.

Figure A.4
Impact of a 20-Percent Technical Decrease in a Market with Demand Elasticity
Minus One and Supply Elasticity One
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Analysis of many elasticity cases shows that welfare loss goes down as supply
elasticities fall (i.e., supply becomes less elastic), and that it also goes down as demand
elasticities increase in absolute value (i.e., demand becomes more elastic). The common
sense of this is that (1) elastic demand implies that users of the output can find good
substitutes when prices rise, and (2) inelastic supply implies (through the production
function) that the relatively fixed level of production is not responsive to input level
and thus not to technical changes that affect how much input is needed to produce any
given level of output.

Empirical Estimates of the Cost to Society of a Loss in GPS Services

The total costs to U.S. society of a complete or partial loss of GPS services can be con-
ceptually divided into two categories.

The first category is economic losses. These are the losses in economic welfare,
measured by GDP, that result from loss of GPS services. There are two existing esti-
mates of these losses to the U.S. economy.* The first estimate of economic losses is
described in two reports: Leveson (2015a) and Leveson (2015b). The second estimate of
economic losses is presented in Pham (2011). There is also one estimate of losses to the
U.K. economy, presented in Sadlier et al. (2017). These three studies are broadly con-
sistent with each other, finding that loss of GPS services would cost the economy about
one half of 1 percent of its GDP.5 In the two estimates for the U.S. economy—Leveson
and Pham—the bulk of the losses are in grain production, construction-related activ-
ity (including earth moving and surveying), road freight transportation, and consumer
use of GPS-enabled services, such as personal navigation. We will discuss these eco-
nomic losses below.

The second category is public safety losses. These are losses that occur if emer-
gency services that rely on GPS are slowed in their arrival at the site of the emergency,
thus resulting in additional loss of life or property. Such emergency services include
ambulance, police, and firefighting services, whose life- and property-saving effective-
ness depends on prompt response; such prompt response is facilitated by GPS and
would be slowed in its absence. To our knowledge there is no previous estimate of this
public safety cost for the United States. We suggested a range of possible estimates in
Chapter Four of this report.

4 These two previously published studies have now been superseded in many, but not all, sectors, by the gener-
ally more detailed study by O’Connor et al. (2019).

5 When we inflate Pham’s figures to 2018 dollars as we do Leveson’s, his total savings from GPS in those sectors
is $51 billion compared with Leveson’s $46 billion. We inflated Sadlier et al.’s results to 2018 equivalent dollars
by multiplying by the ratio of U.S. to U.K. GDP at market exchange rates. Their estimate after that adjustment,
net of the emergency services sector, is $49 billion.
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First, we describe the work of Leveson, presented in his reports of June 2015 and
August 2015, although we will modify his estimates in part; we will discuss those
modifications in this section.

The second column of Table A.1 shows Leveson’s estimates of the impact of GPS
on economic welfare, by sector, in 2013, which is $55.7 billion—0.33 percent of the
2013 GDP of $16.7 trillion. As the table shows, more than 99 percent of the economic
impact is in five sectors: grain production, earth moving, surveying, commercial road
transport, and consumer location-based-services. We have projected these to 2018
values (the third column), inflating them by a factor of 1.22, which is the ratio of esti-
mated 2018 GDP to 2013 GDP.6 Doing so leads to a 2018 economic benefit of $67.7
billion. Inflating by nominal GDP growth is equivalent to assuming that the economic
benefits of GPS services grow proportionately with both real output and the price level.

We make five modifications to Leveson’s estimates, which we judge result in an
estimate more appropriate for our purposes—namely, assessing the value of investment
in GPS-backup or PNT resilience programs.

First, Leveson’s estimates of benefits in the first four sectors of Table A.1 (grain,
earth moving, surveying, and commercial road transport) follow the methodology that
we described above: if the productivity gain from GPS is estimated to be y percent,
Leveson measures economic benefit as (P'— P*) Q* where Q* is the current level of

Table A.1
Leveson’s Estimated Annual Economic Benefit of GPS Services
in 2013 and 2018 (billions of then-year dollars)

2013 Economic 2018 Economic
Sector Benefit Benefit
Grain production 13.7 16.7
Earthmoving in construction 5.0 6.1
Surveying 11.6 14.1
Commercial road transport 11.9 14.5
Consumer location-based services 13.1 15.9
Other? 0.4 0.5
TOTAL 55.7 67.7

SOURCE: Second column from Leveson (2015a, 2015b); third column calculated by
us as described in text.

@ »Qther” includes timing services, and air, rail and maritime transportation. As
discussed elsewhere, Leveson’s analysis of these other sectors is incomplete and
we do not use those numbers as a basis for analysis.

6 Actual GDP through 2017 is from BEA (2019). Projected 2017-2018 GDP growth is from Chairman of the
Council of Economic Advisers (2018), Table 8-1.
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output, P* is currently prevailing price, P'= ¢ (P*), and ¢ = [1/(1-(y/100))]. This
approach is analytically correct, given the implicitly assumed demand and supply elas-
ticities of zero and infinity, respectively, and those elasticities certainly could obtain;
that is, there is nothing in economic theory that makes them inadmissible.

We judge that there are good reasons to believe that the elasticities assumed by
Leveson are not representative of what the effect of loss of GPS for some period of time
would be. Purchasers of output can be expected to have some response to a higher
price, so a nonzero demand elasticity is reasonable. Suppliers can be expected to have
constraints on how quickly they can change production levels while infinite-supply
elasticity implies that any level of output demanded will be supplied at the fixed price
of g (the supply curve is P = g at infinite elasticity). Demand elasticity can range from
zero to minus infinity, and supply elasticity from zero to plus infinity. Unity is an
attractive “representative” value for demand elasticity because the weighted average of
all demand elasticities, weighted by their budget share, has to be unity given a budget
constraint on buyers. There is no such natural supply elasticity, but infinity is not plau-
sible in a relatively brief period for the reasons given above, and zero is not plausible for
any activity whose scale can change as economic incentives change. We judge that a
demand elasticity of —1 and a supply elasticity of 1 are more appropriate values for cal-
culating economic benefits. Making this change in the analysis reduces the economic
benefits of these four sectors (grain, earthmoving, surveying, and commercial road
transport) by about half; the precise level depends on the size of y. Leveson’s calcula-
tions of the benefits for consumer location-based services is not based on a productiv-
ity increase in production, as the first four sectors of Table A.1 are; it is based on a
“willingness-to-pay” estimate. No elasticity-based adjustment is appropriate for that.

Second, Leveson’s estimate of benefits in other sectors is explicitly characterized
by him as incomplete; he said, “estimates were not included for some sectors because
of insufficient data” (Leveson, 2015a, p. 8). Further, to the extent that Leveson did
estimate benefits in the timing-related sectors of finance, telecommunications, and the
electrical grid, they were based on the avoided cost of building a different nationwide
timing system—this is a different kind of counterfactual calculation that does not cap-
ture the GNSS benefit that would be lost during a GNSS outage (since the different
nationwide timing system is not actually in place).

We therefore supplement Leveson’s estimates based on the work of Pham (2011).
Pham too estimated benefits in the agriculture, surveying, and road transport sectors,
with results broadly consistent with Leveson’s. He then estimated benefits in other
commercial sectors as 71 percent of the benefits in agriculture, surveying, and road
transport based on the relative share of commercial purchases of GPS equipment in
different sectors. We show Pham’s estimates in Table A.2. Further, while Pham folded
the “other” commercial sectors together and assumed the benefit of GPS in those sec-
tors was proportional to GPS spending on equipment in the 2010 to 2015 period in
the aggregate, we also show the results if one does not combine the sectors and instead
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Table A.2
Estimates of Annual Economic Benefit of GPS Services (billions of then-year dollars)

Extrapolated Range of Estimates

(2018 $)
Pham Leveson

Sector (2011 9) (2013 %) Low Medium High
Consumer location- Not estimated 13.1 15.9 46.7 929
based services

Commercial road 10.3 10.3 1.9 7.2 222 44.9
transport ’ ’ ’ ’ ’ ’
Agriculture 19.9 19.9 13.7 7.9 12.4 17.9
Earthmoving 3.6 5.0 3.0 8.8 15.6

9.2

Surveying 5.6 11.6 5.2 5.6 6.1
Aviation 2.4b 0.14 1.4b 2.3b 3.4b
Maritime 22.2P 0.19 13.1b 21.1P 31.1P
Railway 28.33.b 0.05° 0.06 0.03P 0.05° 0.07P
Timing 3.42P 0.05¢ 2.0P 3.3b 4.8b
People tracking 0.2b Not estimated 0.1b 0.2b 0.3b
TOTAL 67.7 55.7 55.9 122.6 217.0

@ Pham (2011) combined these sectors when estimating benefits.

b This estimate rests on an assumption that GPS benefits are roughly proportional to GPS spending
across sectors.

€ This estimate is based on the cost of building an alternative timing system that has not actually been
built.

make the same assumption that share of GPS benefit is proportional to share of GPS
equipment spending sector-by-sector.

We call this the “Low” estimate in Table A.2 because we make two other adjust-
ments to the estimates, both of which increase them. First, Leveson provided an esti-
mate of GPS penetration in each of the markets, and he noted that it has grown over
time. We adjusted for assumed continued penetration growth by increasing the pen-
etration level from P, Leveson’s level, to P + (0.5%(100 — P)); i.e., so that the increase
in penetration closes half the gap between Leveson’s estimated level and full penetra-
tion.” Second, Leveson also estimates the share of precision location or timing benefits
that are provided by GPS, as opposed to alternate or ancillary systems. In the case of
a sudden loss of GPS services, many of the benefits from the ancillary systems may
also be lost; that is, they may require GPS availability to themselves function properly.

7 Thisis admittedly simply an assumption about how penetration may have increased; more definitive research
on this, beyond the time and resource constraints of this study, would improve the estimate.
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Given the wide array of alternate and ancillary systems in the several sectors, we make
this overall assumption on the consequences of GPS loss: let g be Leveson’s estimate
of the share of precision location or timing benefits that are provided by GPS. We
increase this to g + (0.5 (100 — ¢)/2); that is, so that the increase in the GPS-provided
share closes half the gap between Leveson’s estimated level and a share of unity.® The
estimate of benefits adjusted this way is shown as our “Middle” estimate in Table A.2.
For the “Other” sector, we assume that the penetration and GPS-provided shares are a
weighted average of those shares in the grain, earth moving, surveying, and commer-
cial road transport sectors. The shares are based on Leveson’s estimates of the economic
benefits of GPS to these sectors as shown in the last column of Table A.1.

The “High” estimate in Table A.2 shows a case in which GPS penetration
increases to 100 percent and in which the GPS share is unity—that is, in which all
precision location and timing benefits are lost in the absence of GPS. These estimates,
Low to High, bracket the range of effects of other elements of the PNT ecosystem to
cushion the effects of GPS loss or disruption.

8 This too is simply an assumption about the consequences of GPS loss; more definitive research on this, beyond
the time and resource constraints of this study, would improve the estimate.






APPENDIX B

Supplemental Information on the Regionally Based
Microeconomic and Geographic Analysis

This appendix will speak to some of the threats and vulnerabilities of the sectors dis-
cussed in the main body of the report and provide more detail on their composition
and the way in which we thought about their potential exposure to the loss of GPS. It
is intended as a supplement to Chapter Four and should be viewed as rounding out the
analyses contained therein.

Construction

Construction has the NAICS code 23. This sector encompasses the following NAICS
subcodes (see Table B.1):

The most significant portion of this sector from a GPS jamming perspective is
site preparation as it involves earth-moving equipment that can make extensive use of
automated machine guidance applications. GPS can also be used in site preparation
planning and the compliance assessment of those plans. There are other applications of
GPS in tracking and site management, but earth-moving applications appear to bring
the most significant productivity gains and cost reductions. To a lesser extent, large
civil engineering projects and line installation (both power and water/sewer) use GPS,
but they also routinely require confirmation from other sources.

GPS is not the sole source of positioning guidance on sites; GPS augmentation
systems, micro-IMUs, GIS-based systems, building-information modeling (BIM),!
cellular and wireless communications like Bluetooth, image recognition, robotic total
stations, and vastly improved computers and control systems all play a part. These
systems sit on top of a hodgepodge of construction techniques from multiple eras. At
any given time, the construction industry has techniques and processes from ancient to
cutting edge running side by side. Crews can adapt to changes through the application

I BIM was designed to enhance planning and allow engineers and architects direct insights in better control of

planned and current construction projects.
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Table B.1
North American Industry Classification System Subcodes

Code Title

237115 New Single-Family Housing Construction (except For-Sale Builders)
236116 New Multifamily Housing Construction (except For-Sale Builders)
236117 New Housing For-Sale Builders

236118 Residential Remodelers

236210 Industrial Building Construction

236220  Commercial and Institutional Building Construction

237110 Water and Sewer Line and Related Structures Construction
237120 Oil and Gas Pipeline and Related Structures Construction
237130 Power and Communication Line and Related Structures Construction
237210 Land Subdivision

237310 Highway, Street, and Bridge Construction

237990  Other Heavy and Civil Engineering Construction

238110 Poured Concrete Foundation and Structure Contractors

238120 Structural Steel and Precast Concrete Contractors

238130 Framing Contractors

238140 Masonry Contractors

238150 Glass and Glazing Contractors

238160 Roofing Contractors

238170 Siding Contractors

238190 Other Foundation, Structure and Building Exterior Contractors
238210 Electrical Contractors and Other Wiring Installation Contractors
238220  Plumbing, Heating and Air-Conditioning Contractors

238290  Other Building Equipment Contractors

238310 Drywall and Insulation Contractors

238320  Painting and Wall Covering Contractors

238330 Flooring Contractors

238340 Tile and Terrazzo Contractors

238350 Finish Carpentry Contractors

238390  Other Building Finishing Contractors

238910 Site Preparation Contractors

238990  All Other Specialty Trade Contractors

NOTE: Bold type indicates a field that uses GPS.
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of hybrid techniques and field-expedient measures, permitting construction activity to
continue even in the face of unexpected hiccups.

The actual process of construction as we view it consists of all the activities listed
above. The job site consists of a set of processes that can be thought of processes with
differing degrees of independence from other part of the process. Some cannot start
until other processes have completed while other processes run in parallel. The larger
the site, the more elements the project manager must sequence. In large projects, man-
agers can stagger operations to allow for slack in the event of a delay in one section of
the project without an automatic critical path failure.

However, even though GPS is jammed at a construction site, one cannot assume
that the site has shut down. Because only a small number of activities on a construc-
tion site actually require GPS to function in any significant manner, construction may
be less exposed to GPS outages and interference than might be assumed. The impacts
of GPS outages vary based on the construction project and the activities going on at a
given time. While GPS and automated machine guidance is finding its way into many
activities, at a given site different aspects of the construction project have significantly
varying levels of exposure. Here we can highlight the differences by discussing the
trades where GPS can help in terms of increasing productivity.

Any reader familiar with any construction project, from a simple home renova-
tion to the largest construction projects in the world, would instantly recognize that
not every portion nor even an overwhelming majority of construction tasks utilize or
require GPS to function. Even a temporary work stoppage is not necessarily a loss of
much money as weather stoppages happen on construction sites as well. Employers
may send employees home early, ask them to return later to work longer hours, or shift
activities. Apart from permitting, equipment rental, or other fees, there is minimal
long-term impact on their income.

Surveying

One of the areas which has benefited the most from the widespread proliferation of GPS
has been the surveying industry. This sector encompasses the NAICS codes 541360,
or Geophysical Surveying and Mapping Services, as well as 541370, Surveying and
Mapping (except Geophysical) Services. The 2012 Economic Census reported annual
receipts of $3.14 billion ($3.47 billion in 2018 dollars) in geophysical surveying and
$5.59 billion ($6.18 billion in 2018 dollars) for other kinds of surveying and mapping.

The Census Bureau estimated that the receipts reported by these two areas was
roughly $8.75 billion nominal 2012 dollars. It was deemed unlikely that GPS was
either uniformly used or uniformly vulnerable across these two sectors. GPS used in
Geophysical Surveying and Mapping tends to be used in pit mining. Mines are typi-
cally located far apart from one another and in mountainous areas. This leads to the
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use of alternatives to GPS at the mines themselves and would necessitate a jammer
placed at each individual mine to have an appreciable impact. Surveying and Mapping
(excluding Geophysical) teams are more commonly observed in day-to-day life and
more visible and thus more likely to be targeted.

Surveying (of the kind considered in this report) is a combination of office and
fieldwork. In the case of boundary surveying, or the survey of an area that was previ-
ously examined or which contains dig hazards, the job begins with a records search.
This may result in rough boundary lines or hazard maps and may also provide survey
monuments-markings that serve to indicate particular locations or coordinates. Once
this has been collected, a surveyor (or team) will go to the area. A small, regular section
can be examined relatively quickly. A large, irregular, or never-before-surveyed area
will take longer. Once on site, the survey team will determine reference points based
on the records. These may come from GPS coordinates or preexisting monuments.
Once these reference points have been determined, the rest of the plot can be surveyed
using prisms and photogrammetry or GPS units, usually in the course of a day. More
importantly, while GPS coordinates may be used for an initial check of the location
of buried lines, nonetheless, a trained surveyor must go out to the site with rods and
other tools to locate the “as built” rather than “as planned” locations of pipes. The
GPS units are faster when there is a clear line of sight to the satellite and the reference
point. However, in areas that lack that clear line of sight, photogrammetry is still the
preferred method. While a GPS unit has the added benefit of a reduction in team size,
some total robotic survey stations can also be operated solo, meaning that efficiency is
not the sole purview of GPS. Once the area has been fully measured and marked, the
survey team must draft documents for the client. This is a much longer process last-
ing about a week. Once it is complete, it must be reconciled with the previous records.
Where there are discrepancies, the survey team must determine the cause.

The majority of surveying is not fieldwork, and the majority of fieldwork is not
GPS dependent. Surveying involves using GPS or cueing off of “monuments” with
known locations. Monument-cued surveying may take slightly longer than GPS-based
surveying, but it is a substantial requirement for licensing new surveyors and tends to
be an important element of ensuring property boundaries are correctly mapped. So
long as surveyors are trained to examine indoor or underground locations, the knowl-
edge of non-GPS surveying will continue.

Perhaps the most visible fieldwork of a surveyor is the work performed on con-
struction sites, often before other work has begun. Unlike construction work, survey
fieldwork has a very short period of vulnerable (if any) to GPS jamming. The surveyor
need only find a monument or receive one definite GPS coordinate to be able to deter-
mine everything else on site. While the non-GPS surveying may be slightly slower
than pure GPS work, it is nonetheless a fairly rapid process on site, with most of the
work stacked on the front and back ends with desk work.
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Agriculture

One of the industries to benefit most from the widespread proliferation of GPS is
the agricultural sector and specifically, wheat farming. This sector encompasses the
NAICS codes 1111, or Oilseed and Grain Farming, which can include soybeans, corn,
wheat. The agricultural sector has benefited from the integration of GPS receivers into
many of their activities, including farm planning, and tractor guidance, among other
uses (National Coordination Office for Space-Based Positioning, Navigation, and
Timing, 2018). In many ways, the agricultural sector represents an ideal environment
for GPS jammers, as farm land is often flat, and wide open, which allows for maximal
reach. Unfortunately for the would-be attacker, many farms are involved in activities
on a daily basis that are not particularly sensitive to access to GPS coordinates. Field
laborers harvesting crops like grapes and strawberries by hand are not using GPS to do
so, while crops that can be harvested by machine enjoy benefits from doing so. On the
other hand, the number of days per year which represent a critical agricultural period
which could be targeted by adversaries is relatively small. In order to estimate the
potential economic loss through the denial of GPS to agriculture, the focus must shift
from metropolitan areas toward more rural counties.

Farmland in America is not distributed in an even fashion geographically or eco-
nomically, and GPS usage in farming is similarly uneven in distribution of value. GPS
driven planters allow farmers to avoid over-planting fields to save seed and fuel (Staff,
2010). Estimated savings in 2009 put a GPS unit as providing a 2—7 percent cost sav-
ings per acre. Given GPS unit prices at the time, depending on the actual cost savings,
the crops involved and several other factors, farmers could expect to break even some-
where between 200 and 2,100 acres of crop planting (Groover and Grisso, 2009). As
of 2012, 55 percent of farmland was held by only 4 percent of farmers, while nearly 70
percent of farmers operate farms of 179 acres or fewer (USDA, 2014). The break-even
cost does not justify the use of GPS units for many farmers.

However, this does not account for costs and savings associated with targeted
spraying of pesticides and herbicides. Per another study, the break-even rate for herbi-
cide and pesticide spraying depends heavily on the number of different kinds of pests
and weeds, and how much of the field must be sprayed. If an infestation is caught early
enough, targeted spraying works, and can save money and labor. However, if the infes-
tation has or might have spread, more of the field must be sprayed in order to prevent
additional outbreaks. Spraying any more than 75 percent of a field means that targeted
spraying is pointless from a cost-savings perspective (Adamchuk et al., 2008). In addi-
tion to the spraying itself, the field must be surveyed, and weeds and pests must be
identified. This hinges on low-cost field surveying, which is not available in all loca-
tions, and/or machine recognition of targets.

GPS signals only matter during a handful of days—tilling and planting, the tar-
geted application of sprays, and the harvest. These events do not fall on the same day
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across the country; corn harvests, for example, typically occur in a cascading fashion
starting in July and ending in December. In the case of tilling and planting, there is
some leeway to plant later or to use non-GPS-enabled planters. It may be less efficient,
but the job will still get done. A schedule slip is not usually a huge problem on the front
end. In the case of the application of herbicides and pesticides, GPS failure means less
efficiency and higher costs as well as the externalities associated with increased chemi-
cal usage. However, spray applicators can still function, and their jobs will still get
done. Harvesting is the real choke point. Once a crop is ready, it should be harvested
as quickly as possible. Farmers can use harvesters without GPS to continue the har-
vest, albeit with slightly less efficiency. The harvest days will be longer than intended,
but the work can still get done. Even there, however, there is some leeway. Silage crops
can stay in the field a bit longer. Grains that will need to dry in a grain elevator can
stay in the field for a day or two than originally intended, without complete failure. If
rains come, then the ears of wheat will lose their robustness and kernels will swell and
split. However, if the weather is reasonably dry, the farmer can continue to harvest at a
slightly slower pace. The window of vulnerability to GPS jamming is limited on farms,
and even then, most work can continue, albeit at a slower pace.

Finance

One of the areas which has taken advantage of GPS for timing purposes is the finance
sector. This sector encompasses the NAICS codes 521 (Monetary Authorities-Cen-
tral Bank), 522 (Credited Intermediation and Related Activities), and 523 (Securities,
Commodity Contracts, and Other Financial Investments).

Many financial transactions are reliant on PTP or NTP. Those reliant on PTP
often use GPS as a form of confirmation of timing. Rapid trades depend on knowing
who held which stocks at any given time. When trades occur in the course of millisec-
onds, this knowledge depends heavily on precision timing. GPS currently serves as a
simple way to get that precision timing,.

Per a white paper on timing in financial trading, GPS-based timing is “subject to
disturbances.” Financial firms should account for such disturbances and can generally
survive such outages if they make the appropriate investments in backup systems and
networks. This could mean using an atomic clock or local oscillators or having mul-
tiple points of access to GPS satellites should allow a given firm to weather unexpected
outages. Some white papers suggest that an atomic clock can provide precision timing
to the necessary level for weeks or months, more than enough time to outlast a jammer.
These backup features tend to be expensive, but given the expected losses associated
with the temporary loss of PTP when there is no backup, they are cost-effective.

In estimating the impact of GPS jammers on the finance industry we focused
on the sector in a single metropolitan statistical area with large amounts of financial
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services. Los Angeles has a large financial sector. We took the sector GDP of finance
located solely in Los Angeles and then looked at a sample of major financial institu-
tions in the region. The majority are geographically clustered in the downtown area.
Moreover, most of the money is concentrated in a very small number of firms. The
remainder is scattered in smaller firms around the area. Major firms, by virtue of the
amount of money they handle, invest heavily in backup systems. While an atomic clock
is expensive for most individual users, a financial firm working with billions of dol-
lars might see it as a reasonable investment. As of 2017, the New York Stock Exchange
was already working with the National Physics Laboratory to use their atomic clock
for precise timing. Smaller organizations are less able to invest in expensive backups.
The impact of GPS jamming is thus understood to be the impact of jamming checked
against the probability of backups failing, by the amount of money processed by any
given firm at any given day, averaged out across the year. Jamming when all backups
function is meaningless. The largest firms handle the most money on a daily basis
while having a lower probability of a backup failing. Smaller firms handle less money
on a daily basis but have a higher probability of a backup failing, so the overall losses
might, in fact, be higher in this group. The overall losses are determined by adding up
the expected value of all of these losses.






APPENDIX C

Technical Overview of GPS Enhancements and Alternatives
for Degraded GPS Environments

Overview of Enhancements and Alternatives

In this appendix, we provide a description and technical assessment of GPS enhance-
ments and alternatives that are potential candidates for use in one or more critical
infrastructure sectors. We use a common outline for each option discussed in the fol-
lowing subsections. Each subsection provides a description of the technology and the
quality of PNT that it can achieve, and discusses implications for new infrastructure
and/or new user equipment. In considering performance, we do not require all alterna-
tives to perform as well as GPS since some critical infrastructure sectors do not require
accuracy as good as GPS.

Wireless PNT Signals

Multi-GNSS Chip

Description and Performance

Even in benign environments, it is advantageous for receivers to exploit signals from
multiple GNSS constellations. By receiving a larger number of signals from which
receivers can compute pseudorange, users can (1) attain somewhat higher PNT accu-
racy, (2) assure PNT in unfavorable environments, such as urban canyons, and (3)
improve signal monitoring by checking for inconsistent values of pseudorange.! If all
four major constellations could be processed on one chip, then well over 100 signals
would be available globally. Table C.1 summarizes the available number of signals in
each of the bands used by GNSS constellations.

Because of these advantages, many GPS receivers exploit two or more GNSS
signals already. A 2016 survey of GPS receiver manufacturers found that nearly 65
percent of their designs exploit at least two constellations, with GPS and GLONASS
being the most common among the various possible combinations. Most smartphones

' Such signal monitoring is called Receiver Autonomous Integrity Monitoring.
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Table C.1

Approximate Planned Number of Signals in Each GNSS Band

System L1/L10C/E1/B1 L5/L50C/E5a/B2a L2/L2C/L20C E6/LEX
GPS 30 30 30 Not used
GLONASS 24 24 24 Not used
Galileo 30 30 Not used 30
BeiDou 35 35 Not used 35
QZSS 3 3 3 3
IRNSS Not used 7 Not used Not used

SOURCE: European Global Navigation Satellite Systems Agency, GNSS User Technology
Report, Luxembourg: Publications Office of the European Union, No. 1, 2016.

built within the last several years already support this capability. Figure C.1 shows the
results of this survey. As Galileo and BeiDou become operational, it is very likely that
the number of receivers exploiting those signals also will increase.

The majority of nonmilitary, consumer-oriented receivers today use only the L1/
E1/B1 frequency band. However, Broadcom has released a mass-market GNSS chip,
the BCM477755 chip, that simultaneously receives GPS L1 and L5, Galileo E1 and
E5a, QZSS L1 and L5, GLONASS L1, and BeiDou Bl and achieves 30-centimeter
accuracy (Moore, 2017; Broadcom, undated). The first smartphone with this chip, the
Xiaomi Mi 8, became commercially available in May 2018.

Figure C.1
Percentage of Receivers Supporting Multiple GNSS Constellations

GPS + Galileo + GLONASS

+ BeiDou
23% GPS only
35%
GPS + GLONASS + BeiDou
4%
GPS + Galileo + GLONASS
8%
GPS + Beidou GPS + Galileo

4% 5%

GPS + GLONASS
21%

SOURCE: Data from European Global Navigation Satellite Systems Agency, GNSS User
Technology Report, Luxembourg: Publications Office of the European Union, No. 1, 2016.
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If GPS signals should be degraded due to some event specific to the GPS con-
stellation or due to spoofing that mimics the unique structure of the GPS signal, then
multi-GNSS receivers may maintain good PN'T, with only a slight degradation of per-
formance. However, in the case of deliberate noise jamming, an attacker could likely
jam all GNSS signals due to their shared frequency band and weak signal levels.

Implications for Government and User Investments

While using multi-GNSS chips to improve PNT performance in the event of degraded
GPS signals requires new user equipment, the implied requirement for investment is
mitigated by the fact that chip manufactures are investing in this technology and con-
sumers are buying it already. Users do not need to be persuaded of the risks to GPS to
invest in this technology; they already are doing this for the advantages of multi-GNSS
chips in everyday situations where GPS is operating as expected.

Enhanced Long-Range Navigation
Description and Performance
Enhanced Long-Range Navigation (eLoran) was designed to be a modernized and
improved version of the now-defunct Loran-C system. Loran-C was a timing and
radionavigation service intended to provide positioning accurate to within about 0.25
nautical miles, or 460 m (Narins, 2014). That level of accuracy was useful to mariners,
although it was insufficient for harbor navigation. The error in repeatability of the
position calculation and relative location with respect to nearby users could be several
times better and is useful for the relative navigation and safety of ships (USCG, 1992).
Loran-C was used in a variety of applications; however, the market for receivers dimin-
ished over time as Loran-C was supplanted by GPS and other GNSS. The Loran-C
network was retired in the United States in 2010. eLoran was to make use of the same
transmitter sites and much of the existing Loran-C infrastructure. As of 2016, the only
eLoran broadcast in North America was the 360 kW signal from the former USCG
Loran Support Unit transmitting site in Wildwood, New Jersey.

eLoran, like its Loran-C predecessor, broadcasts in the 90-110 kHz band, which
enables its signals to propagate without suffering from the line-of-sight limitations that
are typical of most other signals designed for PNT. At this low frequency, eLoran sig-
nals can penetrate into indoor environments. Signals from eLoran transmission sites
are synchronized and coded so that user receivers can compute the time difference of
arrival for any pair of signals. Synchronization is maintained by three atomic clocks at
every transmitting station.? Any pair of transmitters is sufficient to localize the posi-
tion of the receiver on a hyperbola. For this reason, Loran is sometimes called a hyper-
bolic navigation system. Three transmitters are sufficient to uniquely allow the receiver
to find its 2D (horizontal) position and time (much as four GPS satellites are necessary

2 The redundancy in atomic clocks improves overall timing accuracy and improves holdover duration in the
event of a GPS outage.
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for users to find their 3D position and time).> However, a single transmitter is suffi-
cient to provide time transfer to a receiver if the receiver’s location is already known.

The ground-wave radio signals suffer propagation delays due to the environment,
which in turn introduce time and position errors if the delays are not perfectly known.
The propagation delays are divided into the Primary Factor (PF) due to atmosphere,
the Secondary Factor (SF) due to radio propagation over the ocean surface, and the
Additional Secondary Factor (ASF) due to the electrical properties of terrain other than
seawater. Of these, the ASF is the most difficult to model (Blazyk et al., 2008). In par-
ticular, changes in conductivity due to soil moisture are a major source of uncertainty
in the ground-wave propagation speed. (In addition, propagation by skywave paths
that enable receivers to see signals that arrive by multiple reflections off the ionosphere
can cause ambiguity in the time delay measurement. This latter source of uncertainty,
however, is substantially mitigated through signal encoding so that receivers can select
the first arrival of a transmitted signal and not a skywave “echo.”)

Although the uncertainties arising from ASFs are not predictable, the errors can
be measured at reference stations to allow for better PN'T performance if those cor-
rections are communicated to users. The exploitation of such corrections is called dif-
ferential Loran, which is well understood, but was not widely implemented within the
United States (Carroll et al., 2004). Due to the spatial correlations of the ASFs and
their slow variations over time, one reference station can support precision eLoran
within a distance of about 35 miles. Multiple reference stations could support a model
of ASFs that could support users over a larger area.

eLoran is meant to have significantly better performance than Loran-C (Helwig
et al., 2011). Two improvements are related to timing accuracy. First, eLoran speci-
fies tighter tolerances on waveforms. Second, it requires that each transmitter be more
tightly synchronized to UTC. Another important improvement is the addition of a
data channel, sometimes called the Loran Data Channel, which can carry useful infor-
mation such as differential eLoran corrections, differential GPS corrections, eLLoran or
GPS integrity data, date and time, emergency messages, or other information useful
to users. eLoran without differential correction was expected to provide time transfer
with better than one pis accuracy and with differential correction to better than 100 ns.
This quality of performance has now been experimentally demonstrated (Offermans,
Bartlett, and Schue, 2017; UrsaNav Inc. and Harris Corporation, 2017). Differential
corrections should allow positioning accuracy of about 20 meters, and one model sug-
gests that accuracy better than 10 meters may be possible (Safar, Vejrazka, and Wil-
liams, 2011).

3 1In fact, Loran transmitters are configured in groups called “chains,” with one transmitter in each chain being
designated as the “master” and others as “secondary” transmitters. Groups typically have three to six transmitters.
More than three are useful to avoid circumstances were one pair provides unfavorable geometry for the hyper-

g y y
bolic solution. Some transmitters were configured to support more than one group.
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The GLA of the United Kingdom and Ireland pursued an implementation of an
eLoran network with the hoped-for cooperation of other European nations. The GLA
produced a map of ASF in U.K. coastal waters, which however did not capture tem-
poral variation in ASF. Using that map, GLA found that with maritime navigation by
eLoran, within 30-50 meter accuracy was possible (Ward et al., 2015). However, the
governments of France, Norway, Germany, and Denmark decided that the benefits
of the eLoran network did not justify the cost and shut down their transmitters, ulti-
mately leading the GLA to abandon the project also (Saul, 2016). The eLoran tower
in Anthorn, Cumbria, is broadcasting until the contract runs to term, but there are no
known current users of the towers (Proctor interview, 2018).

Saudi Arabia has upgraded its five Loran stations to be eLoran-capable. India
is also reportedly interested in upgrading its six Loran stations and perhaps expand-
ing the network (Narins, 2014). South Korea is pursuing an eLoran system for use in
port entry, motivated by concerns over North Korean GPS jamming. South Korea is
currently testing the capabilities and has not reached initial operational capability but
aims for an FOC in 2019 (Seo interview, 2018).

A current eLoran receiver board is 60x30x8 mm (Reelektronika, 2017), not
including the antenna. Past Loran receivers have typically been larger and used a
whip antenna at least a few feet long. However, antennas as small as two square
inches may be sufficient for eLoran (Gallagher, 2017). Further miniaturization may
be possible. Thus, while it remains unclear whether eLoran antennas could be made
small enough for integration into smartphones, integrating eLoran receivers into
systems used to time-stamp ATM, credit card, and high-speed market transactions
applications in which GPS is now the main source of timing definitely would be
feasible (Glass, 2016). In 2016 UrsaNav demonstrated the application of eLoran for
providing precision timing to the New York Stock Exchange. Exterior antennas were
not needed due to eLoran’s low-frequency signals being able to penetrate into build-
ings (Schue, 2016).

In the absence of GPS, the synchronization of eLoran transmitters could degrade,
although holdover capability is potentially very good. Any impact from absence of GPS
would not result in severe underperformance for a considerable time. For example, a
well-designed ensemble of atomic clocks could provide holdover with accuracy remain-
ing better than 50 ns for up to 70 days (Dahlen, 2008). eLoran transmitters might also
get time directly from UTC standards at NIST or the USNO by space-based or ter-

restrial links to avoid any direct dependence on GPS.

Implications for Government and User Investments

The adoption of eLoran as a national alternative to GPS would require acquisition of
both infrastructure and user equipment. Infrastructure can leverage legacy Loran-C
transmitter sites and control stations if they are still available. Unfortunately, the dis-
mantling that occurred in 2014-2015 will increase the cost of reuse of legacy infra-
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structure. Infrastructure investment might also include the establishment of reference
sites to support precision applications and to provide PNT performance that would
be somewhat inferior to existing GPS services. Additionally, eLoran sites, if they are
the primary backup to GPS, would require fairly stringent physical and cybersecurity
investments because of their exposure on the ground and concentration at a few sites.

Users will require new receiver equipment. Although eLoran is compatible with
legacy Loran-C receivers, users of legacy receivers will not be able to access the key
benefit of eLoran—namely, the information carried on the data channel to allow for
precision applications. For eLoran to serve as a functional backup to GPS with a per-
formance that is only somewhat inferior, most users would require new equipment.
eLoran receivers could potentially be integrated into GPS equipment for fixed and
larger mobile users as was done with at least some legacy Loran-C user equipment.

One possible use of eLoran would be to provide time transfer nationally. Offer-
mans, Bartlett, and Schue (2017) calculated that only four transmitting sites would be
needed to support all of CONUS with 1 ps accuracy. A notional laydown of 71 refer-
ence sites to support modeling of ASFs could support differential eLoran and precision
timing to fixed users with 100 ns accuracy and would cover nearly all major cities,
airports, and ports within CONUS. Twenty or more transmitters would be needed
to provide position and navigation services for all of CONUS and to provide accurate
timing to mobile users.

Pseudolites and Beacons

In the following several subsections, we discuss various pseudolite and related tech-
nologies. In this discussion, we use the terms pseudolite and beacon to mean any ter-
restrial transmitter that broadcasts a signal designed for user positioning and naviga-
tion, which is typically received by user equipment that computes the pseudorange
to transmitters whose locations are known.* The term “pseudorange” refers specifi-
cally to an estimated range obtained by multiplying the speed of light by the time
the coded signal takes to travel from transmitter to receiver (Rao and Falco, 2012).
Pseudorange differs from true range because the propagation time, measured at the
receiver, contains contributions from multiple error sources including receiver clock
errors, transmitter clock biases, variations in the speed of the carrier wave due to pas-
sage through media of varying densities (e.g., the troposphere and ionosphere), the
effects of multipath, and errors in the known position of the transmitter or satellite
(Van Sickle, 2018).

4 We note that Raquet (2013) reserves the term “pseudolite” for signals that are similar to GNSS and uses the
term “beacon” for signals that are substantively different. While the underlying principle is essentially the same
in both cases, we also differentiate systems to avoid confusion.
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Modified GPS Signals

Description and performance

It is possible to design pseudolites that are entirely compatible with existing GNSS user
equipment, broadcasting on the same carrier frequency using a signal structure that is
the same as GPS or any other GNSS. A key motivation for such systems is for indoor
PNT where space-based signals are not available. Several architectures have been pro-
posed. In one case, transmitters surrounding a building repeat and amplify GPS sig-
nals that are acquired by an outdoor antenna. User receivers will compute pseudo-
ranges that are incorrect due to the extra path length from transmitter to user, but if
the user knows the location of the transmitters, he can then postprocess the data to
find his correct location (Xu et al., 2015). Another architecture uses transmitters that
broadcast GPS signals and ephemeris data corresponding to simulated satellite orbits.
Users again will compute pseudoranges that are wrong, but postprocessing based on
knowledge of the transmitter locations results in an accurate position (Kim et al.,
2014). At least some pseudolite concepts might potentially be implemented at relatively
low cost using SDRs and other commercially available equipment.

While these pseudolite concepts are attractive because they achieve GNSS-quality
PNT (Kim et al., 2014) using existing user equipment, there are some significant con-
cerns. Most significantly, they could interfere with reception of actual GNSS signals.
By design, pseudolite signals will be much stronger than actual GNSS signals since
they are intended to be received where authentic GNSS signals do not penetrate. Even
if pseudolites were operated only as a backup when GPS was unavailable, pseudolites
still suffer from the so-called “near-far” problem, in which some signals can be much
stronger than others due to terrestrial geometry, again making detection and process-
ing of all pseudolite signals potentially difficult. An advantage of pseudolite signal
strength is the substantial jamming resistance that results.

The above difficulties may not be insurmountable, and it seems possible that
architectures that allow both GPS and pseudolite signals to operate simultaneously
may be possible. However, there is no such architecture that is generally accepted and
no pseudolite architecture based on the GPS/GNSS carrier frequency that has been
commercialized. Indeed, it would be illegal to broadcast signals that interfere with
GPS in the United States. Any pseudolite architecture would have to prove it is com-
patible with GPS before it could be entertained as a viable backup option, which would
be a very difficult threshold to attain.

Implications for government and user investments
Pseudolite architectures based on GNSS signals would require infrastructure and
modest modifications to user equipment. Generally, four or more transmitters would
be needed for any service area.

User equipment will require, in addition to the existing GNSS capability, com-
munications and postprocessing to correct for the locations of the pseudolite trans-
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mitters. This could be provided easily by any smartphone with a cellular connection,
although this would introduce a secondary dependence on cellular communications.’

Locata
Description and performance
The Locata Corporation, a private Australian company with a U.S. subsidiary, has
developed a system of terrestrial beacons to provide precise PNT signals to specially
equipped receivers in a localized area. Able to provide centimeter-level positioning pre-
cision and under one ns timing synchronization between transmitters without the use
of atomic clocks, this system can serve as an augmentation to GPS or as a complete
alternative in areas where the beacons have been deployed. Locata was originally devel-
oped in 1997 as an alternate local GPS signal, using the same L1 frequency as GPS
itself. In 2005 the system was evolved to use a proprietary signal structure carried on
the license-free Industry Scientific and Medical (ISM) band, popularly known as the
Wi-Fi band (2.4-2.4835 GHz) (Rizos, Gambale, and Lilly, 2013). The system consists
of transmitting beacons (called “LocataLites”) which transmit on two ISM frequen-
cies, modulated with pseudorandom noise number codes. The original intent was to
develop a system that provides centimeter-level position accuracy in locations where
GPS signals could be obstructed or degraded, such as deep valleys, open-cut mines,
forested areas, and urban and indoor environments (Rizos, Gambale, and Lilly, 2013).

One of Locata’s key innovations is its patented “TimeLoc” technology, a method
by which it can establish and maintain synchronization between LocataLites to within
one ns of one another without the need for atomic clocks in each transceiver. In con-
trast, the GPS system utilizes atomic clocks on each of its satellites, updated regu-
larly via ground stations from the USNO master clock, to maintain synchronization.
Locata’s TimeLoc procedure allows each LocataLite to repeatedly adjust its own trans-
missions to match the timing of signals received from other LocataLites, the only
requirement being that each beacon is able to receive signals from at least one other
(Powers and Colina, 2015b). This enables the beacons to “cascade” the synchroniza-
tion across all the beacons in the “LocataNet.” The differences in reception time due to
geometric position of the LocataLites are taken into account during this process, since
the precise locations of each LocataLite are determined (via geodetic surveying and/or
GPS methods) when they are originally installed, and those precise LocataLite posi-
tions are broadcast in each LocataNet signal transmission. The TimeLoc procedure is
described in U.S. Patent 7,616,682 (Small and Locata Corp., 2009). Figure C.2 shows
the core components of every Locata implementation, a LocataLite transceiver, and a
“Rover” receiver.

While the TimeLoc procedure enables highly precise synchronization among
transmitters, the LocataNet time can drift relative to UTC unless a UTC source or

> Our assumption is that transmitter locations cannot be transmitted in the GPS message. This is simply due to
the current GPS message structure, not due to any physics-based limitation.
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Figure C.2
Core Components of a Locata Implementation

Locatalite Rover
(26 cm x 13 cm x 2.5 cm) (14.5cm x 13 cm x 2.5 cm)

SOURCE: Product image courtesy of Locata.
NOTE: A Generation 4 Locatalite transceiver (left), and a RV8 “Rover” Locata receiver (right).
Additional antennas and power components are required for an operational LocataNet.

GPS time is fed into the network as a master clock. Thus, any applications that require
accurate UTC would require such a master clock input to the LocataNet. Without
such an input, the LocataNet still provides the same centimeter-level quality of precise
positioning (Powers and Colina, 2015b).

In 2013, the University of New South Wales independently demonstrated Locata
time transfer within about five ns over distances up to 45.4 miles (Gauthier et al.,
2013). In 2015, the USNO conducted independent testing of LocataLites in the Dis-
trict of Columbia urban environment, with transceivers separated by as much as 1.8
miles, and demonstrated their ability to maintain synchronization within 0.2 ns (Hsu,
2015).¢ Also, while there is no theoretical limit to the number of LocataLites that
could be synchronized in a LocataNet using TimeLoc, the USNO concluded from
their experiments that, in practice, each additional intermediate LocataLite introduced
approximately 25 picoseconds of “jitter” into the synchronization (Powers and Colina,
2015a).

There are several examples of existing Locata deployments in various facilities
around the world. One is the Locata implementation at an open pit gold mine in
Australia (Rizos, Gambale, and Lilly, 2013). In 2012, Leica Geosystems deployed a
12-LocataLite network at the Newmont Boddington Gold Mine in Western Austra-
lia to augment the existing GPS-dependent guidance systems used for vehicle fleet
management inside the open-cut mining pit, which at the time was 1 km long x
600 meters wide x 275 meters deep. The GPS-only systems had been experiencing
reduced accuracy near the pit walls as the pit grew deeper. Leica designed receivers

© For comparison, GPS is required to maintain synchronization to at <20 ns 68 percent of the time (DoD,
2008).
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called the Jigsaw Positioning System (JPS) that combined inputs from GPS satellites
and Locata ISM transmissions and installed them on drilling rigs for position and
heading purposes near the pit walls. The system reportedly resulted in an improve-
ment of drilling machine availability time between 6.5 percent and 23.4 percent,
depending on the location of the machines in the pit, which translated into cost sav-
ings of approximately $112,700 over two months for two drills since drill downtime
costs the mine approximately $1,000 per hour per drill. The accumulations of cost
savings over the years have reportedly been even more significant as all 11 drills have
had new receivers installed.

Another example of a Locata deployment is at the White Sands Missile Test
Range in New Mexico (Craig et al., 2012). The 746th Test Squadron (746 TS) at
Holloman Air Force Base is chartered to provide test and evaluation of guidance and
navigation warfare for the U.S. Department of Defense. In 2010, the 746 TS began
developing the Ultra High Accuracy Reference System (UHARS) to provide improved
position and velocity accuracies “up to seven times better” than its previous truth
system, the Central Inertial and GPS Test Facility Reference System. One component
of the UHARS is the non-GPS-based positioning system (NGBPS), needed to provide
submeter position accuracy for airborne and land-based test vehicles in a GPS-denied
jamming environment. The 746 TS selected Locata to provide this capability, funding
a contract in 2010 to first enable Locata to upgrade its systems’ capabilities to meet
the requirements for the NGBPS, which were more advanced than what Locata had
demonstrated in its previous commercial deployments up to that point. In particular,
Locata needed to enhance its capabilities for longer range acquisition and tracking (30
miles), higher-power transmission, and different antenna designs as well as the abil-
ity to tolerate dynamic aircraft conditions for its receivers while still providing better
than 18 centimeters position accuracy (accounting for position dilution of precision)
for aircraft traveling at approximately 550 mph. Locata demonstrated these capabilities
in October 2011 at the NGBPS Tech Demo at White Sands Missile Range (WSMR)
with a network of ten LocataLites. Aircraft with Locata receivers acquired the signal
at an average range of 48.8 miles and with tracking starting at about 38 miles. RMS
carrier solutions of 15 cm in height and six cm horizontally and a 3D RMS of 17.4 cm
were demonstrated, thus meeting the 18-cm 3D RMS requirement. The U.S. Air Force
declared initial operating capability of the UHARS in August 2016 with a LocataNet
of 16 LocataLites attached to transportable, solar powered trailers distributed over a
20x20 square mile area on the WSMR North range (Kawecki et al., 2016).

The differences in Locata deployment in the two examples discussed here illus-
trate that Locatalite configurations are designed to suit specific user requirements.
LocataNets also have been installed in warehouses, airports, and seaports to back up
GPS and/or improve available precision, especially for logistics applications.

Because Locata is a completely independent PNT system from GPS, it represents
a localized complete PN'T backup with good performance in GPS degraded environ-



Technical Overview of GPS Enhancements and Alternatives for Degraded GPS Environments 175

ment and the potential to provide indoor signal availability as well as improved posi-
tioning accuracy and timing synchronization. The system would not be affected by
GPS jammers since it utilizes a different portion of the spectrum, though in principle
Wi-Fi jammers could be targeted against Locata receivers. If a critical infrastructure
application required accurate UTC, then Locata would have to be augmented with an
input from one of the official UTC master clocks or GPS. This is the only potential
dependence of Locata on GPS availability.

Implications for government and user investments

Use of Locata requires deployment of a LocataNet comprised of LocataLite transceiv-
ers and antennas as well as specialized Locata user receiver equipment. While com-
panies like Leica (mentioned above) have created integrated JPS user devices that act
as receivers for both Locata and GPS, there is no standardized Locata microprocessor
that has been integrated with consumer-level user devices (as is happening with multi-
GNSS chips and the NextNav MBS system discussed below). Such development may
be possible, but at present, deployment of a LocataNet generally requires users to pur-
chase all parts of the system. To date, these systems have been installed at local indus-
trial or government facilities for PN'T backup of GPS or for users requiring centimeter-
level precision.

Metropolitan Beacon System
Description and performance
The NextNav LLC has developed a system of terrestrial beacons to provide precise
PNT signals to mobile device users. Branded as MBS, it can serve as a complemen-
tary PN'T source where GPS signals are unreliable (e.g., urban canyons) or provide pri-
mary PNT capability where GPS signals are too weak to penetrate (e.g., indoors). The
MBS beacons use a five-foot vertical omnidirectional antenna to radiate up to 30 W of
transmitted power in the 920-928 MHz band. MBS is FCC certified with a part 90
license transmitter that allows transmission at up to 30 W. At this power level, Next-
Nav transmitters can be separated by up to 10 km in rural areas and about 0.5 km in
dense urban areas (Johnson, 2016). NextNav claims that this allows them to use fewer
beacons than some competing technologies.

MBS has been installed in several metropolitan areas for demonstration. It creates
a signal that is much more powerful than GPS satellite signals at ground level (which
is typically approximately 30 dB below the noise floor). Therefore, the significant pro-
cessing power and time for acquisition by the user equipment needed for GPS (receiver
equipment running high current for between 30 seconds and 12 minutes depending
on availability of assistance information from cell towers) are not needed for MBS uti-
lization due to the higher power of the MBS signal in the deployed region. This allows
an acquisition time of one to six seconds instead, with lower power draw on the user
device (Gates and Pattabiraman, 2016). Also, unlike cellular positioning using LTE
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cell towers, the MBS system does not require usage of the LTE wireless spectrum to
operate, since the beacons are independent of LTE cell towers (GPS World Staff, 2016).

NextNav claims the system can provide under 10-ns synchronization using a
single beacon as long as the user is stationary at a known location. The system cur-
rently uses GPS as a source for UTC. Each MBS beacon has its own atomic clock, and
common-view GPS time transfer is used to synchronize between beacons within 2.5 ns
(Johnson, 2016; van Graas and Meiyappan, 2014; NIST, 2016). If GPS is unavailable,
the rubidium atomic clocks in each beacon provide holdover to maintain synchroniza-
tion between beacons, though the system will eventually drift from UTC over time.
NextNav has claimed to be exploring development of two-way time transfer between
beacons as well as synchronization with USNO as a direct source for UTC, which
would eliminate the dependence of MBS on GPS in the future (van Graas and Mei-
yappan, 2014).

Users must receive signals from at least three transmitters to determine a 2D hori-
zontal position via standard trilateration techniques, which can be combined with a
differential pressure measurement to provide vertical position as well (Johnson, 2016).
In principle, MBS can use multilateration with four or more beacons to provide true
3D positioning, but vertical accuracy based on ranging signals is typically poor for
terrestrial systems due to the limited vertical separation of the beacons. NextNav’s use
of differential pressure measurements between the beacons and user devices allows
users to determine altitude with a demonstrated median of one to three meters (or
“floor level”) vertical accuracy for indoor positioning (NextNav, 2013). They claim
five-to-ten-meter horizontal accuracy throughout the metropolitan regions where the
system has been installed, which includes a “commercial-grade” deployment in the
San Francisco Bay area (over 900 square miles between Marin County and San Jose)
and “initial builds” in 39 other metropolitan regions as of October 2013 (GPS World
Staff, 2013).

While the initial deployment of the beacon system itself progresses, the user
equipment required to use MBS is being adopted into telecommunications standards
for mobile devices which would mean there is a large installed base of user equipment
where the MBS is deployed. In October 2013, Broadcom acquired commercial licens-
ing to NextNav’s MBS technology, enabling the company to integrate MBS support
into mass-market connectivity and mobility platforms used in cell phones and tablets
(GPS World Staff, 2013). The 3rd Generation Partnership Project (3GPP) is a group
of seven telecom standard development organizations that make decisions about what
telecom protocols are standardized into upcoming generations of mobile processors.
The 3GPP Release 13, released in 2016, included general messaging support for Ter-
restrial Beacon System location technologies, including MBS (GPS World Staff, 2016).
This means that support for MBS will become available for any Release-13 (or later)
compliant LTE network-capable user device globally, similar to the previously stan-
dardized GNSS systems, allowing for a transparent user experience. Theoretically, the



Technical Overview of GPS Enhancements and Alternatives for Degraded GPS Environments 177

mobile phone user should be able to transfer seamlessly from GPS support to MBS
support, for example, without needing to take any action.

The ability of MBS to provide positioning in urban environments and indoors,
with floor-level accuracy, is also a significant benefit for the E911 system, which auto-
matically provides the location of callers to 911 dispatchers. Indoor location provi-
sion from devices dependent only on GPS is typically coarse by comparison (Next-
Nav, 2015). The MBS system was evaluated for E911 location accuracy by a working
group of the FCC’s Communications Safety, Reliability and Interoperability Council
(CSRIC) in 2013. In tests in San Francisco, the council measured MBS indoor aver-
age vertical errors of between 0.6 and 3.6 meters (depending on local building density,
ranging from “rural” to “dense urban”) and average horizontal errors between 27 and
70 meters. Note that CSRIC describes an E911 standard of horizontal accuracy within
50 meters as providing a meaningful indoor location. NextNav’s errors were the lowest
of the three technologies tested in this indoor accuracy evaluation (CSIRC and Work-
ing Group 3, 2013; Cameron, 2013).

Because MBS is a PNT system completely independent from GPS, it represents
increased PNT reliability for mobile devices with standard compatible processors when
in an instrument-deployed region. The system would not be affected by GPS jammers
since it utilizes a different portion of the spectrum, and the more powerful signal at
ground level would make it more difficult to jam than GPS signals.

Implications for government and user investments

Adopting NextNav’s MBS as a backup for GPS has implications for acquisition for
both infrastructure and users. Infrastructure costs will depend on the scale of system
deployment. Currently, MBS has only been deployed at a commercial scale in the San
Francisco Bay area, though there are initial deployments in at least 39 other metropoli-
tan regions of the United States. Considerable expansion would be required for Next-
Nav to provide a nationwide PNT alternative.

User equipment that could ultimately prove to have minimal cost to most con-
sumers is being developed. Much like standardized adoption of support for multi-
GNSS chips, mobile processors capable of supporting the MBS are also being stan-
dardized into mobile devices today. NextNav appears to be on a path that could enable
widespread commercial adoption. Any additional cost would be the minimal differen-
tial of using GNSS/MBS chipsets, which could be produced in vast quantities, instead
of GNSS chipsets. It seems possible that more expensive receivers could be developed
for some users with high-precision requirements, much as there are now such GNSS
receivers, but we have not seen any proposals for such user equipment.

Signals of Opportunity

SoOPs are defined as RF signals that are not intended for navigation (Raquet, 2013).
These can include such things as AM/FM radio, digital TV, Wi-Fi (IEEE 802.11),
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Bluetooth, radio-frequency identification (RFID), and cellular telephony. Advantages
of SoOPs are that (1) they are ubiquitous; (2) many are high power compared with
GPS, whose signal is typically below system noise levels and therefore would be diffi-
cult to jam; (3) many can penetrate buildings or are available in indoor environments;
and (4) common user devices like smartphones already receive many of these sorts of
signals. Disadvantages of using such signals for PNT are that (1) since they were not
designed for PNT, resulting PN'T accuracy is likely to be worse than GPS; (2) position-
ing is possible only if transmitter locations are known; and (3) such signals will not be
available everywhere.

One can imagine a future situation in which personal devices like smartphones
and tablets share data about their RF environment with a “navigation cloud.” The nav-
igation cloud would continually update and improve its knowledge about transmitter
locations, which could be provided back to users as an augmentation or alternative to
GPS. This might present user privacy concerns, but is technically plausible.

SDRs could be key to such a concept since they could potentially make the full-
est use of all such signals. An SDR that can exploit RF signals from 50 MHz to 2.2
GHz is already available for Android phones at a cost of only about $10 (SDR Touch,
undated). This device must be connected to an antenna, which will determine which
frequencies can be exploited. The external antenna might also be a limiting factor for
some users. The point is that the technology is not likely to be expensive.

Below we consider three specific SoOPs that might be most useful as alternatives
to GPS in the near term: Wi-Fi, LTE (4G) cellular service, and 5G cellular service. We
address these due to their widespread availability and potential performance. In reality,
user equipment that exploits SoOOPs will probably integrate multiple signals, including
GNSS, to achieve the best PNT solution in any environment. One ambitious program
to develop such a capability is Aerospace Corporation’s Sextant program to develop an
open-source model that uses multiple SoOP signals (e.g., Wi-Fi, cellular, television,
and radio) and PNT signals (e.g., GPS, eLoran, and augmentation systems), interprets
them into a common data format, and then produces the best possible PNT solution
(Masunaga, 2018). Efforts like this could improve PNT solutions, to include the case
when GPS is unavailable, across many users and environments.

Wi-Fi/WLAN

Description and performance

Wi-Fi signals are based on the IEEE 802.11 standard. WLANSs are commonly based
on Wi-Fi signals. Such WLANSs are ubiquitous; many homes and commercial estab-
lishments have them. Our smartphones detect them and their identifying names, even
when the networks are secure and cannot otherwise be accessed. Detection ranges of
such signals vary from a few tens of meters for simple home installations to perhaps
many times more for more powerful and extended networks as one might find at a hotel.



Technical Overview of GPS Enhancements and Alternatives for Degraded GPS Environments 179

Ranging that is accurate to three to four meters is possible.” This quality of geoloca-
tion is possible if the phone can access a database of historical Wi-Fi detections. Phones
augment Wi-Fi detections with signal strength measurements to achieve the stated accu-
racy. In fact, smartphones routinely employ such algorithms, especially to enable faster
acquisition of GPS, which otherwise could take many minutes. Such capability was first
implemented in the Apple iPhone in 2008, exploiting a Wi-Fi database developed by a
company called Skyhook Wireless, but later transitioned to a database maintained by
crowdsourced data pulled from user phones (Fleishman, 2011). Android phones have a
similar capability and exploit a database based on data collected by Google’s Street View
trucks. More recently, Apple purchased a company called WiFiSLAM, which claims the
ability to provide location?® to 2.5 meters (Empson, 2013).

While Wi-Fi appears to offer great potential as an alternative to GPS for position-
ing and navigation where such signals are common, it will not provide time transfer.

Implications for government and user investments

Since a vast number of user devices can already see Wi-Fi signals, many users might
not require more than a new “app” on a smartphone. The main concern for infra-
structure development, say for government users, is to ensure that the data within the
“navigation cloud” is available. One issue is ensuring the availability of a connection by
cellular or wired link to the “navigation cloud.” A related issue is that at present, these
databases appear to be proprietary to Apple and Google. There might be a role for the
government to develop and maintain a navigation cloud as a public service, much as it
now supports GPS as a free public service.?

LTE (4G) Cellular

Description and performance

LTE is a specific implementation of 4G cellular telephony that is in common use in
U.S. markets. According to International Telecommunications Union (ITU) standards,
LTE base stations should remain synchronized with UTC within +1.5 us (Goode,
2018), which is easily maintained when base stations have access to GPS signals. This
degree of synchronization allows users to infer location data from LTE signals.

7 Reported in Koivisto et al. (2017). It is unclear whether such accuracy is based on measurements of signal
strength, some exploitation of the signal structure, or both.

8 Location accuracy depends on speed of motion and on the availability of ancillary sensors, such as the compass
and accelerometer in the phone. The 2.5-meter value appears to be what can be achieved at slow or nonmoving

speeds.

9 Later we discuss the potential for a navigation cloud to also contain other sorts of data that could support
SLAM methods. The case for a publicly maintained navigation cloud could be compelling since it could be an
enabler of multiple PNT alternatives and be a valuable asset even when GPS is available. For example, the data-
base conceivably could include data on GPS signal integrity, differential GPS and differential eLoran corrections
and other location-specific information. It also could include data on other RF signals of opportunity, such as
Apple’s iBeacon which uses a Bluetooth signal (Betters, 2013).
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The method employed by user equipment, like cell phones, to infer location from
LTE is based on the time difference of arrival (TDOA) of each pair of signals.!® Any
pair of base stations leads to a potential location solution along a hyperbola, with the
two base stations as the foci. Two or more pairs allows a solution of a specific location.
Temporarily ignoring base station synchronization, the LTE signal structure itself (e.g.,
bandwidth and chip rate) supports a time difference accuracy that corresponds to about
20 meters (Sand, Mensing, and Dammann, 2007). The maximum allowed time dif-
ference between a pair of base stations, which is three pus, corresponds to a maximum
distance of 900 meters, although a RMS value is surely much less. LTE is reported as
being able to typically provide positioning accuracy of several tens of meters."" The best
accuracy is attained for users within the boundary of the cell phone towers from which
they compute their location. Users that lie outside the boundary could experience geo-
metric dilution of precision that could make accuracy several times worse. Position
accuracy implies time transfer with roughly 100 ns accuracy but in fact could be much
worse, depending on the method by which each base station gets its own time. Differ-
ences from UTC could be +1.5 s according to ITU tolerances.

Where positioning is inferred to accuracies of tens of meters, the intrinsic time
uncertainties in base stations will dominate the quality of time transfer to wireless
users. That is, users should be able to maintain time to nearly +1.5 ps of UTC as long
as the base stations maintain time to this accuracy.

In the absence of GPS or other sources of UTC input, the accuracy of base station
time with respect to UTC will degrade. Typical base stations may exceed ITU stan-
dards within one day. They are likely to maintain synchronization within tolerances
for perhaps up to a year (Goode, 2018). Thus, although time quality would quickly
degrade, positioning and navigation quality from LTE could remain of good quality
for long periods of GPS outage.

It is worth noting that such benefits of LTE are likely to be available only to sub-
scribers of commercial LTE providers. If one happens to be in a region served by other
providers, cellular-based PNT might not be possible. However, at least one research
group showed that it could exploit the data structure in cellular data without being
a paying subscriber. They used an SDR to attain navigation accuracy that stayed on
average within 12 meters of ground truth provided by a GPS track (Shamaei, Lhalife,
and Kassas, 2016).

Implications for government and user investments
There may be few implications for any investments either by service providers or users
in many cases, as long as users subscribe to an available service. Cellular-based PN'T

10 TDOA is used because this method does not require user equipment to have a precision clock for inferring
range and because it does not involve two-way communications for measuring time delay. See later discussions

on NTP and PTP.

1 Reported in Koivisto et al. (2017). This might also include measurements of signal strength in the algorithms.
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that does not require a subscription may require users to adopt new technologies within
their cellular devices.

5G Cellular

Description and performance

Although the standards for 5G cellular telephony are not fully established, some of its
characteristics can be anticipated. In particular, 5G will generally user higher frequen-
cies and wider bandwidths than 4G and will attain efficiencies using multiple-input,
multiple-output antennas to deliver higher data rates to many more users than can now
be served by 4G. The higher frequencies will generally reduce distances over which
data links can be established by large factors compared with today’s cellular networks
(Roessler, 2017). One consequence is the substantial densification of transmitter nodes
to achieve the higher throughput and reuse of the spectrum by generating a large
number of smaller cells (Koivisto et al., 2017). In addition there might be many indoor
transmitters, such as in office buildings.

It is widely expected that the characteristics of 5G will allow users to determine
their location within one meter or less. This is considerably better than now possible
by GNSS alone. Moreover, there will be significant incentive for users and 5G provid-
ers to implement such capability.’> Whether the computations to localize and track
occur in user or provider equipment appears to be a choice that has not yet been made.
There are implications for computational demands on user equipment and also issues
for user privacy.

Much like 4G-LTE, the synchronization requirement for a 5G network is expected
to be 1.5 pus across the entire network, but the synchronization among adjacent nodes
might be considerably better (Goode, 2018). Thus, while positioning accuracy could,
in principle, support time transfer as good as a few nanoseconds, accuracy relative to
UTC will depend on the method by which base stations get time. Those tolerances
might not be too different from current 4G standards.

In a GPS or GNSS outage, the quality of synchronization will probably degrade
only slowly. Thus, it is likely that positioning and navigation based on 5G can be sus-
tained for long periods without GPS or GNSS, although the accuracy of time transfer
with respect to UTC would probably degrade at the rate implied by the quality of any
holdover clocks in the 5G network. For present discussion, we will assume that hold-
over performance is the same as 4G.

12 As Koivisto et al. (2017) describe, one key use case of 5G is connected vehicles. From a user perspective, accu-
rate location would support “smart traffic” management where traffic densities could be as much as 2,000 vehi-
cles per square km. From the provider perspective, by accurately tracking vehicles, providers can provide desired
data rates more efficiently; that is, with less power and/or bandwidth thanks to multiple-input, multiple-output
beamforming techniques.



182 Analyzing a More Resilient National Positioning, Navigation, and Timing Capability

Implications for government and user investments
5G technology is coming. Over the next several years, the United States will prob-
ably see the first major deployments of 5G infrastructure, and there is no doubt that
consumers will adopt 5G equipment over time. This technology could meet the PNT
needs of many critical infrastructure sectors with few implications for acquisition other
than those already expected under consumer market forces.

The only question may be how quickly the 5G deployments proceeds (Dignan,
2018) and the extent to which 5G will be available in remote areas where providers may
not have an incentive to invest in the cost of dense transmitter networks.

Iridium

Description and Performance

Iridium has had a constellation of 72 communication satellites (66 operational and
six spares in six orbital planes) at an LEO altitude of 780 km and a polar inclination
of 86.4 degrees since 2002, with some early operational capability starting in 1998
(Graham, 2018). While this constellation has the primary mission of providing com-
mercial mobile voice and data communications globally, it has recently been utilized to
transmit PNT signals, thus providing a PNT solution from LEO that is independent
of GPS. Iridium announced in May of 2016 that its STL system was ready for use as
a PNT source that could serve as an alternative or backup for GPS (Reuters, 2016).
STL is a subscription-based service of the partnership between Iridium and Satelles, a
division of iKare Corporation with offices in Virginia and California. Satelles provides
user equipment and service support to customers of the STL service while Iridium
maintains the satellite constellation and its operations (Iridium, 2016). In December
2016, Satelles announced a further partnership with Orolia (the parent of companies
Spectracom and Spectratime, which already are working in GNSS user equipment)
to develop, market, and sell PNT solutions based on STL. Orolia has an existing
GNSS user equipment solution, branded as Spectracom, and has now integrated STL
as another source for PNT signals in that user equipment (GPS World Staff, 2017;
Spectracom, 2018).

Since Iridium transmits in L-band between 1616 MHz and 1626.5 MHz (Jewell,
2016) it is not susceptible to jammers specifically targeting GPS signals, though a
jammer could be made to cover those frequencies as well if it were regarded as impor-
tant by an adversary. In addition, unlike GPS satellites in MEO where each GPS beam
covers nearly an entire hemisphere of the earth (footprint radius of 7,900 km), each
Iridium satellite has 48 narrow spot beams to cover a geographic area about one-third
of that diameter (footprint radius of 2,500 km). The overlapping spot beams, in com-
bination with randomized broadcasts, enable a unique method of providing location-
based authentication of the Iridium signal that is very difficult to spoof (Satelles,
2016). Also, modern encryption used on the Iridium and STL signals—analogous to
the GPS military-only signal, except that the STL signal is available to all commer-
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Figure C.3
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cial subscribers—adds to the difficulty of spoofing (Lawrence et al., 2017). Because
the satellites are much closer to the earth, only about 4 percent as far away as a GPS
satellite, and the broadcasts are focused in spot beams as stated above, the power of
the signal at ground level is between 300 and 2,400 times (30—40 dB) stronger than
GPS. Thus, even if Iridium-specific jammers were proliferated, they would need sig-
nificantly more transmit power than a GPS jammer to be effective. Figure C.3 shows
a diagram of an Iridium satellite orbit at 800 km altitude and a GPS satellite orbit at
20,200 km altitude.

STL receivers perform precise Doppler and range measurements at attenuations
of up to 39 dB relative to unobstructed reception. Receivers can tolerate this much
attenuation because the STL signal is modified from the standard Iridium transmis-
sion to enable more processing gain in the receiver.'? Specifically, the quadrature phase-
shift keying transmission scheme at the beginning of an STL “burst” transmission is
designed to form a continuous wave marker that can be used by the receiver for burst
detection and coarse measurement. Also, the subsequent data included in the burst
is organized in pseudorandom sequences, which provides a way for receivers to carry
out precise Doppler and range measurement by correlating the received sequence with
the same sequence generated by the receiver. The data rate required by the receivers is
reduced by having them carry the sequences onboard as well. This sequence correla-
tion operation leads to a processing gain that enables the receivers to reliably operate in
most deep indoor and urban canyon environments (Lawrence et al., 2017).

Another difference of the LEO Iridium satellites compared with the MEO GPS
satellites is that the Iridium satellites travel at a much faster angular rate due to their
shorter orbital periods (100 minutes versus about 12 hours) and much closer range.
One advantage of this is that reflected “multipath” signals, which can be a significant

13 The standard Iridium voice phone signal is not available indoors because it uses a two-way channel with lower
system gain than the one-way channel broadcast for STL, and that two-way channel requires line of sight (Spec-
tracom, 2018).
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problem for GPS receivers especially in urban canyon environments, are less of a prob-
lem for STL receivers because the satellite geometry changes so rapidly that the mul-
tipath signals become more random, like white noise that can be more easily separated
from the direct-path signal. Also, the faster angular motion of the Iridium satellites
also leads to stronger Doppler signatures than GPS, which are useful for the position-
ing solution as well (Lawrence et al., 2017).

Yet another difference from GPS is that there are fewer LEO Iridium satellites
visible from each location on earth due to their much lower altitude. While a user
on the ground can have line of sight with 10-12 GPS satellites at a given moment,
they can usually only see one or two Iridium satellites at a time. Hence, Iridium does
not use the GNSS method of multilateration that requires a minimum of four vis-
ible satellites. While the details of the STL positioning algorithm are proprietary, it is
publicly known that the system leverages Doppler ranging, as was previously used by
the Transit polar constellation that was operational from 1964 to 1996 (Lawrence et
al., 2017). That constellation required only four satellites in LEO because a position
fix required observation of only one satellite at a time. As the LEO satellite moved
overhead, its motion created a Doppler frequency shift in the signal received by a user
on the surface (usually a ship at sea). The user’s receiver had its own reference signal
that it could compare with the received signal, allowing it to measure the frequency
difference between the two. Since the measured frequency difference would change as
the satellite moved overhead, the receiver could measure the change in the slant range
vector (i.e., the Doppler shift projected on the line-of-sight vector to the user) over a
given time interval (GPS World Staff, 2017). By combining several successive mea-
surements with the data transmitted by Transit, which included the satellite’s precise
position as determined by ground control stations, the user could determine their own
position. At that time, the computations could often take 30 minutes. STL combines
the principle of Doppler ranging from LEO satellites with modern encryption and
randomized spot beam broadcasts to improve on the performance of previous LEO-
based PNT systems.

The STL positioning and navigation processing software updates an extended
Kalman filter with a Doppler measurement and a range measurement. The range mea-
surement provides position along the line of sight to the satellite (i.e., a circle around
the satellite’s nadir) and the Doppler measurement to further constrain a location. A
single satellite pass can provide 3D position with better accuracy within the satellite’s
orbital plane than perpendicular to it. Improved accuracy is possible if more satellites
are visible. Receivers on mobile platforms can also integrate measurements from IMUs
for improved accuracy (Satelles, 2016).

The accuracy performance of the STL system is about ten times lower than GPS.
Specifically, positioning accuracy is advertised as 30-50 meters (vertical and horizon-
tal) and timing as 200 ns. For comparison, typical GPS performance provides about
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three-meters positioning accuracy and approximately 20 ns timing accuracy (Spectra-
com, 2018).

The primary advantage of STL is its ability to provide timing and position fixes
when GPS signals are not available due either to shadowing, indoor attenuation, spoof-
ing, or jamming. This positions STL as a complementary or backup solution to GPS,
and Satelles and its partners have marketed receivers capable of interpreting both
GNSS and STL signals.

The ability of receivers to acquire the STL signal indoors was tested in a high-rise
building in 2017 (Lawrence et al., 2017). STL receivers were placed at multiple sites
between the second and fourteenth floor. GPS receivers on upper floors near windows
were usually able to track at most two GPS satellites, while those on lower floor could
not track any. However, STL receivers experienced strong signals throughout the build-
ing, even on the lowest floor. The carrier-to-noise density ratio (CIN,, a ratio of the
carrier power to the noise power per unit bandwidth) for STL was between 35 and 55
dB-Hz, which is comparable to the GPS signal in an open-sky environment. They also
tested indoor time transfer performance over a 30-day trial, measuring the difference
in pulse-per-second outputs from an STL receiver and a GNSS “truth” reference with
timing performance at least an order of magnitude better than STL. A typical timing
errors was approximately 104 ns, with a maximum excursion of 471 ns. Lawrence et
al. (2017) claim that the ability of STL to maintain sub-100 ns time keeping with a
rubidium-based STL receiver has been demonstrated. They also conducted a 24-hour
collection of position convergence measurements from an indoor STL receiver, find-
ing that the receiver had an accuracy of better than 35 meters (vertical and horizontal)
for 67 percent of the trials. Given sufficient time, an accuracy of 20 meters could be
achieved in deep attenuation environments (Lawrence et al., 2017).

Because STL uses a separate satellite constellation from GPS, it represents a com-
plete positioning backup, with the downside of reduced accuracy compared with GPS
and the upside of stronger ground-level signal that is more difficult to jam or spoof
and that may enable indoor access. GPS jammers would not affect STL receivers since
STL utilizes a different portion of the spectrum. In principle, L-band jammers could
be used to deny PNT solutions to STL receivers, although they would need to be con-
siderably more powerful than the typical GPS jammer. Satelles has 25 ground stations
around the world, each with a rubidium oscillator that is synchronized using GPS.
These ground stations provide UTC to the satellites. In a GPS failure situation, the
STL system would instead use those rubidium oscillators until GPS recovers, during
which time the satellites would drift from the USNO master clock (Spectracom, 2018).
Hence, STL does still have some timing dependence on GPS, though presumably it
would be technically feasible to integrate an alternate master timing source into the
system.
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Implications for government and user investments

If STL were adopted as an alternative source of PNT, users would have to acquire user
equipment. As an example, Orolia’s Spectracom brand sells a “1204-3E: STL Input
Module,” which is a circuit board card that can be added to the existing Spectracom
SecureSync GNSS time server and is marketed for increased time source resilience for
critical services. The company also markets full GNSS PNT receivers with integrated
STL receivers, such as the VersaPNT unit. Typically, these units are rack-mounted sys-
tems with a size comparable to a toaster (Orolia, undated). These devices are currently
much bigger than smartphones, but since the STL frequency is so close to the GPS
L1 frequency, we presume that user devices could be miniaturized even for such small
devices given sufficient demand.

Users will also have to subscribe to the STL service to decrypt the signals. Iridium
and Satelles claim that “many from industry and government are already using this ser-
vice to achieve a more robust PNT solution,” although information identifying those
clients is not publicly available (Spectracom, 2018).

WWVB

Current Capability

Description and performance

The NIST provides several time services (Lombardi, 2003), one of which is a low-
frequency broadcast with the radio station identifier WWVB. The WW VB broadcast
is familiar as the signal used by radio-controlled clocks (RCCs) and watches that many
consumers buy. Such RCCs are often marketed as “atomic clocks,” although this is a
misleading description.

WWYVB transmitters are located in Fort Collins, Colorado (NIST, 2019). They
broadcast at 60 kHz. The pulse-width modulation of the signal requires only a few hertz
of bandwidth, resulting in a data rate of one bit per second. The time message, which
repeats every 60 seconds, is encoded at this data rate. The system uses two transmitters,
each providing an effective radiated power of 70 kW, with a third standing by as a back-
up.’> WWVB is a source of UTC that achieves an accuracy of about 100 ps.'¢

A key issue for WWVB users is the high degree of EMI that can prevent signal
reception (Lowe et al., 2011). A major source of interference is machinery and electron-
ics, such as computers, but there are many other sources of man-made and natural
EMI. Signal reception is typically much better at night than daytime, especially for

14 \WWVB should not be confused with NIST’s WWV and WW VH signals, which are high-frequency broad-
casts from Fort Collins and Hawaii, respectively. These signals provide less accurate time transfer than WWVB
but can be received at much longer ranges.

15 This power level is much increased from the original 1963 installation that provided only five kW of power.

16 The range to a typical user would induce a time lag many times longer, but such time errors can, in principle,
be partially corrected for user location (Lombardi, 2003).
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users near the CONUS boundaries where the Fort Collins signal is weak.!” To address
these issues, NIST modified the signal in 2012 to improve user performance. NIST
added binary phase modulation to the signal, which enables about ten dB detection
advantage to receivers that exploit the phase information. Most legacy receivers will
still work with the modified signal, although some legacy receivers that used a phase-
locked loop to track the signal will no longer work. New receivers might also be able to
accumulate received energy over time to further improve detection. An hour of accu-
mulated energy would provide an addition factor of 60 (18 dB) of gain. Unfortunately,
we are not aware of any studies that report how these amounts of gain would affect
user reception by location or time of day.

Receivers that exploit the modified signal are now commercially available. The
most common antenna used for these signals is a ferrite rod, which should be oriented
favorably to maximize signal strength.

Implications for government and user investments

There are no implications for new national infrastructure to sustain the timing signal,
unless there is a need to make this signal available to users in Alaska and Hawaii. There
is already a market for RCC devices, and the improved signal might lead to an increase
in the size of this market. Of course, many critical infrastructure users might need to
acquire WW VB receivers.

Although WWVB antennas can be small enough for devices such as smart-
phones, the resulting performance might be inadequate, and the unpredictable orien-
tation of antennas in such devices will be another source of signal loss. Thus, we think
that WWVB might make the most sense for fixed (i.e., nonmobile) users that do not
require a high degree of time accuracy that could use larger, fixed antennas.

Wired Time Signals

The majority of PNT alternatives above are one-way methods since receivers do not
need to send back any information to transmitters regarding their own PNT solution.
In this section on wired alternatives to GPS, all methods are two way. This is necessary
because wired communications routes are often switched and routed and are subject to
delays and latency of network traffic. Usually, the time to send a signal from one device
to another is not even an approximate measurement of distance. Hence, all wired alter-
natives to GPS may provide time transfer, but they are not candidates for positioning
and navigation.

17" Other sources of EMI include distant lightning, multipath interference causing nulls, diurnally dependent
atmospheric losses, shadowing and obstruction by geography, and on the East Coast, the UK. “Rugby” signal
from their similar timing broadcast. The orientation of receiver antennas can also be a source of loss.
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All methods of wired time transfer are fundamentally based on the basic principle
of NTP that is implemented on common computer operating systems (including Win-
dows) to provide time from a server to its clients on a local area network. All attempts
to measure the time delay for a signal to arrive from a master clock to a client computer
is done by measuring four time markers (Klecka, 2015). The server sends a signal at
time #, that is received by a client at #, (according to the client’s clock, not the server’s).
The client sends back a signal at 7, that arrives at 7,. The server computes the time to
transfer a signal to the client as the average of the pair of time differences, 6 = [z, - )
+ (¢, — £,)1/2. Any systematic error in the client’s clock (in values #, and #,) cancels out,
as do any other errors that are common to both paths. Finally, the server sends its time
plus the correction & to the client that now can compute a time that is synchronized
with the server.

This method assumes that both paths are symmetric, and this is not strictly true
in general. Errors in NTP time transfer arise from path asymmetries and time-stamping
accuracy. The various methods described below essentially attempt to systematically
improve on the quality of path symmetry and time stamping to achieve improved time
transfer. PTP is a significant improvement on N'TP, both of which are typically used
in and across computer networks. However, PTT has also been applied to time transfer
over large distances using the optical fiber of telecommunications networks. The high-
est fidelity example of this is the White Rabbit system.

PTP can also be used for time transfer in wireless networks (e.g., to synchronize
transmitters in cellular base stations). At least some telecommunications providers do
this already. Wired applications have the advantage of being entirely free of risks from
RF interference and can be used in indoor and underground applications where GPS
or other RF signals are unavailable.

Network

Network Time Protocol

Description and performance

Developed in the 1980s, NTP is commonly used to distribute time from a computer
server to its clients on a local area network. By design, it minimizes the use of computer
resources to potentially provide time to up to many thousands of clients. It is built into
commonly used operating systems like Windows. A common application is to provide
time to the integer second. In typical situations, it can provide time to an accuracy of
only about one millisecond.

A recent effort to understand the fundamental limits of NTP achieved 10-20
microsecond accuracy by carefully eliminating time asymmetries (Novick and Lom-
bardi, 2015). Errors arising from time stamping in each computer and latency of
accessing computer memory account for the remaining errors. Such good performance
cannot be expected in most computer networks.
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A key concern for this study is the source of time for the server. The source of
time could be GPS or an internet time server. NIST maintains a time server that
implements NTP that can be accessed by common operating systems (NIST, 2018).
However, in NTP applications, the accuracy of this source is probably not critical since
NTP accuracy is so low anyway. The main purpose of NTP seems to be synchroniza-
tion of local networks, which could make NTP applications relatively insensitive to

GPS outages.

Implications for government and user investments

There are probably few, if any, implications for acquisition since most potential users
of NTP will have computers with NTP already available. Users might simply have to
configure their systems to use NTP as a timing alternative if NTP meets their needs.

Precision Time Protocol

Description and performance

PTP, also known as IEEE 1588, was initially introduced in 2002, and a revised stan-
dard was issued in 2008. It relies on the same basic algorithm as NTP, but its imple-
mentation is quite a bit more complex (Klecka, 2015). It supports networks of networks
to minimize asymmetries in end-to-end time transfer across multiple network nodes
and allows the best possible synchronization among peers in a network. It uses special-
ized hardware to improve the quality of time stamping.

Unlike NTP that simply defines a server and client clock, PTP defines several
types of clocks: the Grandmaster that serves as “truth” for the network; ordinary
clocks that only receive time; boundary clocks that can serve time to subdomains; and
transparent clocks that pass time to subdomains with as little effect as possible (adding
only a time correction for network delay) but that are otherwise not serving time.
The addition of boundary clocks and transparent clocks make PTP scalable. It sup-
ports both end-to-end and peer-to-peer time transfer for tight synchronization within
subdomains.

PTP achieves about one microsecond accuracy. It would meet the accuracy needs
of the telecommunications industry. It is now used by at least some telecommunica-
tions users as well as a wide range of industrial, commercial, and scientific users. Like
NTP, it could function almost entirely independent of GPS. If the Grandmaster clock
is a high-fidelity source of UTC, such as a clock at NIST, then the network could sus-
tain its one microsecond accuracy independent of GPS.

Implications for government and user investments

Any acquisition costs would largely be borne by users. In this context, users could be
the end user or perhaps telecommunications providers that maintain and operate nodes
in the backbone network.



190 Analyzing a More Resilient National Positioning, Navigation, and Timing Capability

PTP over Optical Fiber
Description and Performance
A recent study sponsored by DHS sought to test the limits of PTP over long distances
between telecommunications nodes connected by optical fiber (Weiss et al., 2016).
The key feature of this experiment was the ability to calibrate out the time asymmetry
as there was a high-quality atomic clock at each end node: an atomic clock at NIST in
Boulder, Colorado, and the USNO Alternate Master Clock for GPS at Schriever Air
Force Base. The total distance was approximately 150 km. The total time delay was
about double the delay implied by the speed of light in an optical medium, implying
buffering in the telecommunications network. There was about 40 ps of path asym-
metry, but this asymmetry remained fairly stable over the roughly 30-day experiment.
With asymmetry removed, an overall timing stability better than 100 nanoseconds
was observed. An experiment to assess the performance over a distance of 1,700 km
(from Boulder, Colorado, to Chicago) is in progress (Cosart and Weiss, 2017).

It appears that this method can support such accurate time transfer over signifi-
cant distances only if path asymmetry is well measured. While it is not plausible that
this could be accomplished for all fixed users, it might be plausible for existing users

with high-quality clocks that are traceable to UTC.

Implications for government and user investments

PTP over optical fiber seems especially appropriate as a method of backing up GPS
time transfer for sites already using highly accurate clocks. For these users, the implica-
tions for acquisition are probably few, presuming that they already have optical fiber
connectivity. The main resources required might be the time and effort to invest in a
measurement campaign to quantify time asymmetry in the optical fiber connections.

White Rabbit

Description and Performance

White Rabbit technology development began at CERN in 2008 to provide subnano-
second time transfer for particle physics applications over distances of about 10 km,
which is farther than the distance between nodes in a typical PTP subdomain (Serrano
etal., 2013). This accuracy is significantly better than the few nanoseconds that is pos-
sible using GPS. This technology now has been demonstrated and commercialized. By
design, it is intended as a high-accuracy extension of IEEE 1588, and it may soon be
officially incorporated into the third release of the PTP protocol. It is backward com-
patible with earlier releases of IEEE 1588.

In White Rabbit, there are only two types of clocks: the master clock, which is
the source of time for the entire network and switches, which are nodes in the net-
work that can receive time from superior nodes and disseminate time to subordinate
nodes. Nodes communicate using Ethernet protocol, and each switch has separate
downlink and uplink connections. White Rabbit achieves much more accurate time
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transfer than earlier implementations of PTP by adding two key advances that improve
time-stamping errors that are a key source of inaccuracy in PTP. First, unlike other
PTP implementations in which boundary clocks are independent of the Grand Master
Clock, here all clocks are syntonized (i.e., frequency disciplined) by a signal from the
master clock that is communicated throughout the network.’® This essentially elimi-
nates any clock drift that could occur during forward and backward messaging in typi-
cal PTP implementations. Second, time stamping in the switches is based not only on
the time message, but on the phase of the encoded signal. This improves the precision
of time stamping and allows for a more accurate computation of time delay between
nodes. The resulting accuracy of time transfer depends on how many levels of nodes
are used, but even in the earliest demonstrations in 2013, White Rabbit consistently
performed with better than 1 ns accuracy, often several times better, sometimes even
achieving accuracy as good as 200 picoseconds. A recent demonstration (Kaur et al.,
2017a) using upgraded White Rabbit hardware! over a 500-km link, constructed of
four levels each 125 km apart, still exceeded GPS accuracy.

White Rabbit master units and switches are sold commercially by Seven Solu-
tions, Inc. These units are rackable in standard 1U 19 inch racks. It is not clear whether
Seven Solutions is yet selling the upgraded hardware that was used in the 500 km
demonstration.

White Rabbit technology was developed by an international collaboration using
open hardware and open software principles. The nonproprietary nature of this tech-
nology could facilitate evolutionary improvements or expansion into broader markets.

The master unit’s source of time could be GPS, but also could be any other high-
quality source like NIST’s UTC atomic clock standard. If the network is independent
of GPS, then its performance will be unaffected by any GPS outage.

Implications for government and user investments

White Rabbit would be most appropriate for use at sites that are key nodes for time dis-
tribution or users of very accurate, atomic clock quality timing that would benefit from
even better accuracy. Less accurate methods, like ordinary PTP, could provide timing
to the vast number of other users, like mobile and cellular users. A secondary benefit
to such users might be the improved quality of PNT that is possible when high-quality
timing is brought closer to the point of need.

Although we are not aware of White Rabbit being used over commercial fiber
networks, it seems plausible commercial fiber could work as long as time delays due to
network traffic, switches and buffering, could be avoided at key White Rabbit nodes.
However, before White Rabbit was selected for widespread use, it would be important
to verify that commercial fiber was a viable low-cost option. Any requirement to lease

18 That is, all clocks will beat at the same frequency, even if they are not synchronized.

19 The main upgrade seems to be switches that have three times the bandwidth for phase measurements.
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“dark” fiber or to install dedicated fiber could involve costs that go beyond the White
Rabbit technology itself.

User Equipment Alternatives to GPS

Holdover Clocks

Description and Performance

When GPS is degraded, holdover clocks can provide time when GPS goes out. Of
course, integrating holdover clocks into user equipment is not new; virtually all user
equipment has clocks capable of holdover for brief GPS outages. The accuracy of such
clocks relative to UTC tends to degrade with time. Until recently, atomic clocks that
could maintain less than one ps accuracy after 24 hours were the size of electronics
boxes, costing at least a few thousand dollars and using at least tens of watts of power.
The highest fidelity atomic clocks have performance orders of magnitude better, but
the best performance is achieved only in laboratory-scale systems (Shkel, 2011; Kitch-
ing, undated).

In this subsection, we discuss the possibility of providing better holdover capabil-
ity for supporting outages of longer duration. Beginning in the early 2000s, DARPA
sought to develop an atomic clock capable of providing one ps accuracy after 24 hours
in a device of one cm’ size, using less than 30 mW of power. The result was a chip
commercialized by Symmetricom (now Microsemi) in 2011. This chip uses about 100
mW and has volume of about 17 cm?, and its accuracy appears to be close to the goal
of one s at 24 hours (Microsemi, 2018). The 2011 cost was about $1,500. The size and
performance may be good enough for some critical infrastructure applications.

DARPA is continuing to develop other precision timing capabilities. In the
Quantum-Assisted Sensing and Readout (QuASAR) program, DARPA is trying to
make very accurate, laboratory-quality atomic clocks portable for use at field sites
(DARPA, 2014). Such capability could potentially improve the holdover performance
at important infrastructure sites requiring very accurate time, such as eLoran transmit-
ters. We do not have information on the current status of this program. One goal of
the QuASAR program is to transition the technology into another DARPA program
called the Spatial, Temporal, and Orientation Information in Contested Environments
(STOIC), one goal of which is to develop accurate atomic clocks for tactical military
applications.

Implications for government and user investments

Acquiring and integrating holdover clocks is strictly a matter for user equipment. The
DARPA programs will likely result in atomic clocks with a range of sizes and accu-
racies. Integration of such clocks into user equipment will have to be addressed on a
case-by-case basis. However, it seems that the size and cost of even the smallest such
clocks are still much too large for the most compact user devices, such as smartphones.
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Inertial Navigation System

Description and Performance

An INS uses an IMU to measure angular and linear accelerations using gyroscopes
and accelerometers. When these accelerations are integrated over time, the INS is able
to compute changes in position. INS systems are essentially a holdover capability for
position and navigation, assuming an initial calibration using GPS. INSs are routinely
integrated into a wide range of devices, from smartphones to vehicles of all sorts.

As with holdover clocks, the DARPA Micro-PNT program has been pursuing
the miniaturization of INS devices to provide tactically useful capability for GPS-
denied environments. DARPA has specified “conservative” and “aggressive” goals for
this development (Shkel, 2011). Even the aggressive goal results in location errors of
about one nautical mile after an hour. While this level of performance is sufficient for
many military applications (e.g., missile navigation lasting only a few minutes or flight
of unmanned air vehicles aided by sensors). The current status of this program has not
been reported.

Even the highest fidelity INS systems are not suitable backups to GPS by them-
selves. Position must be reinitialized at least every few minutes. In GPS-denied envi-
ronments, SoOPs or other sensors might provide these position updates. For example,
one study showed that a low-cost, commercial-grade INS aided by cellular CDMA
signals could maintain navigation quality better than a tactical-grade INS alone
(Morales, Roysdon, and Kassas, 2016). Indeed, it seems very likely that hybrid systems
that combine INS with other data, such as maps and visual systems to recognize key
landmarks such as street signs, can arrive at superior positioning solutions. A system
based primarily of visual recognition of landmarks demonstrated effective navigation
travel distances of ten km between updates (Chipka and Campbell, 2018).

We note one other potential use of improved INS systems: the detection of GPS
spoofing attacks using differences between INS-based and GPS-based positions. How-
ever, INS systems are likely to be able to detect only the clumsiest of such attacks that
suddenly introduce large position errors into GPS user equipment. More sophisticated
attacks that slowly walk the GPS solution away from the true location probably would
not be detected.

Thus, while INSs will continue to be needed in a wide range of navigation appli-
cations, improving their performance or reducing their size may offer limited value to
most critical infrastructure applications.

Implications for Government and User Investments

The acquisition of INS devices is strictly a matter for user equipment. Developers of user
equipment will undoubtedly take advantage of improvements that are cost-effective
and useful. It is unlikely, however, that developers will implement such improvements
as a response to the GPS threats envisioned in this study.
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Atom Interferometer

Although atom interferometry was not proposed as a solution by any RFI respondents,
we reviewed the academic literature on the potential for atom interferometers to pro-
vide drift-free inertial navigation by providing high-precision measurements of accel-
eration without the need for an external reference signal. In 2017, researchers at Sandia
National Laboratories reported a new advancement that could allow atom interferom-
etry to work at environmental temperatures, rather than at cold temperatures closer to
absolute zero (Cartlidge, 2017). This new approach offers hope that atom interferom-
eters might eventually work outside of laboratory environments.

The physics behind this technology is proven, but devices are still just beginning
to be developed. DARPA projects using atom interferometers for position and timing.
Multiple patent applications were granted in 2017 for atom interferometry, indicating
that hardware and processing advancements are continuing.?’ However, we assess that
these efforts are at technology readiness level 3.

Simultaneous Localization and Mapping

Description and Performance

SLAM is the solution to the problem of an autonomous vehicle moving through an
unknown environment, in which the robot must build the map and estimate its posi-
tion within it as it moves. This problem was formulated in the mid-1980s. Example
applications are robots moving through unfamiliar (often indoor) environments (e.g.,
robotic vacuums) or rovers on Mars.

There are two major aspects to SLAM. The first is the selection of an algorithm
that simultaneously estimates parameters of the map, the pose of the robot, and the
position of the robot within the map. The second is the selection of sensors and signal
processing that provides the data for estimation. Since the early 2000s, the algorith-
mic aspects of SLAM were considered to be fully solved (Durrant-Whyte and Bailey,
2006). Two algorithms, known as the extended Kalman filter (EKF-SLAM) and Rao-
Blackwellized particle filters (FastSLAM), are commonly employed. These algorithms,
in principle, solve the SLAM problem if the input data is correct. The key input data
are the parameters describing “landmarks” that are observed by the sensors. As long
as signal processing extracts landmarks from sensor data and correctly associates those
landmarks on sequential views as well as when landmarks are revisited at later times,
position estimates will remain as accurate as the sensor data supports. Accuracy can
even improve over time. Some SLAM researchers have made SLAM algorithms avail-
able online.

20 Three examples include: (1) Johnson et al. (2016); (2) Compton, Nelson, and Fertig (2018) ; and (3) A. Gill
et al. (2018).



Technical Overview of GPS Enhancements and Alternatives for Degraded GPS Environments 195

The most common types of sensor used in terrestrial?' applications are visual or
infrared imagery and lidar (Cadena et al., 2016). Imagery usually provides only angular
measures to landmarks, and lidar provides range. These can be used independently or
in combination. Software to extract landmarks from such data is also available online,
although we have not assessed the generality or limitations of freely available software.
Although SLAM is understood at the basic level, research continues, with the forefront
being in making signal processing and SLAM algorithms efficient and accurate. These
details appear to be very dependent on the nature of the application and environment.

A key emerging application will be the use of SLAM in autonomous vehicles. In
such vehicles, millimeter-wave radar as well as visual imagery are likely to be key sen-
sors. Autonomous vehicles will likely be a market force toward improving capability
and cost reduction in many consumer applications. When GPS is available, SLAM
will augment navigation performance by developing the local dynamic map, where the
dynamic elements are other traffic or changes in the map, such as from construction.

It should be understood that SLAM algorithms are not needed if the map is fully
known; it is needed only to the extent that there are dynamic elements in the map
or if the autonomous vehicle goes off the map, as might be common for some emer-
gency vehicles. When the map is known, position simply needs to be updated often
enough that an INS can maintain the required accuracy.> We can ask: when GPS is
absent, how much detail is good enough to have a map that is able to support street
driving? Although we have not seen analysis, it seems to us that sensors will have to
identify multiple landmarks on adjacent buildings and structures as vehicles move
along streets, even in the absence of a dynamic environment. In an environment with-
out GPS, autonomous vehicles will need to access data in a “navigation cloud” that
includes enough information on landmarks to support the sensors that are continually
imaging their surroundings. These landmarks would be adjacent buildings, structures,
or terrain (or features on these).?> Such “cloud-based-location-as-a-service” might be
provided for free or by subscription from providers such as Apple or Google or as a
government-owned service, akin to how NIST now supports timing services. It would

21 SLAM has also been demonstrated in unmanned vehicles, both aerial and underwater. In the underwater case,
acoustic sensors predominate.

22 This case is probably better described as sensor-aided navigation, and it is the basis of alternative-PNT systems
being developed for military applications. However, because of the potential for dynamic changes in many situ-
ations, SLAM algorithms will often be necessary. For simplicity, we will continue to use the term “SLAM” even
in cases where sensor-aided navigation might be more precise.

23 In autonomous vehicles, the “navigation cloud” would not really be essential when GPS is present. This is
because GPS can provide adequate information about vehicle position on the street map. In this case, onboard
sensors are used primarily to understand the dynamic environment in the immediate vicinity of the vehicle. The
“navigation cloud” becomes essential for the vehicle to locate itself on a map and navigate long distances without

GPS.
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be natural for such a service to include data on the RF environment also, since location
based on Wi-Fi and other signals are also useful for positioning and navigation.

In all likelihood, autonomous vehicles would access the “navigation cloud” using
5G connectivity. Without 5G, SLAM as an alternative for position and navigation
would probably not be viable.? Note that 5G itself could potentially provide the time
transfer support for a full PNT alternative. 5G might also provide positioning to com-
plement SLAM-based estimates. Note, however, that unless 5G cellular capability has
sufficient independence from GPS, SLAM could inherit GPS-related risks from con-
nectivity requirements.

We cannot quote a typical accuracy for SLAM performance since the accuracy
will surely be highly dependent on sensors and environment. It seems probable that
systems that meet the requirements of a wide range of users could be developed. By
design, they will meet the needs of those users. Certainly, SLAM for autonomous
vehicles will be good enough to support safety requirements over short times and close
distances, but the ability to sustain navigation over long periods without GPS will be
contingent on the data and sensors that are available. Since we think that SLAM sys-
tems that are as good as GPS could be developed, at least in principle, we will later use
five meters as a nominal performance value, recognizing that different performance
values might be achieved for different user applications.

Implications for Government and User Investments

The major infrastructure requirement for SLAM to be an effective alternative to GPS
is the establishment of a “navigation cloud” to host the sort of information that can
be exploited by vehicle-based sensors. Whether this is a free service provided by com-
panies like Apple and Google, fee-for-service, or government-owned, all are possible
business models that could be explored.

Users also would have to acquire the sensors, computers, and algorithms neces-
sary for SLAM navigation. Commercial market forces, such as the autonomous vehi-
cle market, will probably suffice to mature SLAM further. Many vehicles, includ-
ing human-operated vehicles, will probably have the sensors and computers to exploit
SLAM for short-range vehicle safety. However, when GPS is absent, SLAM will
only be able to support long-range navigation if the algorithms exploit supporting
data, probably downloaded using 5G connectivity. Market forces are likely to lead to
5G-connected vehicles too, irrespective of its role in PNT solutions.

While the future availability of SLAM and 5G in the commercial market seems
assured, it is less obvious that vehicles used in critical infrastructure sectors, such as
manned emergency vehicles, will implement the same technologies unless SLAM was

24 Although computers in user equipment probably could store imagery and for areas that vehicles frequently
visit, it seems unlikely that affordable devices will be able to store all the supporting data for places vehicles might
visit at the resolution required to provide lane-level navigation. With 5G connectivity, SLAM systems could
download the required data as it is needed.
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selected as a preferred alternative to GPS. For these users, this might imply an acquisi-
tion requirement.

Enhancements to GPS Resiliency

In this subsection, we address technologies that may enable the continued use of space-
based GNSS signals, especially GPS, despite a threat to their PNT performance. These
methods are not alternatives to GPS; however, like other alternatives, the result would
be the availability of PNT at required performance levels. Since this report takes the
position that operational consequences of threats and the cost of mitigations are more
important than the particular means by which remediation is achieved, we here pres-
ent the pros and cons of such “resiliency” options.

Below we discuss multi-GNSS chips and receivers, nulling antennas, and jammer
direction finders. At least one other option, ready-to-launch spare satellites, belongs in
this category. We do not analyze it because such an option is not actionable by DHS
and because the complexity of this option goes far beyond the cost of the satellites
themselves.?

Nulling Antennas

Description and performance

Antennas that suppress the energy of jamming signals, while admitting the desired
GPS or GNSS signals with minimal attenuation, can be effective against noise jam-
ming attacks. Such antennas are of three general types of increasing complexity and
cost. Choke rings can reject jammers (as well as desirable GPS signals) near the horizon
or below the horizon. These are likely to be inexpensive. Many of the advantageous
effects of these devices might also be obtained from good antenna installation prac-
tices, such as by placing antennas high on buildings, but blocked from public view
(DHS, 2017).

Nulling antennas, commonly called controlled radiation pattern antennas, are
the next level of sophistication. These can substantially attenuate jamming signals.
There are many such antennas sold commercially. The most complex of them can
reject up to five or six simultaneous jammers in different directions, although many
can only null one direction at a time. The most sophisticated antennas are beamform-
ing antennas that maximize the signal in the desired directions but attenuate signals
from all others, with the strongest attenuation in the jamming direction.

25 Additional costs include launch vehicles and storage of satellites in clean environments as they increasingly age
toward obsolescence. Complexities include the prompt mating of satellite spares with launch vehicles, transport,
and rescheduling of launches that had already been planned for months or years in advance. Despite years of
discussion and studies, the U.S. military has not yet figured out a cost-effective approach toward “operationally
responsive space” as a backup to its critical, exquisite surveillance satellites.
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Nulling antennas are typically at least several inches in diameter, too large for
many personal devices like cell phones but suitable for vehicles or fixed installations.
They are frequently used in military applications. Most are likely to do a good job of
suppressing noise jamming. While many remain vulnerable to spoofing since such sig-
nals resemble authentic GPS signals, the most sophisticated of nulling antennas incor-
porate integrity monitoring and can successfully reject spoofing attacks (Jones, 2017).

The PNT performance that results when nulling antennas are effective should be
comparable to performance in benign environments.

Implications for government and user investments

The implementation of nulling antennas as a mitigation to jamming threats is strictly
a matter of user acquisition and integration. While it may be viable for important seg-
ments of users that employ GPS receivers as part of the fixed critical infrastructure
such as telecom and the financial sectors, that drive or use larger vehicles like cars
and trucks, and that use human portable systems such as those used by surveyors,
these nulling antennas are too large and probably too costly for the use in the mil-
lions of handheld devices like phones, portable radios, and very small unmanned aerial
vehicles.

Direction Finders

Description and performance

When jamming events occur, they can be detected and perhaps geolocated using
direction-finding devices. This can be useful since in instances where statistics of GPS
jamming have been collected, jamming events seem to occur at least several times
per day on average (Curry, 2014). Since GPS jamming is illegal in the United States,
this can allow follow-up actions by law enforcement when such events seem to be
deliberate (e.g., the famous incident of the “white van man” who jammed GPS at
the Newark, New Jersey, airport intermittently for many months in 2012) or reme-
dial action against accidental jamming events (e.g., the accidental spoofing during a
2017 Institute of Navigation conference in Portland, Oregon). Such remedial actions
can make jamming events less severe and allow holdover capabilities to sustain PNT
during temporary disruptions. Without such remedial actions, jamming events might
last too long for such holdover capabilities to remain effective.

There are GPS jamming direction finders sold commercially. They can be either
handheld, such as was used to discover the jammer in the Portland, Oregon, confer-
ence center, or a set of networked antennas that can be deployed regionally and allows
for near-real-time alerts (Curry, 2014). There have been several demonstrations of this
latter capability, including a deployment at the 2014 Super Bowl (Rolli, 2015).

An important limitation of this mitigation method is that any enforcement action
takes preparation, proper equipment for that function, and some time. The “white van
man” was apprehended after about 12 months of intermittent jamming only after a
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significant surveillance effort (Curry, 2013). Longer periods of jamming and more sig-
nificant assets dedicated to his capture would have probably yielded a better outcome.
Even in a conference with hundreds of GPS experts and state-of-the-art equipment, the
Portland spoofing event was not discovered and remediated for several hours?® (Scott,
2017). Enforcement actions against deliberate and criminal jamming most likely would
take longer than a few hours absent preparation for the event.

We conclude that direction finders, in and of themselves, may well be useful as
a mitigation against long-term, high-power jamming, such as could be the case in a
terrorist attempt to interfere with GPS. Unfortunately, they are likely to provide only
limited value against jamming that occurs over brief periods, such as is characteris-
tic of the common nuisance or negligent jamming. To be effective in this latter case,
detection systems will have to operate in near-real time; other surveillance systems
such as cameras that can help ID vehicles and individuals of interest and cell phone
detection system that can ID phones such as cell phones present in the areas of interest
could help eliminate the threat more rapidly than a simple jamming detection system.
Handheld devices that only detect at short range are unlikely to be of much use except
in sorting between a few candidate targets. Although networked antennas could be
deployed regionally, they might not detect and geolocate the lowest power jammers,
such as personal privacy devices, on scales as large as a city. Approaches that make use
of virtual detection barriers that catch the emitter passing by or outposts to detected
emitters within or near a perimeter could be useful.

The PNT performance that results when direction finders succeed in locating
jammers will be as good as the benign environment once jammers are eliminated and
will be as good as any holdover capabilities until then.

Implications for government and user investments

This case is unique among all technologies discussed in this report, insofar as acquisi-
tion of direction finders would be neither by providers of PNT signals nor by users.
Rather, acquisition would be by law enforcement agencies. By themselves, direction
finders add no value; their value attains only when jammer detections are followed by
enforcement, with implications for manpower and other resources. Even if law enforce-
ment chose to invest resources to combat GPS jamming, it is doubtful whether they
could promptly mitigate specific instances of jamming by the most common sort of
jamming event—the illegal use of personal privacy devices—since enforcement actions
would likely take longer than the transient effects of jamming. Since this is more a
matter of resourcing than of the capabilities of direction finders (albeit one aspect of
evaluating this particular method of remediation), we assess direction finders as being
of partial effectiveness (yellow) against threats of relatively short duration. We also note
that over the long term, enforcement actions might have a deterrent effect on nuisance

26 Though it could be argued that the very density of equipment made it challenging to sort out.
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or negligent jammers that could eventually reduce the rate of jamming by personal
privacy devices, even when remediation against individual events has limited success.

Summary

In this appendix, we examined a wide range of technologies for sustaining PNT per-
formance. Across these technologies and options, the range of performance, the provi-
sion of full capability across PNT, and the relevance to different portions of the risk
environment to GPS varies. Space systems respond to jamming and GPS specific risks,
though all are exposed to the potentially high consequence risks of space warfare and
intense space weather events. Ground-based wireless systems hedge more successfully
against those sources of threat, though not all fully address ground-based jamming
concerns and all are more accessible to threats. Wired timing signals all provide highly
accurate time data and do so in a way that is largely not susceptible to the risks of
concern to GPS (though with exposure to ground-based hazards). Finally, user-based
equipment modifications can provide specific capabilities and address dependencies on
GPS and do so in a way where adoption is driven by the individual needs (and willing-
ness to pay) of end users.

Although many technologies show potential to serve as a backup PN'T method
for at least some risk cases for some users, not all technologies are equal. They differ not
only in terms of available accuracy but also in other ways. For example, most will be
available only in developed areas (e.g., with communications infrastructure), but a few
could serve even remote areas. Some of the technologies can serve indoor users because
the RF signals penetrate into buildings. This is due partly to the use of frequencies
lower than GPS and partly to high signal strengths.

It is important to note that not all options are equally mature, however. Some
are already on a path toward commercialization with an existing market demand, and
others would probably be matured to maximum cost-effectiveness only if demand were
driven via government action or subsidy. Even if market efficiencies are assumed, cost-
effectiveness is likely to vary considerably.



APPENDIX D
Traditional Acquisition Versus Public-Private Partnership

At least one potential provider of an alternative PNT technology has suggested that a
PPP might be preferable to a traditional government procurement approach to acquir-
ing a GPS backup system. In general, a PPP approach involves the contractor in financ-
ing all or part of the investment cost of the project in anticipation of future revenue
streams from the government and possibly other customers, whereas in a traditional
procurement approach, the government pays the capital costs of the project. Depend-
ing on the type of PPP, the contractor may continue to own, operate, and maintain the
project over the lifetime of the contract, or ownership, operation, and/or maintenance
may revert to the government either immediately or sometime in the future.

In the United States and other countries, PPPs have been used to finance infra-
structure projects such as toll roads, bridges, tunnels, and dams as well as other types
of assets, including prisons, hospitals, and schools. The DoD has also privatized assets
such as utility distribution systems, military housing, and visitor lodging to gain
access to private-sector capital to upgrade neglected infrastructure and to private-
sector management skills in activities that are not core defense capabilities.

Since the private-sector’s cost of capital is typically higher than the government’s,!
PPPs should result in transfers of risk and efficiency gains that outweigh the higher
financing costs to be cost-effective to the government. Under a PPP contract that
requires the contractor to design, finance, build, operate, and maintain an asset in
exchange for fixed annual payments after the asset becomes operational, the contractor
will have incentives to

e construct assets within schedule and budget, since it bears the risk of construction
cost overruns and delays
* minimize life-cycle costs as part of the design of the asset

1 For example, OMB Circular A-94, Appendix C, indicates that the nominal interest rate on ten-year Treasury

notes and bonds for calendar year 2018 is 1.8 percent (OMB, 2017), whereas the ten-year high quality market
corporate bond spot rate for April 2018 is 3.96 percent (U.S. Department of the Treasury, 2018).
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* maintain the asset to meet contractual performance requirements (U.K. National

Audit Office, 2018).2

In the case of PNT technology, the contractor may also have access to additional
revenue streams from customers that are not available to a government owner—for
example, if the contractor can sell higher-quality or value-added services that are not
available as part of a government-provided service to the general public. These other
sources of revenue could reduce the investment costs that would need to be repaid by
the government.

Government organizations typically use value for money (VM) analysis to com-
pare PPPs with traditional procurement approaches (see, for example, Kweun, Wheeler,
and Gifford, 2018). VM analysis is primarily a financial analysis from the perspective
of the government agency that assumes the project has net social benefits and considers
how it should be procured. The Public Sector Comparator (PSC) is a baseline scenario
for the life-cycle risk-adjusted cost of delivering a project if the government finances,
owns, and implements the project at its own risk. It can be compared with either a
hypothetical PPP bid, also called a “shadow bid,” or an actual bid from a PPP contrac-
tor. The projects should be compared using the same assumptions for timing, funding,
procurement costs, output specifications, and performance standards. The cost com-
ponents are shown in Figure D.1.

The PSC cost components include the net present value of the following.

* The base cost, which consists of direct costs, such as capital, operating and main-
tenance costs, and indirect costs, such as overhead and procurement costs, net of
any revenue from the project.

* Retained risk is the value of any risk that is not transferable to the bidder under a
PPP. It is the same for the traditional procurement scenario and the PPP scenario.

* Transferable risk is the value of any risk that is transferable to the bidder under a
PPP but that would be retained by the government under a conventional procure-
ment. It can be estimated based on an expected value or a Monte Carlo simula-
tion using the magnitudes and the probabilities of the risks.

* Competitive neutrality refers to the value of any competitive advantages or dis-
advantages of the government agency relative to a private company that are not
already captured in the other categories. These factors can include a lower cost
of capital, access to tax-exempt debt, and foregone real estate, sales, or corporate
taxes that would have been paid by the PPP contractor.

The PSC costs are compared with the sum of the net present value of retained
risks and the annual payments to the contractor under the PPP scenario. The govern-

2 Budgeted government organizations sometimes neglect infrastructure maintenance, which can result in
higher future maintenance costs or shortened asset lifespans.
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Figure D.1
Comparison of Public Sector Comparator and Public-Private Partnership
in Value for Money Analysis
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SOURCE: Jeong Yun Kweun, Porter K. Wheeler, and Jonathan L. Gifford,
“Evaluating Highway Public-Private Partnerships: Evidence from U.S. Value for
Money Studies,” Transport Policy, Vol. 62, 2018, pp. 12-20; used with permission.

ment’s procurement and oversight costs should also be added to the shadow bid or
actual PPP bid for a fair comparison with the PSC. The option with the lower net pres-
ent value of total costs would be chosen under the VEM approach.

DeCorla-Souza et al. (2013) argue that benefit-cost analysis (BCA) is a more
comprehensive tool than VEM because it incorporates nonfinancial impacts such as
benefits to users or nonusers of a project that may accrue from earlier delivery. A PPP
approach may be able to deliver a project faster because it reduces delays in construc-
tion or financing due to incremental funding or limitations on government debt. In
the extreme, a PPP may be the only vehicle for delivering a project if the government
agency has a limited capital budget. A BCA also excludes costs such as taxes and tolls
that are transfer payments, not economic resource costs, except to the extent that they
change economic behavior.

Osei-Kyei and Chan (2015) reviewed the literature’ on critical success factors for
PPPs from 1990 through 2013, looking across countries, sectors (such as water, trans-
portation, telecommunications, and energy), and the stage of the project (feasibility,
initial design, and business case analysis). The factor mentioned most frequently was

3 Their literature search focused on nine journals in the construction, project management, and engineering
fields, and they conducted a content analysis of 27 publications on critical success factors for PPPs. Research
approaches included case studies (41 percent), surveys or questionnaires (37 percent), and mixed methods (a
combination of interviews, case studies, and/or questionnaires; 22 percent).
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appropriate risk allocation and sharing between the government and the contractor.
During negotiations, project risks should be clearly defined and allocated to the party
that can best mitigate them. The second most frequently mentioned success factor
was a reliable and well-structured contractor or joint venture with strong technical,
operational, and managerial capacity to execute the project. Other frequently men-
tioned success factors were long-term political support for a PPP approach (so that con-
tracts would not be undercut by a change in government or administration); public or
community support (including the media, trade unions, and other nongovernmental
organizations as well as the general public); and a transparent procurement process,
including frequent communication between the government, contractor, and external
stakeholders.

There are relatively few evaluations of the benefits of completed PPP projects.
McNichol (2013) cites a 2007 study by Infrastructure Partnerships Australia that
examined PPP projects constructed from 2000 to 2007. It found that on average, 18
percent of traditionally procured projects had schedule overruns in comparison with
10 percent of PPP projects. With respect to costs, 45 percent of traditionally procured
projects had cost overruns compared with 14 percent of PPP projects. For projects that
had either schedule or cost overruns, on average PPPs had smaller overruns than tra-
ditionally procured projects. The U.K National Audit Office (2018) reports a lack of
data available on the benefits of PPP, although surveys of project managers and govern-
ment departments indicated that private finance initiative (PFI) projects were delivered
within budget more often than non-PFI projects and that greater certainty about con-
struction costs was a benefit of PFI. Operating costs were reportedly similar or higher
for PFI projects, although it is difficult to control for factors such as risk transfer and
differences in standards between contracts. Contractually agreed standards under PFI
have resulted in higher maintenance spending, which is seen as a benefit because gov-
ernment organizations tend to underfund infrastructure maintenance. However, the
National Audit Office noted that some of these benefits could have been achieved
under traditional procurement, using fixed-price construction contracts or long-term
maintenance contracts, for example.

In the short term, PPPs increase government organizations’ budget flexibility and
spending power because no up-front capital outlay is required. However, they also
create long-term financial commitments that can limit future budget flexibility, partic-
ularly if the number of PPP contracts increases over time. The National Audit Office
found that long-term contracts were sometimes costly to modify if additional capi-
tal investment was needed, and in some cases government agencies were locked into
paying for services that were no longer required. In addition, contract termination can
be expensive, particularly if the financial structure of the PPP venture requires addi-
tional fees for early repayment of the debt. To address some of these issues, the U.K.
government revised its guidance on PPPs in December 2012 and renamed the program
Private Finance 2 (PF2).
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In general, quite specific data on the costs and risks associated with procurement
of a system would be needed to determine whether a PPP would be more cost-effective
than traditional procurement. If the federal government determines that any system
would be socially beneficial, it could compare alternative procurement mechanisms
using VfM analysis based on a hypothetical shadow bid or actual bids submitted by
contractors for that specific system. Alternatively, the implications of different funding
mechanisms could be incorporated into an overall BCA framework to address which
approach would deliver greater estimated net benefits to society. Such analysis natu-
rally would occur after these federal decisions and, in some cases, after the marketplace
has identified a commercially successful system.

For our case of an alternative or complement to GPS, we would expect an obvious,
economically dominant opportunity for a PPP. The government could seek to expand
the scale of systems that are otherwise being deployed in limited areas. It appears likely
that some system—>5G or MBS or something else entirely—will be deployed in large
urban areas, providing more precise position locations of and for cell phone users. The
federal government could simply allow the marketplace to determine the winning solu-
tion and then leverage that solution into a larger-scale deployment if they so desire. In
this case, it would be most natural for the provider of the commercial system to main-
tain and operate any expansion, allowing economies of scale and ensuring interoper-
ability as the commercial system are upgraded.

Initial deployments of these new systems are naturally being targeted to the areas
where they offer the highest economic payoff. These areas tend to be higher-income
areas because this is where the ads being sent to the cell phone users are more valued.

In particular, and as discussed in the main body of this report, a system similar
to NextNav MBS is likely to be deployed in many urban areas. Another federal PPP,
FirstNet, is required to provide floor-level information for first responders, something
which MBS can provide. Expanding the NextNav deployment, or whatever system
FirstNet chooses, would cover more areas with a backup PNT system—one which
promises both to be easily integrated into cell phones, a requirement for FirstNet that
also promises wide accessibility, that also offers improved performance such as operat-
ing inside buildings and modestly improved accuracy. Moreover, the planned deploy-
ment for FirstNet should cover a large fraction of the U.S. economy, thereby already
providing a backup for that much economic activity. Additionally, the established
FirstNet.gov organization allows an institutionally easy path for expanding the PPP.

Such a PPP would expand the economic benefits from a higher accuracy system
to more people and also enhance some governmental functions, such as emergency
services in additional areas. But this choice must await either the decision by FirstNet
or the marketplace determination of a successful system.






APPENDIX E

U.S. Commitments and Obligation to Sustain and
Operate GPS

The federal government has made strong commitments for the sustainment of GPS
and the maintenance of backup capabilities through various statutes and policies and
by seeking public and industry comments through the Federal Register and by imple-
menting various performance standards.! Title 10 of the U.S. Code, Section 2281,
tasks the Secretary of Defense to sustain and operate GPS services for the national
security interests of the United States as well as for peaceful, civil, commercial, and
scientific uses on a continuous worldwide basis free of direct user fees. This statute
requires that such sustainment and operation of the civilian GPS system known as
the Standard Positioning Service (SPS) will meet the performance requirements of the
Federal Radionavigation Plan. In addition, Title 51 of the U.S. Code, Section 50112,
conveys a sense of Congress in which Congress encourages the President to ensure the
operation of GPS on a continuous worldwide basis free of direct user fees and provide
adequate resources to achieve and sustain efficient management of the electromag-
netic spectrum and protect the spectrum from disruption and interference. These two
statutes demonstrate that the federal government has very strong intentions to sus-
tain GPS. Additional statutes provide less specific support but authorize broad mission
requirements to agency heads, which may involve PNT services. These requirements
include but are not limited to air and marine navigation, critical infrastructure resil-
ience and security, and space transportation systems, among other things.

Although statutes commit the federal government to sustain GPS, most of the
federal government’s intent to sustain and operate GPS is codified and reinforced
in various policies and executive orders. Certain policies also recognize the need for
backup capabilities to GPS. Table E.1 includes relevant examples.

While not specific requirements or commitments, GPS performance standards
also provide goals to help ensure the sustainment and operation of GPS. These met-
rics demonstrate desired goals related to operational satellite counts, position service
availability, and position accuracy, among other areas. According to Renfro, Terry, and

I Such federal commitments cannot guarantee future appropriations, even to sustain GPS, and as such, can only

indicate the current intention of the government.
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Table E.1

GPS Commitments in Selected Federal Policies

Policy

Examples of GPS and Backup Capacity
Commitments

2017 Federal Radionavigation
Plan

Reiterates intent to sustainment and
operation of GPS

Notes recognition of “the benefits of
providing a backup capability to GPS to
mitigate the safety, security, or economic
effects of a disruption of GPS service”

2010 National Space Policy

Reiterates the GPS requirement

Requires that the United States operate
and maintain GPS consistent with published
performance standards and interface speci-
fications and to implement, as necessary
and appropriate, redundant and backup
systems or approaches

2004 U.S. Space-Based
Positioning, Navigation,
and Timing Policy/National
Security Presidential
Directive-39

Includes the GPS requirement and states
that the fundamental goal is to ensure
PNT services, augmentation, backup, and
service denial capabilities that provide
uninterrupted availability, among other
things

Contains associated requirements for the
Secretaries of Transportation and Home-
land Security

1996 GPS National Policy

States the intent “to provide GPS SPS for
peaceful, civil, commercial, and scientific
use on a continuous worldwide basis, free
of direct user fees”

Boeker (2017), only one metric related to the notification time for scheduled interrup-
tion was not met in 2016. Specifically, the metric that asserts at least 48 hours’ notice
will be provided for scheduled interruptions was met in 27 of 28 cases. In the case of
the exception, only 45 hours’ notice was provided. Additional performance levels exist
for users of Wide Area Augmentation System and Precise Positioning Service. The GPS
Civil Monitoring Performance Specification (Dol, 2009) provides requirements for
monitoring the GPS civil service and signals based on top level requirements to moni-
tor all signals all the time. The federal government also seeks to place satellites in pri-
mary orbital slots so that a minimum of six satellites will be in view of users anywhere

in the world at any time.



APPENDIX F

Solar Storm Effects on the GPS Satellites

This appendix expands on the earlier discussion in Chapter Three of the potential
impact of a large solar flare on the functioning of GPS. In particular, it focuses on how
the GPS satellites themselves would experience both the prompt and lingering effects
of a massive solar storm. A flare event generates a combination of direct radiation that
propagates at the speed of light, some particles that move at relativistic speeds, and
particles at substantially lower speed that enhance the natural radiation belt the GPS
satellites operate within. In general, we find the GPS satellites themselves are unlikely
to be significantly affected by even the largest solar events.

A solar flare, an explosion at the surface of the sun (the photosphere), generates a
burst of electromagnetic radiation, including intense radio waves, X-rays, and gamma
rays, which travel outwards at the speed of light, reaching earth in about eight min-
utes. As noted in Chapter Three, these radio bursts can heat the earth’s upper atmo-
sphere, increase ionization, and generally lead to an enhancement of electrical currents
and electron density in the ionosphere. This changes how satellite radio transmissions
refract through the atmosphere, especially disrupting high-frequency communications
signals. For GPS, this “scintillation” in the upper atmosphere is a common cause of
“loss of lock,” where ground-based GPS user equipment loses reception, making GPS
ineffective for periods of tens of minutes up to about three days, depending on the
duration and recurrence frequency of the solar events. However, there are no signifi-
cant direct effects on the satellites themselves from this radiation.

The flare event can also generate SEPs, particles with energy greater than 1
megaelectronvolt (MeV). These particles, traveling at a range of relativistic speeds, can
reach the earth system in tens of minutes to a few hours after the flare, contributing
to increased total ionization dosage of satellites, increasing the rate of “single event
upsets,” and the aforementioned heating and ionization of the ionosphere that disrupts
radio communications.

The bulk of solar plasma material expelled from the sun in a CME (which is
sometimes coincident with a solar flare) takes significantly longer to travel through
space and is not always aligned with the earth’s azimuthal position in its orbit around
the sun. When it is aligned, it can reach earth within 14 hours to four days, depending
on the variable speed of material from the event. The effect at the earth depends on
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the CME speed and the orientation of the interplanetary magnetic field in the CME,
which can help or hinder the injection of material into the magnetosphere through
magnetic reconnection. Typical results of major CME-driven geomagnetic storms are
particle precipitation at the magnetic cusps (visible as aurora), injection of high energy
particles into the ring current and radiation belts, and increased radiation, total ioniza-
tion dosage, and probability of single event effects for satellites depending on orbital
altitude (Royal Academy of Engineering, 2013).

Chapter Three describes the Carrington event of 1859, apparently the largest
flare and CME in the historical record. Below, we use that as a limiting case for assess-
ing the potential effects of a solar storm on the GPS satellites.

Satellites in the space environment are always subject to ionizing radiation in the
form of electromagnetic waves (X-rays and gamma rays) as well as high energy par-
ticles, which can degrade photovoltaic panel efficiency, embed gradually increasing
charge in insulating material, eventually leading to electrostatic discharge and even
impact logic boards, creating “single event effects” where a circuit may be overloaded or
a bit may be flipped by a single high energy particle impact, causing a range of poten-
tially debilitating damage to the satellite.

There are several strategies employed by satellite designers and operators to miti-
gate the effects of the radiation environment in which their satellites fly. One is redun-
dancy, where satellites are designed with multiple backup or error correction systems.
One example would be the triple modular redundancy system used for the flight com-
puters on the U.S. Space Shuttle, where three processors performed calculations in
parallel and compared answers to check for single event upsets in one of the pro-
cessors (Siceloff, 2010). Another mitigation strategy is “safing,” where operations of
the satellite are suspended when the spacecraft is passing through a region or time
of expected inundation by higher energy particles in an effort to lower the electrical
load of onboard circuitry or turn off particularly vulnerable sensors and make single
event effects less likely. This is rarely used on satellites providing a commercial or
government service as it effectively guarantees a service disruption, while the decision
not to “safe” the satellite carries the chance that the satellite will continue to operate
unaffected. One example is the suspension of observations by the Hubble Space Tele-
scope when it passes through the South Atlantic Anomaly (SAA), a region of enhanced
energetic particles in LEO. This is done because the fine guidance sensor cameras on
Hubble could be overwhelmed by high energy particles in the SAA (Gonzaga, 2012).

The most effective and commonly used mitigation strategy is the design practice
of encasing sensitive satellite components (especially solid-state electronics) in addi-
tional metal (usually aluminum) to absorb ionizing radiation and high energy par-
ticles. This is known as “shielding,” and is typically expressed in terms of the thickness
of aluminum used. For example, 200 “mils” is 200 milli-inches thickness of aluminum
or 0.508 cm. Since aluminum has a density of 2.71 g/cm?, one can also express the
thickness as an area density of 2.71 g/cm?® x 0.508 cm = 1.38 g/cm”.
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Generally, satellites are designed to withstand the radiation environment in which
they will be flying, and this drives the decision of how much shielding to apply. For
example, when considering concepts for a spacecraft to be sent to orbit Jupiter’s moon
Europa, NASA scientists estimated the radiation environment at Europa to be “-2.9
MRad total ionizing dose (TID) behind 100-mil-thick aluminum,” also noting that
“this level is more than twice that required for U.S. defense systems that are required to
operate through nuclear explosions, and seven times greater than any previous NASA
mission” (Keller, 2011). And so spacecraft designers ought to use electronics that can
operate under that assumed TID at that shielding level, or else add more shielding.

Engineers designing satellites for operation in earth orbit consult empirical and
theoretical models for the TID over a given period of time (e.g., per year) at different
orbital altitudes and inclinations. Table F.1 shows values for the TID from natural
environment expected for a circular orbit with a 30-degree inclination and a GPS-
like altitude of 20,200 km. The actual hardening levels used in GPS satellites are not
known at the unclassified level and therefore not used here. However, one can infer
that GPS satellites would need to be shielded to withstand the radiation environment
in which they fly, which is a rather intense one in the outer electron radiation belt.

We note that, assuming 5 mm (“200 mil,” or 1.38 g/cm?) thickness of aluminum
shielding, the estimated TID from one year in a 30-degree medium earth orbit (MEO)
is about 8 x 10* rads per year. This is an average of 2.2 x 10? rads per day (Wertz and
Larson, 1999).

Jiggens et al. (2014) modeled estimated TID for the Carrington event as a func-
tion of aluminum shielding thickness (see Figure F.1). For that same 5 mm thickness
of aluminum shielding, they estimated a TID of about 1.5 x 10° rads over the one to
two days of the Carrington event geomagnetic storm. That is a range of 7.5 x 10 rads
per day to about 1.5 x 10° rads per day, roughly three to seven times the average daily
dosage according to the natural source model shown in Table F.1.

Table F.1
Total lonizing Radiation Dosage for Satellites in Medium
Earth Orbit (30 degree inclination, altitude 20,200 km)

Aluminum Shielding Thickness One Year TID
(mils) (mm) (Rads)
100 2.54 1,000,000
200 5.08 8,000
300 7.62 700

SOURCE: James R. Wertz and Wiley J. Larson, Space Mission
Analysis and Design, 3rd ed., Torrance, Calif.: Microcosm Press;
Dordrecht, Netherlands: Kluwer Academic, 1999.
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Figure F.1
Modeled Carrington-Type Event Could Result in Total lonizing Dosage of
~1.5 x 10° Rads (Si) Over 1-2 Days or About 3 to 7 Times the Normal Daily
Dosage for a Medium Earth Orbit
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SOURCE: Jiggens et al., “The Magnitude and Effects of Extreme Solar Particle Events,”
Journal of Space Weather and Space Climate, Vol. 4, 2014, Figure 10 (CC BY 4.0).

While significantly higher than the average daily dosage at MEO, the estimated
TID for a Carrington event is still less than 2 percent of the annual TID. Given we
expect that GPS satellites are hardened to withstand the natural TID for their orbit in
MEDO, it seems unlikely that the TID from a Carrington-level event alone would pose
a significant threat to the health or estimated lifetime of the GPS satellites themselves.

In fact, there is reason to expect that GPS satellites are hardened to higher levels
than the equivalent of 5 mm aluminum. As mentioned earlier, defense satellites like
GPS are typically designed to survive the enhanced radiation dosage that would occur
in the earth’s radiation belts if a nuclear weapon were detonated at high altitude. Such
a detonation has been estimated to deliver approximately 8 x 10° rads over 30 days at
20,200 km altitude, behind 2.5 mm of aluminum shielding, an average of about 2.7 x
10* rads per day (see Wertz and Larson, 1999, Fig. 8-15b). This value would likely be

significantly lower behind 5 mm of aluminum shielding instead of 2.5 mm, but even if
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it were a factor of 10 lower for an average of about 2.7 x 10° rads per day, that is still sig-
nificantly more intense than the estimated TID from a Carrington-level event. Hast-
ings and Garrett (1996) estimate a “hardened DoD spacecraft” to experience a TID of
1.5 x 10° rads behind 3 g/cm? of shielding (over 10 mm thickness of aluminum) for a
“saturated nuclear environment after one year.”

While admitting that a range of estimates exist for these theoretical events, it is
clear that, for the same shielding levels, the TID threat to GPS satellites from a high-
altitude nuclear detonation seems much more significant than from a Carrington event
and will likely last for a longer period of time. If GPS satellites are indeed hardened
to withstand such nuclear-enhanced radiation belt dosage, they ought to be easily able
to withstand the TID from a Carrington-level geomagnetic superstorm as well.! And
as noted above, their hardening to the ambient space environment that they certainly
experience appears more than adequate to protect the GPS satellites from even a Car-
rington-scale event.

The primary GPS-relevant risk of a Carrington-level event would thus be an up-
to-three-days outage of GPS availability due to modification of the ionosphere by radio
bursts, X-rays, and SEPs, which is the focus of Chapter Three.

' We note that the described discussion focuses solely on gradually accumulated TID. However, a Carrington-

level event (or a nuclear detonation) also increases the probability of single-event effects at a given satellite, which
are difficult to incorporate into predictive models.
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